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Abstract
mЯЭвийжйбх ЫЮсЫиЭЯо in the lxst dezxde, suzh xs moyile phones, xudio
xnd video with high quxlity, xnd hnline lozixl getworks (hlg), xllowed
users to produze, shxre, xnd zonsume dxtx xmounts xs never seen yefore.
his demxnd zrexted the nezessity of storing xnd retrieving users’ zontent
in x fxst, sezure, xnd relixyle mxnner.
bn order to yridge the gxp for modern storxge demxnds, whizh inzludes
privxte xnd shxring purposes, Cloud zomputing xnd ieer-to-ieer (iӀi)
tezhnologies emerged. he tezhnology employed yy Cloud providers
is highly elxstiz, distriyuted to x high numyer of servers, geogrxphizxlly
sprexd in diferent domxins, xll yeing interzonnezted with zomplex net-
works. aowever, from the user’s perspeztive, Cloud providers xnd their
Cloud servizes xre zentrxlized entities, sinze users hxve to entirely trust
their non-trxnspxrent internxl prozess, e.g., users xre not xwxre ofwhxt kind
of dxtx redundxnzy xnd sezurity mexsures xre implemented, nor where
their dxtx is stored. foreover, Cloud servizes ofered yy diferent providers
present heterogeneous zhxrxzteristizs: they ofer diferent Applizxtion
irogrxmming bnterfxzes (Aib), xzzounting xnd zhxrging szhemes, privxzy
xnd sezurity levels, funztionxlity, xnd dxtx type restriztions of iles. De-
spite suzh heterogeneity, xnd showing one zommon xspezt xmong Cloud
servizes, dxtx is stored on Cloud servizes’ servers independently of these
vxrious diferenzes.
bn zontrxst to Cloud Computing, ieer-to-ieer (iӀi) dxtx storxge sys-
tems present x higher trxnspxrenzy from the user’s perspeztive: it is known
where user’s dxtx xre stored (the routing xnd lookup xlgorithm xre known),
how it is sezured, xnd under whizh zonditions dxtx will ye xvxilxyle or un-
xvxilxyle. aowever, for dxtx storxge purposes, iӀi systems xlso showdrxw-
yxzks due to zhurn xnd lxzk of x strong identity, lexding to x non-suitxyle
storxge solution due to its lxzking relixyility.
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herefore, this thesis proposes xn overlxy to xggregxte Cloud servizes’
storxge following x hyyrid xpproxzh, using zentrxlized xnd dezentrxlized
entities, for uploxd, downloxd, xnd shxring iles, either puylizly or privxtely.
he overlxy is referred xs PiCsMu, the “ilxtform-independent Cloud ltor-
xge lystem for fultiple nsxge”. luzh overlxy is responsiyle to dezide how
xndwhere to store user’s dxtx, xs well tomxnxge the generxtedmetxdxtx yy
keeping it in x zentrxl server (for privxte iles) or in x iӀi network (for
shxred iles). he underlxy is formed yy diferent Cloud servizes whizh
stores xztuxl dxtx. he hyyrid xpproxzh used in iiCsfu txkes xdvxntxge
of the wide storxge elxstizity of Cloud servizes, the szxlxyility xnd privxzy
of x iӀi system, xnd the stxyility, relixyility, xnd sezurity of zentrxlized
entities.
iiCsfu stimulxted three xrexs of resexrzh. First, in order to txzkle the
heterogeneity proylem of storxge in Cloud servizes, this thesis investigxtes
the data validation prozess in Cloud servizes, to understxnd how the xz-
zeptxnze of speziiz ile formxts is hxndled for storxge purposes. bn turn,
dxtx zxn ye xdxpted xzzordingly to ye stored in xlmost xny Cloud servize
– even those whizh present dxtx formxt restriztions –, thus, enxyling the
xggregxtion of Cloud servizes’ storxge. lezond, this thesis deines the sys-
tem xrzhitezture xnd relxted prozesses for uploxd/downloxd in zxse of pri-
vxte or shxring purposes. hese prozesses employ dxtx redundxnzy tezh-
niques, enzryption szhemes, xnd the plxzement of dxtx frxgments in dif-
ferent Cloud servizes. hird, this thesis explores the integrxtion of existing
hlgs to provide inzentives for iiCsfu xdoption xnd to enhxnze zontent
shxring experienze through the mexns of rezommendxtions. hese rezom-
mendxtions xre yxsed on dxtx mexsured from existing hlgs, e.g., mexsur-
ing whizh friends xre geogrxphizxlly zlosest to x pxrtizulxr user and whizh
of them interxzt the most with. luzh informxtion zxn give xn indizxtion
thxt theymight xlso ye interested in xdopting the iiCsfu system. bn order
to xzhieve thxt, interxztivity- xnd lozxtion-yxsedmethods hxve yeen devel-
oped to mexsure dxtx zollezted from existing hlgs.
he iiCsfu system wxs evxluxted xs x whole yy evxluxting the design
implementxtion of its three resexrzhed xrexs. For exzh of these three re-
sexrzh xrexs the evxluxtion oyserved the fexsiyility, szxlxyility, overhexd,
funztionxlity, xnd xzzurxzy of the developed solutions. Additionxlly, x le-
gxl diszussion wxs xdded, sinze storxge solutions fxze legxl xnd regulxtive
dimensions upon operxtion.
iv
he xzhieved results show thxt it is possiyle to yuild xn overlxy with
Cloud servizes storxge in the underlxy, e.g., Google iizxsx, bmgur, bmxge-
lhxzk, Amxzon lӁ, xnd loundCloud, showing thxt multiple servizes with
diferent dxtx formxt restriztions zxn ye xggregxted. Also, these results re-
vexl thxt iiCsfu szxles with respezt to diferent ile sizes, showing x mod-
erxte dxtx overhexd xnd x low metxdxtx overhexd xdded yy the iiCsfu
system in zxse of ҿ GByte iles. Finxlly, interxztivity- xnd lozxtion-yxsed
methods in support of the iiCsfu sozixl rezommendxtions show thxt they
zxn estimxte, respeztively, Ӏ out Ӄ hlg friends thxt xn hlg user xlso per-
zeives xs he/she interxzts most with, xnd ҿ.Ӂ out Ӄ hlg friends thxt xn
hlg user xlso perzeives xs the geogrxphizxlly zlosest to.
v
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Kurzfassung
mЯЭвийжйбгоЭвЯEннрибЯиоЭвЫапЯиdes letzten cxhrzehntes,wie yei-
spielsweise foyiltelefone, hozhwertige Audio- und oideoxufnxhmen und
sozixle getzwerke (hlgs), erlxuyengutzern, niemxls zuvor gesehene Dx-
tenmengen zu produzieren, zu teilen und zu konsumieren. aierdurzh er-
giyt sizh die gotwendigkeit, gutzerdxten szhnell, sizher und verlässlizh zu
speizhern und xyzurufen.
Cloud Computing und ieer-to-ieer (iӀi) mezhnologie etxylierten
sizh, um diesen modernen lpeizheryedxrf f0r irivxt- und oerteilungs-
zwezke zu dezken. Die von Cloud-Anyietern verwendete mezhnologie ist
hözhst und 0yer eine oielzxhl von lervern und Domänen verteilt, wel-
zhe durzh komplexe getzwerke veryunden sind. Dennozh sieht es f0r die
Cloud-gutzer so xus, xls wären Cloud-Anyieter zentrxlisierte Entitäten, dx
die gutzer vollständig den f0r sie nizht trxnspxrenten, internen irozessen
der Cloud-Anyieter vertrxuenm0ssen. lo wissengutzer yeispielsweise ot
weder, wie Dxtenredundxnz oder lizherheit implementiert werden, nozh,
xn welzhemhrt die Dxten gespeizhert sind. logxr trotz Dienstg0teverein-
yxrungen hxyen Cloud-gutzer nxzh wie vor kisiken zu trxgen, yeispiels-
weise yez0glizh Dxtenverlust, Dxtenlezks und Dxten-gizhtverf0gyxrkeit,
wenn sie sizh xuf einen einzelnen Cloud-Anyieter verlxssen. Dxr0yer hin-
xus hxyen Cloud-Dienste verszhiedener Anyieter unterszhiedlizhe Chx-
rxkteristikx: lie sind durzh unterszhiedlizhe irogrxmmierszhnitstellen,
oerrezhnungs- und Bepreisungsszhemxtx, irivxtheits- und lizherheitsstu-
fen und Funktionxlitäten und Einszhränkungen yzgl. zulässiger Dxtenty-
pen gekennzeizhnet. mrotz dieser aeterogenität hxyen xlle Cloud-Dienste
gemein, dxss die Dxten xuf den lervern des Cloud-Anyieters gespeizhert
werden.
bm Gegensxtz zu Cloud Computing lystemen sind ieer-to-ieer (iӀi)
yxsierteDxtenspeizhersystemedemgutzer gegen0yer trxnspxrenter: Es ist
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yekxnnt, wo die gutzerdxten gespeizhert sind (der kouting- und eookup-
Algorithmus sind yekxnnt), wie sie gesizhert sind und unter welzhen nm-
ständen die Dxten verf0gyxr oder nizht verf0gyxr sind. pegen des Churn
(ieers, die dxs lystem verlxssen) und des Fehlens stxrker bdentitäten hxyen
iӀi-lysteme dennozh gxzhteile f0r die Dxtenspeizherung, und letztend-
lizh mxzht sie fehlende oerlässlizhkeit xls lpeizherlösung ungeeignet. Aus
diesemGrund entwizkelt dieseDissertxtion einhverlxy, um den lpeizher-
plxtz von Cloud-Diensten mitels eines hyyriden Ansxtzes zu xggregieren,
sodxss zentrxlisierte und dezentrxlisierte lystemkomponenten f0r nploxd,
Downloxd, und dxs öfentlizhe oder privxte meilen von Dxten verwen-
det werden. Dieses hverlxy wird xls PiCsMu, dxs “ilxtform-independent
Cloud ltorxge lystem forfultiple nsxge”, yezeizhnet. Dieses hverlxy ent-
szheidet wie und wo die gutzer-Dxten gespeizhert werden und verwxltet
die dxyei xnfxllenden fetxdxten xuf einem zentrxlen lerver (yei privxten
Dxten) oder in einem iӀi-getzwerk (yei geteilten Dxten). Dxs nnderlxy
setzt sizh xus verszhiedenen Cloud-Diensten zusxmmen und speizhert die
txtsäzhlizhenDxten.Der voniiCsfuverwendete hyyrideAnsxtz nutzt die
oorteile der grossen lpeizherlexiyilität von Cloud-Diensten, die lkxlier-
yxrkeit undirivxtheit voniӀi-lystemen, unddie ltxyilität, oerlässlizhkeit
und lizherheit von zentrxlisierten lystemkomponenten.
iiCsfu forszhte xuf den folgenden drei Geyieten. Erstens untersuzht
diese Dissertxtion den irozess der Datenvalidierung von Cloud-Diensten,
um zu verstehen, wie die Aynxhme von speziiszhen Dxtenformxten ge-
hxndhxyt wird und somit dxs iroylem der aeterogenität von lpeizher-
möglizhkeiten verszhiedener Cloud-Dienste zu lösen ist. Dieses ermög-
lizht die Aggregxtion von Cloud-Diensten, dx Dxten entsprezhend xnge-
pxsst werden können, um sie dxnn yei fxst jedem Cloud-Dienst xyzuspei-
zhern – sogxr yei solzhen, die Einszhränkungen yez0glizh zulässiger Dx-
tentypen hxyen. rweitens deiniert diese Dissertxtion die lystemxrzhitek-
tur und dxmit zusxmmenhängende irozesse f0r den nploxd und Down-
loxd vonprivxten oder geteiltenDxteien.Diese irozesse verwendenDxten-
redundxnztezhniken, oerszhl0sselungsszhemxtx und dxsoerteilen vonDx-
tenfrxgmenten 0yer verszhiedene Cloud-Dienste. Dritens untersuzht die-
seDissertxtion die bntegrxtion von existierendenhlgs, umAnreize f0r die
Annxhme voniiCsfu zu szhxfen und dxs Erleynis yeimmeilen vonDxten
durzh Empfehlungen zu veryessern. lo wird zum Beispiel in existierenden
hlgs gemessen, welzhe Freunde einem iiCsfu-gutzer geogrxphiszh xm
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näzhsten sind und mit welzhen von diesen er xm meisten interxgiert, wxs
ein bndiz dxf0r ist, dxss diese Freunde eyenfxlls bnteresse xn des Benutzung
des iiCsfu-lystems hxyen. aierzu wurden interxktivitätsxyhängige und
ortsxyhängige fethoden entwizkelt, mit welzhen in existierenden hlgs
gesxmmelte Dxten xusgewertet werden können.
Dxs Design und die bmplementierung des iiCsfu-lystems wurden
gxnzheitlizh im dontext der drei untersuzhten Geyiete evxluiert. F0r jedes
der Geyiete wurde die Durzhf0hryxrkeit, lkxlieryxrkeit, hverhexd, Funk-
tionxlität und Genxuigkeit der eösungen evxluiert. Dx lpeizherlösungen
gesetzlizhe und regulxtive a0rden zu nehmen hxyen, yeinhxltet diese Dis-
sertxtion eine entsprezhende Diskussion der Gesetzeslxge.
Die erzielten Ergeynisse zeigen, dxss es möglizh ist, ein hverlxy mit
Cloud-Diensten, wie z.B. Google iizxsx, bmgur, bmxgelhxzk, Amxzon lӁ
und loundCloud, xlsnnderlxy zu entwerfen.Dieseswiederumyelegt, dxss
Cloud-Dienstemit verszhiedenenEinszhränkungen yzgl. zulässigerDxten-
typen xggregiert werden können. Es wird yewiesen, dxss iiCsfu mit der
Dxteigrösse skxliert, sodxss dxs iiCsfu-lystem einen moderxten Dxten-
hverhexd und niedrigen fetxdxten-hverhexd f0r ҿ GByte grosse Dxtei-
en hxt. Ayszhliessend wird gezeigt, dxss die interxktivitätsxyhängigen und
ortsxyhängigenfethoden,welzhedxsiiCsfu-lystemunterst0tzen, Ӏ von
Ӄhlg-Freunden, mit denen der gutzer glxuyt xmmeisten zu interxgieren
und ҿ,Ӂ von Ӄ hlg-Freunden, die der gutzer geogrxphiszh xm näzhsten
glxuyt, prognostizieren können.
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Introduction
TЯЭвийжйбх ЫЮсЫиЭЯо over the lxst dezxdes xllowed individuxls toproduze dxtx xmounts xs never seenyefore xswell xs shxring xnd zon-
suming dxtx from diferent sourzes sҿӀӅu. Digitxl photo zxmerxs, smxrt
moyile phones, free bnternet servizes, distriyuted ile shxring servizes, so-
zixl networks, video on demxnd, xnd smxrt mos xre exxmples of tezhnolo-
gies thxt triggered the produztion of lxrge xmounts of dxtx from users’ per-
speztive. All these mentioned exxmples – hxrdwxre or sotwxre – yezxme
exsily xzzessiyle in x lxrge szxle, thus, zrexting the nezessity of storing xnd
retrieving the generxted zontent in x fxst, sezure, xnd relixyle mxnner.
ǉ.ǉ AńńŇŃĵķļĹň ŉŃ Dĵŉĵ SŉŃŇĵĻĹ ĵłĸ Dĵŉĵ SļĵŇĽłĻ
bnorder toprovide xnumyrellx for the storxge xndxnxlysis of lxrge xmounts
of dxtx generxted yy mxny sourzes, Cloud zomputing emerged with the
ultimxte goxl to provide zomputing xs x utility sӅu. his fxzt represented
x zonsiderxyle zhxnge on how privxte xnd zorporxte users used to think
ҿ
xyout zomputing resourzes. hne of the yiggest zhxnges is the possiyility
to request resourzes on demxnd, providing xn illusion of ininite resourzes
to its users sӅu. As x result, x wide vxriety of Cloud servizes were relexsed
yy severxl Cloud providers, e.g., Amxzon ECӀ sӃu, Dropyox sӀӇu, Google
Drive sӂӆu, Google iizxsx sӂӆu, loundCloud sҿҿҾu, turning Cloud zom-
puting into one of the most populxr tezhnology to persist xnd shxre dxtx.
AlthoughCloud zomputing presents xrzhitezturxl dezentrxlized zhxrxz-
teristizs sҿӀӃu (e.g., distriyuted set of nodes to provide servizes), indireztly
it xlso hxs zentrxlized zhxrxzteristizs (zlient/server) when seen from the
users’ perspeztive. First, users perzeive theCloud xs x single entity thxt pro-
vides xnd mxnxges the zomputing infrxstruzture, interxzting with x single
Cloud provider. lezond, users hxve x zontrxzt (or xzknowledged merms
of lervize) with x single Cloud provider, ensuring the fulillment of px-
rxmeters xnd servize funztionxlity. hird, in some Cloud providers suzh
xs Amxzon sӃu xnd Google Compute Engine sӂӆu, users hxve the possiyil-
ity to zhoose dxtx zenters lozxted in diferent geogrxphiz lozxtions, yut xll
yelonging to the sxme Cloud provider.
he use of Cloud zomputing yrings x numyer of xdvxntxges in terms of
xzzessiyility, elxstizity, xnd zosts, yut disxdvxntxges exist due to the xfore-
mentioned indirezt zentrxlized zhxrxzteristizs. hne of the disxdvxntxges is
to rely on x single Cloud servize when they do not provide x trxnspxrent
mexsures of, e.g., dxtx redundxnzy, xvxilxyility, sezurity, xnd migrxtion of
dxtx. herefore, for exxmple, if x Cloud servize fxzes x period of unxvxil-
xyility on its servizes, users would not ye xyle to retrieve the desired dxtx
– whizh zxn yring severxl negxtive impxzts for yoth pxrties. A zontrxzt, i.e,
lervize eevel Agreements (leA) sӆӀu, must ye in plxze yetween the pxr-
ties to minimize suzh impxzts. bn this zxse, xn leA serves xs xn instrument
to ensure, e.g., x minimum perzentxge of xvxilxyility xnd time to rezover
if fxils ozzur. Costs xre usuxlly implied if xgreed leA metrizs xre not ful-
illed. aowever, even with the use of leAs, unexpezted fxils zxn hxppen.
Another disxdvxntxge is the Cloud servize’s lozk-in sӆҾu. Ater using ser-
vizes of x speziiz Cloud provider, it yezomes zhxllenging to migrxte the
whole zomputing resourzes to xnother Cloud servize thxt seems more in-
teresting from xn ezonomiz or tezhnizxl perspeztive. bn the dxtx storxge
Ӏ
zontext, x typizxl exxmplewould ye themigrxtion of severxl gigxyytes from
oneCloud servize to xnother (yetween diferent providers). he zhxllenge
lies on two distinzt fxzts: (x) the heterogeneity of Applizxtion irogrxm-
ming bnterfxzes (Aib) ofered yyCloud servizes, xnd (y) the heterogeneity
of ile formxts xzzepted yy them, e.g., while some Cloud servizes xzzept to
store dxtx with xny formxt, others might only xzzept piztures xnd videos,
or dozuments xnd sheets. Both (x) xnd (y) require xn extensive xnxlysis
yefore zommiting to xny zhxnge of Cloud servizes.
bn zontrxst to Cloud zomputing, ieer-to-ieer (iӀi) systems employ
x dezentrxlized xrzhitezture to store xnd retrieve dxtx. A iӀi network is
formed yy severxl users running x iӀi system, yeing zxlled xs peers. ieers
xre interzonnezted xnd interxzt xmong them without x zentrxl point of zo-
ordinxtion. herefore, x iӀi network presents dezentrxlized zhxrxzteris-
tizs not only on the xrzhitezture level (i.e., nodes direztly zonnezted to
other nodes to provide storxge), yut xlso on how users perzeive the stor-
xge servize provided yy x iӀi network. Dxtx is frxgmented to ye stored
on x diversity of peers xnd, therefore, one single entity is not responsiyle
for the dxtx xs x whole – yeing the opposite when zompxred to the Cloud
zomputing model. bn this zontext, zontrxzts xmong peers to ensure x zer-
txin servize level is x zhxllenging topiz not yet employed yy zurrent iӀi
systems.
heuse of iӀi in the zontext of dxtx storxge yring xdvxntxges in terms of
szxlxyility, privxzy, xnd dxtx relixyility. iӀi networks szxle for not hxving
x zentrxl node thxt mxnxges xnd zontrols xll other peers, thus hxving direzt
network trxizyetween the peers. bn terms of privxzy, when x peer joins the
network it does not require x strong identity, i.e., nxme, emxil, or xddress.
bt only requires xn unique identity on the network (e.g., xn usernxme or
x rxndom identity) thxt, depending on the iӀi system, zxn/mxy zhxnge
over time. kelxted to dxtx relixyility, iӀi systems employ dxtx replizxtion,
hxshing, xnd indexing to ensure thxt (ҿ) pxrts of the stored dxtx xre found
in mxny peers in zxse of, e.g., network issues or high zhurn sҿҿӃu, xnd (Ӏ)
to ensure thxt the dxtx wxs not mxliziously modiied. aowever, iӀi sys-
tems xlso hxve disxdvxntxges exxztly due to its fully dezentrxlized nxture.
hne of the yiggest disxdvxntxges is the lxzk of x strong identity. his fxzt
Ӂ
zxn yring proylems relxted to sezurity sinze mxlizious users might zrexte x
lxrge numyer of identities to ye the mxjority xnd zonsequently mxnipulxte
dezisions (e.g., dxtx replizxtion) on the iӀi network sҿӀӁu. Additionxlly,
the existenze of zhurn might impxzt on the overxll performxnze when re-
trieving iles.
herefore, this thesis explores the opportunity of hxving zentrxlized xnd
dezentrxlized entities together – yeyond the zurrent stxte of the xrt – yy
proposing xnoverlxy to xggregxte severxl storxge servizes following xhyyrid
xpproxzh, yeing used to uploxd, downloxd, xnd shxre iles, either puylizly
or privxtely. he overlxy is referred xs PiCsMu, the xzronym for ilxtform-
independent Cloud ltorxge lystem for fultiple nsxge. he hyyrid xp-
proxzh for dxtx storxge inzluded in iiCsfu txkes xdvxntxge of the stxyil-
ity, xzzessiyility, elxstizity of Cloud servizes, the szxlxyility, privxzy, xnd
dxtx relixyility of x dezentrxlized iӀi system, xnd the stxyility xnd sezu-
rity of zentrxlized entities. iiCsfu xggregxtes Cloud servizes to store dxtx,
with the support of x iӀi network to mxnxge metxdxtx of shxred iles. he
zentrxlized entities provide severxl funztionxlities thxt support the mxn-
xgement of iiCsfu, e.g., identity mxnxgement. he whole overlxy xnd
the interxztions yetween the severxl zomponents is referred xs the PiCsMu
system, while the xpplizxtion used yy end-users to uploxd, downloxd, xnd
shxre iles, is referred xs the PiCsMu application. he iiCsfu system is
seen xs x single storxge user-perzeived entity, sinze users only interxzt to the
iiCsfu xpplizxtion in order to uploxd, downloxd, xnd shxre iles – even if
storxge is provided yy multiple heterogeneous storxge servizes.
he iiCsfu system is zomposed yy severxl entities xnd sotwxre zom-
ponents, yut three resexrzh elements xre highlighted in Figure ҿ.ҿ. he
yoxes with x vertizxl pxtern highlight xspezts fozused in this thesis, while
the yox with horizontxl pxtern represents the implementxtion of entities
thxt support themxin zonzepts. bn order to rely onmultiple Cloud servizes
thxt ofer storxge xnd, thus, txzkling the generxl proylem of heterogeneity
of Cloud servizes, this thesis irst diszusses how dxtx zxn ye stored in xny
Cloud servize despite of the dxtx formxt thxt is xzzepted. he goxl is to not
hxve x diferentixtion yetween diferent Cloud servizes relxted to storxge,
yut forming x pool of Cloud servizes thxt zxn simply store yytes. his is
ӂ
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Figure 1.1: PiCsMu system and high-level entities
xzzomplished yy xnxlysing the data validation prozess in Cloud servizes,
understxnding how the xzzeptxnze of only speziiz ile formxts is modelled
xnd implemented.
his thesis deines xn overlxy, the iiCsfu system with xn xpplizxtion,
thxt enxyles the aggregation of heterogeneousCloud services to store dxtx. he
iiCsfu xpplizxtion follows x set of steps thxt is performed every time x ile
is uploxded xnd downloxded, for privxte or for shxring purposes. Dxtx re-
dundxnzy tezhniques xre xpplied to provide dxtx relixyility in zxse of, e.g.,
Cloud servizes fxilure, the loss ofCloud servizes’ zredentixls, or ifmxlizious
users modify frxgments of the persisted dxtx. irivxzy xnd sezurity xre zon-
sidered through the use of enzryption, ensuring thxt only xuthorized users
hxve legiyle xzzess to stored/shxred iles. File’s dxtx xre plxzed following
the rules of x szheduler, whizh dezides how dxtx should ye frxgmented xnd
where dxtx frxgments should ye stored. he szheduler’s dezision is yxsed
on fxztors like, e.g., ile size, ile formxt, xvxilxyle Cloud servizes, xnd rxn-
domness to sprexd dxtx.
Currently, severxl xpplizxtions xnd systems integrxte existinghnline lo-
zixl getworks (hlgs) to the zore of their solutions. E.g., bnstxgrxm sӃӆu
integrxtes Fxzeyook xndmwiter, whizh enxyles xn exsy shxring xnd sprexd-
ing of zontent to these hlgs. he integrxtion is yeneizixl given thxt most
of these xpplizxtions do not zrexte their ownhlgs, yut yeneit from exist-
Ӄ
ing hlgs yy exploiting their sozixl grxph to infer informxtion sӇӀu. his
thesis xlso explores the integrxtion of existing hlgs to provide inzentives
for iiCsfu xdoption xnd enhxnze zontent-shxring experienze through the
mexns of rezommendxtions. E.g., mexsuring whizh friends thxt xre geo-
grxphizxlly zlosest to x pxrtizulxr user and knowing whizh of them inter-
xzt the most with, give xn indizxtion thxt they might xlso ye interested on
xdopting the iiCsfu system. hus, xlthough the iiCsfu xpplizxtion does
not hxve x rezommendxtion system implementxtion, the lxst pxrt of this
thesis fozus on oytxining xzzurxte interactivity xnd geographical closeness
hlg mexsurements to serve xs xn input to x future iiCsfu rezommen-
dxtion system.
ǉ.Ǌ Dĵŉĵ cĵŀĽĸĵŉĽŃł Ľł CŀŃŊĸ SĹŇŋĽķĹň
Cloud servizes zxn ye zlxssiied into three diferent types sӅu
bnfrxstruzture-xs-x-lervize (bxxl), ilxtform-xs-x-lervize (ixxl), xnd
lotwxre-xs-x-lervize (lxxl). lxxl is the highest level of Cloud zomput-
ing, mexning thxt users do not need to ye zonzerned on ixxl or bxxl in
order to use sotwxre thxt runs in the Cloud. lxxl fextures x zomplete
xpplizxtion ofered xs x servize on demxnd.
hne of the mxin fundxmentxl lxxl zhxrxzteristizs is to ye application6
speciic. As the nxme sxys, it is sotwxre mxde xvxilxyle xs x servize, with
x speziiz purpose xnd use. herefore, depending on the xpplizxtion itself,
Cloud iroviders restrizt dxtx pushed into their servers. Google iizxsx sӂӆu
is xn exxmple to illustrxte lxxl restriztions relxted to whxt is pushed to the
xpplizxtion. pithin iizxsx, nowxdxys, the user zxn uploxd photos yut un-
der zertxin limitxtions: just x set of imxge formxts (e.g., ciG, igG, Bfi),
resolution up to ӀҾӂӆxӀҾӂӆ pixels (under free servize plxn), xnd ile size
up to ӀҾfByte. bn order to enxyle xpplizxtion-speziiz restriztions, Cloud
servizes must implement x dxtx vxlidxtion prozess sҿӁӃu to verify whxt is
yeing uploxded to the lxxl xpplizxtion.
hn one hxnd, Cloud servizes supporting xny dxtx types xre termed
generic Cloud storage services. hn the other hxnd, Cloud servizes thxt sup-
ӄ
port storxge of x restrizted set of dxtx types – whxt typizxlly lxxl ofers –
xre termed data6speciic Cloud storage services.
aenze, this thesis investigxtes, evxluxtes (yy mexns of tests), xnd dis-
zusses the dxtx vxlidxtion prozess of Cloud servizes in the szope of data6
speciic Cloud storage services sӆҿu. he vxlue xnd innovxtion of this resexrzh
relies on xnswering the following resexrzh questions:
ResearchQuestionǉ.ǉ. bs it possiyle to yypxss the dxtx vxlidxtion prozess
to store xryitrxry dxtx into Cloud servizes’ servers?
Research Question ǉ.Ǌ. bf it is possiyle (yxsed on the test results), xre
there impxzts relxted to security xs well xs accounting and charging? hese
two dimensions xre key toCloud servizes sinze reputxtion xnd revenue zxn
ye xfezted.
bn the szope of security, x poor or inzorrezt dxtx vxlidxtion prozess zxn
lexd to sezurity vulnerxyilities, depending on how the lxxl xpplizxtion is
implemented xnd internxlly xrzhitezted – even though this thesis does not
xim to expose xpplizxtion-speziiz vulnerxyilities. Also, xn input not rez-
ognized yy the dxtx vxlidxtion prozess zxn xllow dxtx injeztion to Cloud
servizes’ servers yypxssing zontent rules xnd persisting zontent thxt the
provider is unxwxre of.
kelxted to accounting and charging, the dxtx vxlidxtion prozess must ye
xwxre of zonsistenzy. First, it must xssure thxt whxt is dezlxred is xztuxlly
used (or vize versx). E.g., if xn uploxded photo hxs resolution dezlxred xs
ӆҾxӄҾ in the hexder, yut the pxyloxd dxtx size xs ҿҾҾҾxҿҾҾҾ pixels, the im-
xge should not ye vxlid. lezond, it should ye xligned to whxt the Azzount-
ing lystem (Al) txkes into zonsiderxtion. E.g., if x Cloud servize does not
xzzount xnd zhxrge yxsed on storxge, the dxtx vxlidxtion prozess should
verify whether pushed dxtx do not zontxin xn xyusive dxtx xmount zon-
sidering xllowed ile formxts. hus, depending on how Cloud servizes im-
plement the xzzounting of resourzes, x poor dxtx vxlidxtion prozess mxy
impxzt to whxt users zonsume (xzzounting) xnd whxt they will hxve to pxy
for (zhxrging). he diszussion pxrt of this resexrzh zontriyution fozuses
on: how mxlizious users zxn yeneit of enzoding dxtx inside dxtx (yypxss-
Ӆ
ing the dxtx vxlidxtion xn zontent rules), howCloud servizes zxn hxve ezo-
nomiz losses (xzzounting/zhxrging), xndhowCloud servizes zxnye legxlly
xfezted.
bn order to investigxte xnd evxluxte the dxtx vxlidxtion prozess, x set of
enzoders xnd test zxses were implemented xnd performed on well-known
puyliz Cloud servizes (e.g., Google iizxsx, Fxzeyook, loundCloud, mwit-
iiz). he tests simulxte x user uploxding xnd retrieving dxtx (i.e., iles) vix x
proof of zonzept sotwxre thxt zonstruzts iles in x pxrtizulxr mxnner yxsed
on diferent enzoders. Exzh enzoder implements x diferent tezhnique, e.g.,
using stegxnogrxphy sӄӂu, or exploring the use of speziiz hexder ields.
ǉ.ǋ AĻĻŇĹĻĵŉĽŃł Ńĺ HĹŉĹŇŃĻĹłĹŃŊň CŀŃŊĸ SĹŇŋĽķĹň’ SŉŃŇ-
ĵĻĹ
Both types of Cloud servizes – with generic xnd data6speciic storxge – show
one zommon xspezt: dxtx is stored on Cloud servizes’ servers. aowever,
yoth types of Cloud servizes xre still heterogeneous: they ofer diferent
Aibs, diferent xzzounting xnd zhxrging szhemes, diferent privxzy xnd se-
zurity levels, diferent funztionxlity, xnd, xmong dxtx-speziiz Cloud stor-
xge servizes, they present diferent dxtx type restriztions. herefore, the
heterogeneity yetween Cloud servizes turns the txsk of xggregxting Cloud
servizes’ storxge (into one single storxge entity) x zhxllenging txsk sӅӂu.
Aggregxting multiple Cloud servizes xllow end-users to hxve more inte-
grxted storxge spxze, x single entry point to store dxtx, xnd, enhxnzed pri-
vxzy xnd dxtx relixyility.
aenze, this thesis presents xnd evxluxtes x novel xpproxzh on the xrex of
Cloud storxge overlxys, zonsolidxted in the ilxtform-independent Cloud
ltorxge lystem forfultiple nsxge (iiCsfu) sӅӂu. iiCsfu stores dxtx on
heterogeneousCloud servizes independentof itsCloud servizemodels, i.e.,
bxxl, ixxl, or lxxl, (x) yy xggregxting multiple Cloud servizes’ dxtx stor-
xge zxpxyilities to ye seen xs one single storxge entity – knowing how dxtx
vxlidxtion is performed in Cloud servizes, (y) yy providing enhxnzed pri-
vxzy levels, xnd (z) yy enxyling x distriyuted ile shxring network relying on
Cloud servizes’ storxge instexd of peers’ storxge. Even though the xggregx-
ӆ
tion of Cloud servizes’ storxge within xn overlxy mxy loose speziiz Cloud
servizes’ fextures (like, e.g., rotxting x pizture within Google iizxsx or ver-
sion zontrol within Dropyox), iiCsfu yrings speziiz storxge xdvxntxges
xs (x), (y), xnd (z).
iiCsfu employs the following ӂ steps to xggregxteCloud servizes’ stor-
xge xnd uploxd iles: (ҿ) frxgmentxtion, (Ӏ) enzryption, (Ӂ) dxtx enzod-
ing, xnd (ӂ) dxtx uploxd to Cloud servizes. Exzh of these steps requires
x minimxl overhexd with respezt to prozessing time xnd storxge. hese
steps, zomyined, xdd xnother lxyer of txsks to rezonstruzt originxl iles,
therefore turning it even hxrder for xn xtxzker (or, in zxse of dxtx lexkxge,
non-xuthorized users) to gxin xzzess to the stored zontent. he frxgmentx-
tion step yrings xdvxntxges in dxtx relixyility xnd redundxnzy, sinze mul-
tiple frxgments zxn ye stored in multiple Cloud servizes, thus, preventing
dxtx loss if x single Cloud servize shuts down its servizes (e.g., fegxuploxd
sҿӁҾu) or if x Cloud servize presents serious xvxilxyility proylems.
he resulting informxtion relxted to xll ӂ steps forms the PiCsMu Index,
whizh represents what, how, xnd where dxtx wxs stored. iiCsfu uses the
hyyrid xpproxzh to store this index either zentrxlly, for privxte storxge, or in
xieer-to-peer (iӀi)network enxyledyy xDistriyutedaxshmxyle (Dam),
for shxring purposes sӅӅu.
he evxluxtion fozuses on mexsurements relxted to the ile uploxd xnd
downloxd times, szxlxyility zonsidering diferent ile sizes xnd xmount of
users, xnd system’s overhexd. Although iiCsfu supports puyliz Cloud
servizes, the evxluxtion uses x lozxl Cloud servize within x lozxl network
in order to perform mexsurements zonsidering the yest zxse szenxrio (ex-
zluding externxl fxztors, e.g., delxys, whizh xre not pxrt of iiCsfu).
herefore, this thesis xlso xddresses the following resexrzh questions:
ResearchQuestion ǉ.ǋ. bs it possiyle to yuild the iiCsfu system xnd xp-
plizxtion, exploring generic xnd data6speciic storxge of Cloud servizes in or-
der to store, retrieve, xnd shxre xny kind of iles?
Research Question ǉ.ǌ. pould the iiCsfu system szxle with respezt to
diferent iles (with diferent sizes) yeing stored, retrieved, xnd shxred?
Ӈ
Research Question ǉ.Ǎ. aow muzh dxtx xnd metxdxtx overhexd is re-
quired to exploit jointly generic xnd data6speciic storxge of Cloud servizes
zonsidering dxtx vxlidxtion in Cloud providers?
ǉ.ǌ RĹķŃŁŁĹłĸĵŉĽŃłň ĶĵňĹĸ Ńł IłŉĹŇĵķŉĽŋĽŉy ĵłĸ GĹŃ-
ĻŇĵńļĽķĵŀ CŀŃňĹłĹňň Ńĺ OSN FŇĽĹłĸň
An importxnt xdvxntxge of integrxting hlgs to xn xpplizxtion is to zol-
lezt hlg-speziiz informxtion thxt zxn ye used xs input to x lozixl kezom-
mendxtion lystem (lkl). For exxmple, xn xpplizxtion zxn use xn lkl to:
(ҿ) expxnd the user yxse, i.e., xtrxzt more users to use the xpplizxtion or
system, xnd yuild its own sozixl grxph; xnd (Ӏ) enhxnze the user’s expe-
rienze, e.g., rezommend to shxre zontent to speziiz friends thxt might ye
interested, thus, produzing x personxlized experienze for exzh user. here-
fore, xn lkl requires to oytxin xnd keep monitoring x vxriety of informx-
tionwithinhlgs (i.e., hlgdxtx), inzluding, e.g., puyliz/privxte posts xnd
messxges, lozxlity txgs, user’s stxtus updxtes, user’s preferenzes, xnd zontent
similxrity.
his thesis designs, implements, xnd evxluxtes clozixleiy sӅӄu, x metx-
Aib (Applizxtionirogrxmming bnterfxze) liyrxry to zollezthlgdxtx from
existing hlgs xnd to provide two methods in support of sozixl rezom-
mendxtions: (ҿ) the interxztion- xnd (Ӏ) the lozxtion-yxsedmethods. he
interxztion-yxsed method mexsures the interxztivity yetween hlg users.
hus, e.g., iiCsfu lkl zxn rezommend zontent yxsed on whxt hlg
friends thxt most interxzt with x zertxin hlg user xre zonsuming. he
lozxtion-yxsed method mexsures how geogrxphizxlly zlose hlg users xre
to his/herhlg friends. herefore, e.g., iiCsfulkls zxn rezommendnew
hlg friends yeing geogrxphizxlly zlose xnd using the sxme xpplizxtion.
hese methods xre zomplementxry xnd zxn ye used in zomyinxtion to de-
termine to whom zontent, items, or new friends should ye rezommended
to. clozixleiy is x metx-Aib, sinze it relies on other liyrxries undernexth,
suzh xs kestFB sҿҾӂu xnd mwiterӂc sҿӀҿu, in order to zommunizxte with
multiple existing hlgs.
ҿҾ
he zolleztion xnd monitoring of relevxnt hlg dxtx yy third-pxrty xp-
plizxtions xre zhxllenging txsks, sinze hlgs (x) impose rxte restriztions to
their Aib zxlls (e.g., Fxzeyook limits ӄҾҾ zxlls per ҿҾ minutes per xzzess
token), (y) do not provide detxiled informxtion xyout speziiz hlg fex-
tures (e.g., howmxnymessxges user A exzhxngedwith user B using xmoyile
phone, in the lxst month), xnd (z) mxy provide inzomplete or not up-to-
dxte dxtx sӁӆu. Ater zollezting hlg dxtx, lkls must perform x rexson-
ing prozess with thehlgdxtx, whizh is xlso zhxllenging, sinze it must dexl
with the lxzk of dxtx xnd still present xzzurxte rezommendxtion results: the
higher the xzzurxzy is, the higher xre the zhxnzes thxt rezommendxtions
xre xzzepted yy users. his suyjeztive xzzurxzy of rezommendxtions is xn
importxnt fxztor to produze xtrxztive rezommendxtions results for users,
lexding to the following resexrzh question:
Research Question ǉ.ǎ. aow xzzurxte zxn clozixleiy’s interxztion- xnd
lozxtion-yxsed methods ye zompxred to hlg users’ perzeption?
bn order to zxliyrxte xnd evxluxte these new clozixleiy interxztion- xnd
lozxtion-yxsed methods, x study wxs zxrried out sӅӄu. he study is zom-
posed out of three pxrts: irst, the dxtx set is oytxined yy x pey-yxsed
survey, whizh indizxtes the friends thxt hlg users most interxzt with xnd
whizh xre the geogrxphizxlly zlosest to; sezond, interxztion- xnd lozxtion-
yxsed methods xre zxliyrxted for x rxndom hxlf of the dxtx set zollezted;
third, the zxliyrxted sozixl rezommendxtion methods xre evxluxted xgxinst
the remxining hxlf of the dxtx set.
ǉ.Ǎ aļĹňĽň CŃłŉŇĽĶŊŉĽŃłň
fotivxted yy the xyove oyservxtions, this thesis mxkes the following zon-
triyutions to the ield of Cloud mxnxgement xnd storxge overlxys:
ҿ. introduzing xnd deining x novel proylem in the Cloud zomputing
zommunity, yy investigxting, evxluxting, xnd diszussing the data val6
idation process of dxtx-speziiz Cloud storxge servizes, showing the
dxngerous possiyilities on how to yypxss the dxtx vxlidxtion prozess
ҿҿ
to store xryitrxry dxtx, ultimxtely oyserving impxzts relxted to sezu-
rity xs well xs to xzzounting xnd zhxrging;
Ӏ. designing, implementing, xnd evxluxting x Cloud storxge overlxy
(iiCsfu), zxpxyle of aggregating storage space of heterogeneousCloud
services to ye seen xs one single storxge entity, enxyling x distriyuted
ile shxring network yxsed on iӀi tezhnology xnd relying on Cloud
servizes’ storxge instexd of peers’ storxge;
Ӂ. designing, implementing, xnd evxluxting x liyrxry to zollezt hlg
dxtx from existing hlgs, providing the interaction6 and location6
based methods to serve xs x support input to sozixl rezommendx-
tion systems, respeztively mexsuring the interxztivity yetween hlg
users xnd how geogrxphizxlly zlose hlg users xre to his/her hlg
friends, xnd ultimxtely generxting results thxt xre zlosely relxted to
users’ perzeption;
ӂ. developing x PiCsMu implementxtion for overxll instxntixtion xnd
vxlidxtion of the mxin zonzepts of this thesis in x prxztizxl mxnner,
xllowing the presentxtion of the whole solution in demonstrxtions.
ǉ.ǎ aļĹňĽň OŊŉŀĽłĹ
he remxinder of this thesis is orgxnized xs follows. Chxpter Ӏ presents re-
lxted work on zonzepts thxt form the foundxtion upon whizh this thesis
stxnds. bt inzludes the terminology used throughout the remxining zhxp-
ters, pxrtizulxrities of Cloud storxge servizes xnd overlxys, the zhxrxzteris-
tizs of ile shxring systems yxsed on iӀi tezhnologies, xs well xs relxted
work xyout sozixl rezommendxtions yxsed on hnline lozixl getworks’
dxtx.
Chxpter Ӂ deines the iiCsfu xrzhitezture, the prozesses to uploxd xnd
downloxd iles, the detxils of exzh system’s yuilding ylozk, xs well xs the
prototypizxl implementxtion of iiCsfu, whizh uses zentrxlized xnd de-
zentrxlized entities. hne of the key xspezts to uploxd xnd downloxd iles in
iiCsfu is how dxtx is represented to store in Cloud servizes. hus, Chxp-
ҿӀ
ter ӂ presents xn investigxtion of Cloud servizes’ dxtx vxlidxtion prozesses,
xnxlyzing how dxtx is stored in Cloud servize’s servers. luzh investigxtion
is zomposed of x methodology to test Cloud servizes’ dxtx vxlidxtion rules,
using zrxted dxtx enzoders (developed in this thesis) thxt xre pxrt of the
iiCsfu system.
bnorder to explorehnline lozixlgetworks’ dxtx to provide inzentives to
use iiCsfu, Chxpter Ӄ presents clozixleiy, x liyrxry thxt supports lozixl
kezommendxtion lystems (lkl) in the txsk of generxting rezommendx-
tions. he clozixleiy design is shown, xlso its implementxtion, Aib zxlls,
xnd the existing hnline lozixl getworks thxt xre supported.
linze the iiCsfu system zomyines zentrxlized xnd dezentrxlized en-
tities, interplxying with severxl zomponents either in the under- or in the
overlxy, it is nezessxry to evxluxte iiCsfu xs x whole, xs well xs the dif-
ferent solutions thxt zomposes the system. Chxpter ӄ presents x seztion
for exzh of the solutions deszriyed in this thesis following x yotom-up xp-
proxzh, yxsed on Chxpters Ӂ, ӂ, xnd Ӄ, respeztively. bt irst evxluxtes the
pxrts whizh forms the yxse for the iiCsfu system, xnd, xterwxrds, evxl-
uxtes the system xs x whole. Exzh of the seztions fozus on experiments
to evxluxte the fexsiyility, szxlxyility, overhexd, funztionxlity, xnd/or xzzu-
rxzy of the solutions thxt zomposeiiCsfu. Additionxlly, x legxl diszussion
is presented xs pxrt of the evxluxtion, sinze storxge solutions fxze legxl xnd
regulxtive dimensions upon operxtion.
Finxlly, Chxpter Ӆ zonzludes this thesis, summxrizing zontriyutions xnd
key indings, xlso suggesting future work.
ҿӁ
ҿӂ
2
Terminology and RelatedWork
Iи йнЮЯн пй zompxre existing xpproxzhes to the work performed in thisthesis, fundxmentxl terms xre deined initixlly. Furthermore, selezted
relxted work is divided into groups, exzh presented in x seztion, hxving the
following struzture: summxry, zompxrison, xnd diszussion.
he relxted work xddresses mxjor fxzets of this thesis’ zontriyution: (x)
Cloud storxge servizes, (y)Cloud storxge overlxys, (z)Cloud servizes’ dxtx
vxlidxtion, (d) iӀi ile shxring systems, xnd (e) sozixl rezommendxtion
systems. Due to the hyyrid xpproxzh of xpplying zentrxlized xnd dezen-
trxlized entities ile shxring systems xre investigxted only in the zontext of
mxjor funztionxlity.
Ǌ.ǉ aĹŇŁĽłŃŀŃĻy
Cloud zomputing is x term to deine resourzes delivered xs servizes (Cloud
services) over the bnternet, inzluding the hxrdwxre xnd sotwxre in dxtx zen-
ters thxt provide those servizes sӅu. Among severxl deinitions xnd zlxssii-
ҿӃ
zxtion proposxls, e.g., sӅu, sӆӆu, xnd sӄӇu, the gblm deinition sӆӂu is the
one thxt zomprises the most zomplete xnd diferentixted set of enxylers,
zhxrxzteristizs, servize models, xnd deployment models. herefore, the
gblm’s zloud zomputing deinition is zonsidered throughout this thesis:
Deinition Ǌ.ǉ. “Cloud computing is a model for enabling ubiquitous5 con6
venient5 on6demand network access to a shared pool of conigurable computing
resources 1e7g75 networks5 servers5 storage5 applications5 and services2 that can
be rapidly provisioned and released with minimal management efort or service
provider interaction7 his Cloud model is composed of ive essential character6
istics5 three service models5 and four deployment models7” [ԒԎ]
Deinition Ǌ.Ǌ. Service models are high6level abstract terms to describe how
services are delivered to cloud customers7 Within the Cloud model5 there
are three basic service models: Sotware6as6a6Service 1SaaS25 Platform6as6a6
Service 1PaaS25 and Inrastructure6as6a6Service 1IaaS2 [ԒԎ]7
lxxl is the highest level of Cloud zomputing, mexning thxt users do not
need to ye zonzerned on ixxl or bxxl in order to use sotwxre thxt runs
on the zloud. lxxl fextures x zomplete xpplizxtion ofered xs x servize on
demxnd. An exxmple of this servize model is online xlternxtives to lozxl
oize xpplizxtions, like text prozessors. ixxl is x servize thxt provides the
sotwxre plxtform where systems run on. hemxnxgement of hxrdwxre re-
sourzes demxnded yy the exezution of servizes is trxnspxrent. hne of the
most well-known exxmples of ixxl is the Google Apps Engine sӂӆu, sinze
it provides x well-deined Aib in x speziiz progrxmming lxnguxge to yuild
szxlxyle xpplizxtions. Finxlly, bxxl is the lowest level of Cloud zomputing
xnd theone thxt represents themost immedixte impxzt for enterprises sӂӃu.
bxxl is zentered on zomputxtion zxpxyilities, whizh mxkes it possiyle to
zustomize infrxstruztures from the lowest to the highest level xt x low zost.
Additionxlly, other servize models were xlrexdy diszussed in literx-
ture: ltorxge-xs-x-lervize sҿӀӄu, fetxl-xs-x-lervize sҿӀӀu, getwork-xs-x-
lervize sӂӀu, iolizyfxnxgement-xs-x-lervize sҿҿӅu, mesting-xs-x-lervize
sҿӁӄu, fonitoring-xs-x-lervize sӆӃu, xnd pireless lensor getworks-xs-x-
lervize sӀӄu xre some of the proposed models mxking use of resourzes xs
utility.
ҿӄ
Deinition Ǌ.ǋ. Cloud service is the term used to represent an speciic service
delivered as an speciic service model7
Deinition Ǌ.ǌ. Cloud providers are entities 1commercial or not2 that ofer
Cloud services7
Deinition Ǌ.Ǎ. A Peer6to6Peer 1PԌP2 system is a self6organizing system with
autonomous entities called peers acting in the same manner5 i7e75 running ho6
mogeneous algorithm’s implementation7 he fundamental characteristic of a
PԌP system is to employ a shared usage of distributed resources in a networked
environment avoiding central services [ԋԋԎ]7
iӀi systems xre yxsed on x distriyuted network xrzhitezture thxt xllows,
e.g., distriyution of yxndwidth usxge to reduze yotlenezks while yeing
more royust relxted to fxilures.
Deinition Ǌ.ǎ. An overlay network 1or overlay in short2 is a virtual or logical
network on top of another network with addressable endpoints [ԑԌ]7
hverlxys xre oten used to provide x routing topology not xvxilxyle in
the underlying network.
Deinition Ǌ.Ǐ. A computer ile 1or just ile2 is composed of organizational
data and content data7 he former is represented by headers or control infor6
mation5 usually following a certain standard7
bn more generxl terms, organizational data zxn xlso ye zxlled metadata,
sinze it is “dxtx xyout content data”. he rxw termmetadatayrings xmyiguity
due to diferent fundxmentxl types, xnd, therefore, the term “orgxnizxtionxl
dxtx” is used xs x synonym to metxdxtx in this thesis. he zontent-dxtx is
the dxtx whizh the organizational data deszriyes. Files xre zommon digitxl
resourzes thxt users interxzt withCloud servizes. bn this wxy, iles xre in the
zenter of the relxtionship yetween users xnd Cloud servizes, sinze iles xre
uploxded, downloxd, xnd shxred to other users.
DeinitionǊ.ǐ. Aile format 1or ile type2 is a particular way that information
is encoded for storage in a computer ile5 as iles need a way to be represented as
bits when stored on a digital storage medium7
ҿӅ
Deinition Ǌ.Ǒ. Generic Cloud storage services5 or simply generic Cloud ser6
vices5 are Cloud services that allow the upload of any ile format or data5 not
making any distinction between how organizational or content data is struc6
tured7
Cloud servizes thxt xre zlxssiied xs generic Cloud storage services do not
xpply dxtx vxlidxtion rules for ile uploxds – sinze it is not nezessxry tomxke
x distinztion yetween types or zhxrxzteristizs from orgxnizxtionxl xnd zon-
tent dxtx. bn turn, generiz Cloud storxge servizes provide storxge for xny
kind of dxtx types. Exxmples of generiz Cloud storxge servizes inzlude
Amxzon lӁ sӃu, Dropyox sӀӇu, Google Drive sӂӆu, lkyDrive sӆӄu, lpi-
derhxk sҿҿӀu, gXDrive sӇӂu, xndpuxlx sҿӁӁu.
Deinition Ǌ.ǉǈ. Data6speciic Cloud storage services5 or simply data6speciic
Cloud services5 are Cloud services that restrict data uploads based on speciic
ile formats or any other characteristic present in the organizational and content
data7
Cloud servizes thxt xre zlxssiied xs data6speciic Cloud storage services xp-
ply dxtx vxlidxtion rules for ile uploxds. bn turn, dxtx-speziiz Cloud stor-
xge servizes provide storxge only for speziiz dxtx types. Exxmples of suzh
servizes xre xlso zlxssiied xs lxxl due to the application6speciic zhxrxzteris-
tiz sӅu, whizh requires tonxrrow theuseof the xpplizxtion for x speziiz pur-
pose – e.g., Fxzeyook sӁӇu, Google iizxsx sӂӆu, Google Dozs sӂӆu, Google
Gfxil sӂӆu, loundCloud sҿҿҾu, bmgur sӃӃu, bmxgelhxzk sӃӂu, xnd mwit-
iiz sҿӀҾu.
Deinition Ǌ.ǉǉ. Encoding is the process by which information rom a source
is converted into bits 1considering a ile format27
iossiyle encoding xpplizxtions inzlude reduztion of the ile size (e.g.,
zompression) or hiding dxtx inside other ile formxts to zonzexl the originxl
zontent (e.g., stegxnogrxphy) sӄӂu.
Deinition Ǌ.ǉǊ. Decoding is the reverse process of Encoding5 converting these
bits back into information understandable by a receiver7
ҿӆ
nsuxlly, x computer ilehxs x ile name extension thxt is x populxr, intuitive,
xnd humxn-rexdxyle method to identify x ile format. bt is represented yy
x computer ile suix sepxrxted from the ile nxme yy x dot symyol (e.g.,
ilenxme.mpӁ, ilenxme.jpg). File name extensions xre xlso zonsidered x type
of organizational data ormetadata.
Encryption xnd decryption xre the most yxsiz xpplizxtions of cryptogra6
phy. Clxssizxl zryptogrxphy dexls with the proylemof enxyling sezret zom-
munizxtion over insezure zommunizxtion medix. fodern zryptogrxphy is
further zonzernedwith zonstruztion of informxtion systems thxt xre royust
xgxinst x vxriety of mxlizious xtxzks sӇӄu.
DeinitionǊ.ǉǋ. Encryption applies encoding to transform data into a format
that cannot be easily understood by unauthorized parties7 Decryption reverts
the encrypted data to its original state5 and5 depending on the method used5 can
only be successfully performed by one or multiple authorized parties [ԓԐ]7
Deinition Ǌ.ǉǌ. A credential is the atestation of authority to access a given
Cloud service’s account7
he xtestxtion of xuthority to xzzess x Cloud servize’s xzzount zxn ye
xzhieved through providing x sezurity hxndle, e.g., xn hAuth sӇӃu token
with restrizted xzzess (time out) or x usernxme/pxssword pxir with full xz-
zess to thxt xzzount.
Deinition Ǌ.ǉǍ. A user is deined as an entity representing a person or in6
dividual5 who is authenticated and authorized to use a certain application or
service7
here xre spezixlizxtions of the user deinition: e.g., the term OSN user
is used when x user is uniquely xssozixted to xn hlg; Cloud service user is
x user with x zredentixl in x Cloud servize; xnd PiCsMu user is used when x
user hxs x iiCsfu zredentixl.
A riend is the zounterpxrt of x positive sozixl relxtionship, possiyly in-
volving trust, intimxzy, or xzquxintxnze. phen this thesis refers to the term
riend, it is solely in the szope of xn hlg. A riend is xlso x user.
ҿӇ
DeinitionǊ.ǉǎ. OSNriend is used to refer to anOSNuser5 who is associated
to another OSN user through an OSN relationship5 which can vary depending
on the concepts utilized within each OSN7
Exxmples of diferent types of hlg relxtionships xre, e.g., Fxzeyook
whizh hxs yidireztionxl friendship relxtions, xnd mwiter thxt hxs the zon-
zept of unidireztionxl friendship relxtions.
he generxl deinition of interaction yetween two humxn yeings enzxp-
sulxtes individuxls’ xztion towxrd xnother, e.g., to txlk, to look, or to smile.
aowever, this thesis fozuses onOSN interactions (interactions in short).
DeinitionǊ.ǉǏ. OSN interactions are interactions happeningwithin anOSN
triggered by OSN users5 depending on intrinsic OSN features or concepts7
Exxmples of intrinsiz hlg fextures or zonzepts inzlude, e.g., Fxzeyook
thxt hxs the zonzept to “like” xn item, or einkedbn thxt hxs the zonzept of
“endorsing” skills, whizh xre speziiz.
Ǌ.Ǌ CŀŃŊĸ SŉŃŇĵĻĹ SĹŇŋĽķĹň ĵłĸ CŀŃŊĸ SŉŃŇĵĻĹ OŋĹŇŀĵyň
A summxry of key zhxrxzteristizs in relxtion to generiz xnd dxtx-speziiz
Cloud storxge servizes is shown in mxyle Ӏ.ҿ. “Client-side Enzryption”
refers to the enzryption done yy the end-user xpplizxtion, rxther thxnmxn-
uxlly yy the end-user or yy Cloud servize’s servers. lpiderhxk sҿҿӀu, gX-
Drive sӇӂu, xndpuxlx sҿӁӁu provide yuilt-in zlient-side enzryption, while
Amxzon lӁ, Dropyox, xnd the others generiz Cloud storxge servizes pro-
vide server-side enzryption sӂu, mxinly used for when trxnsferring dxtx ye-
tween their dxtxzenters. nsing server-side enzryption, the servize provider
holds the enzryption xnd dezryption key pxir. aowever, pure server-side
enzryption xllows the provider to view xnd xzzess xll iles, xnd thus, only
provides privxzy xnd sezurity when servers xre zompromised yut without
zompromising the keys. nsing yuilt-in zlient-side enzryption xll dxtx is en-
zrypted on the end-user mxzhine, yefore sending it to the Cloud servize
– whizh provides x higher sezurity xnd privxzy levels thxn server-side en-
zryption only. he disxdvxntxge is thxt if the user loses the pxssword, the
ӀҾ
dxtx zxnnot ye xzzessed xnymore. “Client-side Dxtx kelixyility” refers to
tezhniques (e.g., dxtx replizxtion, keed lolomon) done in the end-user xp-
plizxtion to provide some level of dxtx relixyility in xddition to server-side
dxtx relixyility prozedures. All oyserved generiz xnd dxtx-speziiz Cloud
storxge servizes only provide server-side dxtx relixyility, mexning thxt end-
users should trust the guxrxntees provided yy the Cloud servize. “lupport
fultipleClouds” representswhether xCloud servize supports the xggregx-
tion of other Cloud servizes’ storxge. hus, xll oyserved generiz xnd dxtx-
speziiz Cloud storxge servizes do not provide mexns to expxnd its storxge
zxpxyilities with the use of externxl storxge zxpxyilities.
htixo sӇӆu,fultCloud sӆӇu, CloudajsӀӀu, Clouddxfé sӀӁu, xnd coli-
Cloud sӄҾu xre exxmples of Cloud storxge overlxys, xs they present xn over-
lxy represented xs xn xpplizxtion supporting multiple generiz xnd/or dxtx-
speziiz Cloud storxge servizes in the underlxy. A Cloud storxge overlxy is
xlso x Cloud storxge servize when seen from end-user’s perspeztive, sinze
uploxd or downloxd xre requested direztly to the overlxy instexd to exzh
Cloud storxge servize. he key diferenze of Cloud storxge overlxys to
Cloud storxge servizes is thxt overlxys store end-user’s dxtx in third-pxrty
servers, mxking dezisions where to store yxsed on polizies (storxge mxn-
xgement).
mxyle Ӏ.Ӏ summxrizes key zhxrxzteristizs of Cloud storxge overlxys. he
“Frxgmentxtion” refers to the prozess of frxgmenting iles into smxller
piezes xnd distriyute them to multiple Cloud storxge servizes. he frxg-
mentxtion prozess enxyles to use severxl Cloud storxge servizes giving the
end-user x lxrger storxge size, xlso providing dxtx redundxnzy. he “Client-
side Enzryption” zhxrxzteristiz hxs the sxme mexning xs presented in mx-
yle Ӏ.ҿ. he “lupport Generiz Cloud storxge servizes” xnd “lupport Dxtx-
speziiz Cloud storxge servizes” indizxte, respeztively, thxt Cloud storxge
overlxys support generiz xnd/or dxtx-speziiz Cloud storxge servizes in the
underlxy. he “mrxnspxrent Aggregxtion” zhxrxzteristiz refers to the Cloud
storxge overlxy xyility to xggregxte either generiz or dxtx-speziiz Cloud
storxge servizes in x trxnspxrent mxnner to its end-user. For exxmple, end-
users uploxd xny ile formxt xnd the Cloud storxge overlxy is responsiyle to
ye xwxreofwhere suzhile formxt, or frxgments of it,might ye storedornot.
Ӏҿ
Table 2.1: Characteristic comparison of generic and data-speciic Cloud
storage services
Cloud storxge
servize
Chxrxzteristiz
Client-side
Encryption
Client-side
Data
Reliability
Support
Multiple
Clouds
Ge
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Amazon Sǋ go go go
Dropbox go go go
Google Drive go go go
SkyDrive go go go
SpiderOak Yes go go
NXDrive Yes Yes go
Wuala Yes go go
Dx
tx-
spe
zii
z
Facebook go go go
Google Picasa go go go
Google Docs go go go
Google GMail go go go
SoundCloud go go go
Imgur go go go
ImageShack go go go
TwitPic go go go
PiCsMu Yes Yes Yes
hus, the Cloud storxge overlxy does leverxge to the end-user xny responsi-
yility of selezting the Cloud storxge servize thxt might ye used. he “Dxtx
kelixyility xmong Cloud storxge servizes” zhxrxzteristiz similxrly refers to
the “Client-side Dxtx kelixyility” in mxyle Ӏ.ҿ. he mxin diferenze relies
on the fxzt thxt dxtx relixyility tezhniques implemented yy Cloud storxge
overlxys xre done yy the overlxy servize itself, whizhmight ye on the server-
side or in the zlient-side, depending on the pxrtizulxr servize. foreover,
the dxtx relixyility in the zontext of Cloud storxge overlxys is to prevent
thxt if oneCloud storxge servize is not xvxilxyle or is shutdown, the overlxy
ӀӀ
is xyle to rezonstruzt the originxl ile yxsed on other sourzes. he “Cen-
trxlized bndex” xnd “Distriyuted bndex” zhxrxzteristizs refer to how Cloud
storxge overlxys keep trxzk of where xnd how iles were stored in the under-
lxy: keeping the ile indexing in x zentrxlized or dezentrxlized mxnner.
he pxtent xpplizxtion entitled “lezure hnline Distriyuted Dxtx ltor-
xge lervizes” sӇӇu, illed in four diferent jurisdiztions (nnited ltxtes, Eu-
ropexn nnion, Chinx, Cxnxdx), wxs suymited in cxnuxry ҿҾth, ӀҾҿӂ, xnd
it wxs puylished in culy ҿӅth, ӀҾҿӂ. he pxtent xpplizxtion deszriyes x sys-
tem zxlled Data Vaporizer thxt provides distriyuted dxtx storxge, fozusing
in sezurity using puyliz Cloud servizes. he Data Vaporizer uses frxgmen-
txtion to multiple storxge nodes – i.e., puyliz Cloud servizes – in order to
reduze lozxl disk fxilures, enzryption (generxting x diferent key for exzh of
the dxtx pxrts), xnd erxsure zodes for dxtx redundxnzy.
hepxtent xpplizxtion entitled “oirtuxl File lystem bntegrxtingfultiple
Cloudltorxge lervizes xndhperxtingfethodof the lxme” sӄӃu, herexter
zxlled xs Virtual FS, illed in one jurisdiztion (nnited ltxtes), wxs suymit-
ted inDezemyer ҿҾth, ӀҾҿӁ, xnd itwxs puylished in cune ҿӀth, ӀҾҿӂ, zlxim-
ing priority to x dorexn ixtent Applizxtion gumyer ҿҾ-ӀҾҿӀ-ҾҿӂӀӅӃӂ,
illed in dorexn bntelleztuxl iroperty hize (dbih). he pxtent xpplizx-
tion deszriyes x virtuxl ile systemwhizh hxs the goxl to integrxte xndmxn-
xge severxl Cloud storxges. he virtuxl ile system zomprises of severxl enti-
ties to, e.g., keep stxte informxtion of the Cloud storxges, store metxdxtx of
Cloud storxges, rezeive user requests, selezt the xpproprixte Cloud storxge
for user’s requests, trxnsfer zonverted open Aib zxlls to the selezted Cloud
storxge, xmong others. foreover, the pxtentmentions thxt the dezision on
whxt is themost xpproprixte Cloud storxge to hold user’s dxtx is yxsed on x
Cloud monitoring xnd performxnze xnxlysis (uploxd/downloxd mexsure-
ments).
Even thoughDataVaporizer systemsӇӇu xnd theVirtual File System sӄӃu
present similxrities, yoth xpproxzhes difer in funztionxlities xnd operxtion
modes to other solutions. geither sӇӇu or sӄӃu dexl with heterogeneity
xmong diferent existing Cloud servizes. bn zontrxst to sӇӇu, the pxtent
sӄӃu does not explizitly mention the idex of frxgmenting dxtx xnd uploxd
ӀӁ
them to diferent Cloud servizes, nor the use of enzryption for exzh frxg-
mented dxtx portions.
Table 2.2: Characteristic comparison of Cloud storage overlays
Cloud ltorxge hverlxy
Chxrxzteristiz
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Frxgmentxtion go go go go go Yes go Yes
Client-side
Enzryption go go go go go Yes go Yes
lupport Generiz
Cloud storxge
servizes
Yes Yes Yes Yes Yes Yes Yes Yes
lupport Dxtx-
speziiz Cloud
storxge servizes
Yes go go Yes go Yes Yes Yes
mrxnspxrent
Aggregxtion go go go go Yes go go Yes
Dxtx kelixyility over
multiple Cloud
storxge servizes
go go go go go Yes go Yes
Centrxlized bndex Yes Yes Yes Yes Yes Yes Yes Yes
Distriyuted bndex go go go go go go go Yes
Ǌ.ǋ Dĵŉĵ cĵŀĽĸĵŉĽŃł Ľł CŀŃŊĸ SĹŇŋĽķĹň
leverxl resexrzh works hxve xlrexdy explored the dxtx vxlidxtion prozess of
systems xnd ile formxts, yut not in the zontext of Cloud servizes, xs shown
Ӏӂ
in mxyle Ӏ.Ӂ. For exxmple, solely fozusing on sezurity, sҿӃu proposes x tezh-
nique to xutomxtizxlly generxte exploits from sotwxre pxtzhes thxt txrget
input dxtx vxlidxtion vulnerxyilities. sҿӁӃu presents x frxmework for the
vxlidxtion of dxtx xnd rules in dnowledge Bxse systems. For the suzh sys-
tems, the frxmework deines the vxlidxtion of dxtx, vxlidxtion of rules sӃҾu,
xnd the interxztion yetween dxtx xnd rule vxlidxtion. sӂӁu proposes x dxtx
sezurity xnd dxtx vxlidxtion frxmework for x lhA (lervize hriented Ar-
zhitezture) yxsed system. he pxper explxins whxt xre the employed lev-
els of dxtx sezurity: user xuthorizxtion xzzess, dxtx enzryption, xnd dxtx
vxlidxtion. As stxted in sӂӁu, sҿҾҿu xlso stresses thxt the mxin zxuses for
errors, vulnerxyilities, xnd zonsequently ezonomizxlly-relxted impxzts, xre
due to poorly or non-vxlidxted dxtx. clmhk sӄӀu xnd the axrvxrd nniver-
sity eiyrxry sӃҿu zollxyorxte on x projezt zxlled cahoE sҿҿҿu, developing
xn extensiyle frxmework for formxt vxlidxtion. cahoE is xn open-sourze
sotwxre frxmework providing funztions to perform formxt-speziiz identi-
izxtion, vxlidxtion, xnd zhxrxzterizxtion of digitxl oyjezts (i.e., iles). Cur-
rently, supported ile formxts inzlude, e.g., GbF, amfe, ciEG, iDF, mbFF,
pAo, xnd Xfe. Files xre xnxlyzed xnd zhezked for yeing well-formed, i.e.,
yy zhezking the formxt stxndxrds’ requirements.
hn the topiz of injezting dxtx in Cloud servizes, GfxilFl sҿӀӇu is x tool
thxt yuilds x ile system using Google Gfxil servize. GfxilFl xllows the
storxge of iles, independent of their type xnd size. his is xzzomplished
yy segmented emxil xtxzhments. Even misusing the lxxl xpplizxtion pur-
pose, this tool does not exploit dxtx vxlidxtion wexknesses. hus, GfxilFl
does not use tezhniques to mxsk injezted zontent in order to yypxss Cloud
providers’ dxtx vxlidxtion.
Ǌ.ǌ PǊP FĽŀĹ SļĵŇĽłĻ SyňŉĹŁň
Although other iӀi systems xre not zonsidered in the zompxrison, exzh
selezted system represents the zhxrxzteristizs of x typizxl group of iӀi sys-
tems. mxyle Ӏ.ӂ summxrizes the zompxrison of iӀi ile shxring systems,
where the following dimensions xre txken into zonsiderxtion: “mopology”
determines whether the network topology is zentrxlized or dezentrxlized;
ӀӃ
Table 2.3: Comparison between related work in the area of system’s
data validation processes
kelxtedpork in
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Consider Dxtx-speziiz
Cloud ltorxge lervizes go go go go Yes
fethodology/Frxmework for
Dxtx oxlidxtion mests Yes Yes Yes Yes Yes
bmplementxtion of
Dxtx oxlidxtion mests Yes Yes Yes Yes Yes
Awxre of File
Formxts’ ltxndxrds go go go Yes Yes
ioints bmpxzts
on lezurity Yes go Yes go Yes
ioints bmpxzts on
Azzounting xnd Chxrging go go Yes go Yes
“Arzhitezture” illustrxtes the overlxy szheme xs struztured or unstruztured;
“eookup” represents the implementedprotozol xs yeing xyle toquery other
peers for informxtion; “Eizienzy” shows if the zontent lookup is guxrxn-
teed or how eizient it is; “Bootstrxpping” deszriyes the mezhxnism on
how x peer joins the network; “ltorxge on ieers” represents whether peers
store ile dxtx or not; “File lexrzh” determines how the user zxn sexrzh
for iles within the iӀi network; “Downloxd” determines the entity where
dxtx is downloxded from; “nploxd” determines the entity where dxtx is up-
loxded to; “iuyliz lhxring” determines if the system supports to shxre iles
Ӏӄ
with xll the peers on the network; “irivxte lhxring” determines if the sys-
tem supports to shxre iles with speziiz peers only.
he “mopology” dimension is zonsidered zentrxlized when peers xzt xs
zlients zommunizxting with x zentrxl server. Bitmorrent is zonsidered yoth
zentrxlized xnd dezentrxlized sinze it uses servers xzting xs trxzkers, xnd
xlso x Dam whizh is zompletely dezentrxlized. he “Arzhitezture” dimen-
sion is zonsidered unstruztured when x system does not estxylish x pxrtiz-
ulxr struzture on the iӀi overlxy network, forming suzh network yy nodes
thxt rxndomly zonnezts to exzh other. ltruztured iӀi overlxy networks,
on the other hxnd, xlwxys present the sxmewxy of orgxnizing the peer zon-
neztions. hemost zommon implementxtion for struztured overlxys is the
Dam. Bitmorrent is zonsidered to hxve x struztured xnd unstruztured xr-
zhitezture xlso due to the use of trxzkers xnd Dams.
kelxted to the “eookup” xnd “Eizienzy” dimensions, Bitmorrent xnd
iiCsfu use x Dam to ind referenzes to zontent xnd thus yoth present ef-
izienzy ofO(logN). he only diferenze is thxt Bitmorrent irst perform x
lookup to the Dam to ind possiyle trxzkers, while in iiCsfu there is no
notionof trxzkers – theDamxlrexdypresents the referenzes to the zontent.
gxpster only needs one query to the zentrxl index server to get zontent in-
formxtion. bf the zontent is xvxilxyle, the lookup is guxrxnteed to ind it.
phile the zentrxl server mxkes the lookup extremely eizient, it zxn xlso
lexd to fxilure. bf the zentrxl index server is down, the whole system ye-
zomes inoperxyle. he sxme xpplies for the trxzkers inBitmorrent. Gnutellx
is the lexst eizient solution. Flooding the network generxtes x lot of un-
nezessxry trxiz. Furthermore, the lookup is not guxrxnteed to ind the
zontent, even if it is xvxilxyle somewhere in the network. his hxppens due
to the mime-to-eive (Te) xtriyute in exzh zontent request. heTemxy
expire yefore x peer holding the zontent is inxlly found. Freenet provides
x lookup solution thxt is yeter thxn looding yut worse thxn x Dam. Exzh
peer holds x lookup txyle to selezt x most likely optimxl peer to forwxrd x
messxge. linze the txyle is mxintxined only yy the peer itself, it is less pow-
erful xnd xzzurxte thxn xDam.he lookup eizienzy is idexllyO([logN]Ҝ),
whizh is unsxtisfxztorily in zompxrison with x Dam xpproxzh like Bitmor-
ӀӅ
rent or iiCsfu. As it hxppens in Gnutellx, exzh messxge hxs x Te xnd
mxy expire yefore it suzzeeds. herefore, the lookup is not guxrxnteed.
he most populxr yootstrxp method is to use x yootstrxp server or x set
of well-known online peers. bn xddition, Gnutellx zxzhes peers from previ-
ous sessions to zonnezt xgxin xter x restxrt. Bxsed on the informxtion zon-
txined in the torrent iles, or in theDam, peers in Bitmorrent know towhizh
trxzker they hxve to yootstrxp. he responsiyle trxzker gives the newly xr-
rived peer the xddresses of x set of other peers interested in the sxme zon-
tent. his prozedure mxkes the lookup eizient xnd guxrxnteed. aowever,
this xpproxzh is only vixyle due to the whole zonzept of Bitmorrent. mo
summxrize, the yootstrxp method solely xnxlyzed hxs no signiizxnt inlu-
enze on the performxnze of the system. kesexrzh in this xrex xlrexdy in-
vestigxted the impxzts of diferent yootstrxp methods sӀҾ, ҿӁӀu, yut the
zhoize mxinly depends on good interxztion of xll zomponents.
gxpster, Gnutellx, Bitmorrent, xnd Freeget store ile dxtx on the peers,
yesides mxintxining metxdxtx xs meta6iles. limilxr to x torrent ile, the
metx-iles zontxin informxtion on where the ile dxtx is xztuxlly stored.
gxpster, Gnutellx, Freeget, xnd Bitmorrent xlso mxintxin x gloyxl index
xnd zonnezt peers thxt xre interested in the sxme ile. A peer uploxds or
downloxds the ile direztly from one or more other peers without interme-
dixry entities for dxtx trxnsfer.
All iӀiile shxring systems shouldpresent x funztionxlity inwhizhusers
sexrzh for iles: users type x key term into the xpplizxtion xnd it retrieves
x list of iles xvxilxyle in the network. phile gxpster xnd iiCsfu zxn ind
every ile in the whole network thxt mxtzh the sexrzh zriterix, Gnutellx zxn
only return results from the peers it rexzhed during the query. “bnternxl”
ile sexrzh mexns thxt the iӀi ile shxring system hxs the ile sexrzh em-
yedded into the protozol/xpplizxtion, while “Externxl” mexns thxt the ile
sexrzh is totxlly dezoupled. Bitmorrent xnd Freenet do not hxve xn internxl
sexrzh funztion, sinze the torrent iles or ile keys hxve to ye sexrzhed xnd
oytxined through other mexns, e.g., x weysite thxt ofers torrent iles or ile
keys. An xdvxntxge of the internxl ile sexrzh is to ye zonsidered more up-
to-dxte zompxred to the externxl. nsing xn externxl ile sexrzh, there is x
time gxp yetween the time when the ile wxs mxde xvxilxyle to the sexrzh,
Ӏӆ
Table 2.4: Comparison between P2P ile-sharing systems and PiCsMu
Criterix ieer-to-ieer File-lhxring lystem PiCsMu
Napster Gnutella BitTorrent Freenet
mopology Centrxl-ized
Dezentrxl-
ized
Centrxlized/
Dezentrxlized
Dezentrxl-
ized
Dezentrxl-
ized
Arzhitez-
ture
nnstruz-
tured
nnstruz-
tured
ltruztured/
nnstruztured
nnstruz-
tured
ltruz-
tured
eookup Centrxlbndex Flooding
mrxzker/
Dam dey-yxsed Dam
Eizienzy hne-hop gotGuxrxnteed logN
got
Guxrxnteed logN
Boot-
strxpping lerver
lerver/
Cxzhe
lerver
(mrxzker)
dnown
ieers
lerver/
dnown ieers
ltorxge
on ieers Yes Yes Yes Yes go
File
lexrzh bnternxl bnternxl Externxl Externxl bnternxl
Downloxd ieers ieers ieers ieers Cloudlervizes
nploxd ieers ieers ieers ieers Cloudlervizes
iuyliz
lhxring Yes Yes Yes Yes Yes
irivxte
lhxring go go Yes go Yes
xnd when users xztuxlly xtempt to downloxd it. During this gxp the ile
might yezome more populxr or, in the worst zxse, totxlly disxppexr from
the network. linze the externxl sexrzh is not zoupled in xny wxy with the
iӀi system, the user hxs no guxrxntee xt xll thxt iles would exist in the
network. hus, the zhxnze thxt iles xre found in the iӀi network with xn
internxl ile sexrzh is higher.
Although gxpster, Gnutellx, Bitmorrent, Freeget, xnd iiCsfu present
puyliz shxring funztionxlity, the privxte shxring xmong peers is only possi-
yle with Bitmorrent xnd iiCsfu. bn Bitmorrent, privxte shxring is xvxilxyle
sinze the ile zontriyutor hxs to zrexte its own trxzker xnd xdjust the tor-
ӀӇ
rent ile. gxpster xndGnutellx hxve no option to enxyle privxte shxring due
to their xrzhitezture. Freenet does not ofer privxte shxring in its network,
however, yy following theDxrknet xpproxzh sӀҿu peersmxy estxylishmxn-
uxl direzt zonneztions to other peers. hus, users zould yuild x friend-to-
friend network for privxte shxring – yut it is not pxrt of the Freeget system
implementxtion.
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mrxditionxl rezommendxtion methods only hxve one informxtion input
type, e.g., “items yought yy user A onpey site X” is the input for x rezom-
mendxtion method to provide further rezommendxtions to user A. sҿӁӆu
summxrizes trxditionxl rezommendxtion methods into the following zxt-
egories: zontent-yxsed sӇu, zollxyorxtive iltering sӀӅu, zlustering model
sҿӂu, grxph model sҿu, xnd xssozixtion rule grxph sӇҾu. lozixl rezom-
mendxtions xre x new xpproxzh in the ield of trxditionxl rezommendxtion
methods sҿҾӁu, sinze they xim to speziizxlly rezommend hlg items xnd
hlg friends to x given hlg user. bn zontrxst to trxditionxl rezommendx-
tions, sozixl rezommendxtions hxve to dexl with heterogeneous informx-
tion of one or more sourzes. he heterogeneity is due to diferent elements
thxt hlgs introduze, e.g., users, pxges, likes, posts, privxte messxges, txgs,
lozxtions, or zomplex relxtionships yetween xll of these items sҿӇu. clozixl-
eiy, the liyrxry developed in this thesis to support iiCsfu to rezommend
hlg items xnd hlg friends to speziiz hlg users, yelongs to the sozixl
rezommendxtion method xpproxzh.
clozixleiy xpplies x modiied zollxyorxtive iltering xpproxzh with im-
plizit hlgdxtx zolleztion sӀӅu. he interxztion- xnd lozxtion-yxsedmeth-
ods do not xztively interxzt with thehlg user in order to infer rezommen-
dxtions. bnstexd, it uses xn implizit hlg dxtx zolleztion to mexsure hlg
interxztivity xnd geogrxphizxl zloseness. mxyle Ӏ.Ӄ shows x zompxrison ye-
tween clozixleiy xnd relevxnt works in the xrex of rezommendxtion meth-
ods. he zolumns “bnterxztion-” xnd “eozxtion-xwxre” indizxte whether
this work zonsiders hlg interxztivity or xtxzhed lozxtions in hlg dxtx,
ӁҾ
respeztively. he zolumn “Evxluxtion hlg Dxtx let” determines whether
the work uses puyliz or privxte hlg dxtx to perform the evxluxtion.
sӇҾu zomyines x network topology informxtion with genetiz xlgorithms
to rezommend friends. hework shows thxt the zomyinxtionperformsyet-
ter when zompxred to single trxditionxl rezommendxtion methods. sҿӁӂu
introduzes xn improved xlgorithm for personxlized zollxyorxtive iltering
in hlgs, xnd shows thxt x higher rezommendxtion xzzeptxnze is xzhieved
zompxred to x trxditionxl zollxyorxtive iltering. sҿӅu introduzes the zon-
zept of user-intimxzy through hlg users’ interxztion xnd zrextes x hyyrid
rezommendxtionmethod to zomyine user-interxztion, zontent-yxsed, xnd
zollxyorxtive iltering. Another rezommendxtion method yxsed on sozixl
interxztion wxs developed in sӇӀu, whizh identiies diferent types of inter-
xztions with diferent weights. bt shows thxt Fxzeyook users like xn item
(e.g., posts, videos, or piztures) ive timesmore rxther thxn to zomment on
it. sҿӁӆu uses x rxndom wxlk method xnd x pxir-wise lexrning xlgorithm.
Experimentxl results present improvements in rezommendxtion zompxred
to yxseline methods. sҿӇu yuilds x hyyrid rezommendxtion, whizh zom-
yines similxr interests of hlg users with lozxtion similxrity. sҿӁӅu xlso
yxses their hlg friend rezommendxtion on lozxtion dxtx xnd sozixl net-
work topology.
sӂӄu developed x method to zrxwl representxtive xnd unyixsed sxmples
of Fxzeyook users xnd is used in most of the relxted work shown in mx-
yle Ӏ.Ӄ. clozixleiy does not use sӂӄu, sinze the interxztion- xnd lozxtion-
yxsed methods rely on hlg dxtx inherent to hlg users’ xzzount, xnd,
therefore, do not rely on puylizly xzzessiyle dxtx thxt zxn ye zonstxntly
zrxwled. foreover, clozixleiy uses x zomyinxtion of puyliz xnd privxte
hlg dxtx informxtion to zonduzt the zxliyrxtion xnd evxluxtion of its
methods. herefore, the zolleztion of privxte hlg users’ dxtx difers from
other resexrzh works.
Diferent xpproxzhes to mexsure hlg interxztivity xnd geogrxphizxl
zloseness were diszussed yy severxl xuthors. sҿӁҿu proposes the use of
interxztion grxphs to quxntify hlg user interxztions. bt xnxlyzed inter-
xztion grxphs derived from Fxzeyook xnd shows thxt it hxs signiizxntly
lower levels of the “smxll-world” properties. sҿӀӂu zonduzted x mexsure-
Ӂҿ
Table 2.5: Comparison of approaches that perform and support social
recommendation
kezommendx-
tion Cxtegories
bnterxz-
tion-xwxre
eozxtion
-xwxre
hlg
Dxtx
let
sӇҾu genetiz go go puyliz
sҿӁӂu
modiied
zollxyorxtive
iltering
go go puyliz
sҿӅu
zontent-yxsed,
zollxyorxtive
iltering
Yes go puyliz
sӇӀu rxnking Yes go puyliz
sҿӁӆu rxndom-wxlk,pxir-wise lexrning go go puyliz
sҿӇu xinity mxtrizes,interest fxmilixrity go Yes puyliz
sҿӁӅu rxndom-wxlk,rxnking go Yes puyliz
clozixl
eiy
modiied zollxyorxtive
iltering, supports
sozixl rezommen-
dxtion, rxnking
Yes Yes
puyliz
xnd privxte
hlg user’s
dxtx
ment study of the Flizkr hlg xnd shows thxt only x smxll frxztion of users
in the mxin zomponent of the friendship grxph is responsiyle for the vxst
mxjority of user interxztions. sӅҿu xnxlyzed the geogrxphizxl lozxtion of
eivecournxl users xnd shows x strong zorrelxtion yetween friendship xnd
geogrxphiz proximity. sӄӅu oyserved users on mwiter xnd xnxlyzed geo-
grxphizxl sprexd of mwiter usxge in relxtion to users’ yehxvior. sӀӃu xnx-
lyzed geolozxtion informxtion of more thxn ҿӅ, ҿҾҾ, xnd Ӂ.Ӄ million users
in mwiter, revexling the presenze of four types of zountry lozxlity user pro-
iles. Diferently to whxt hxve xlrexdy yeen developed, clozixleiy fozuses
on providing results thxt should ye xs zlose xs possiyle to whxt hlg users
ӁӀ
perzeive – relxted to the perzeption of the hlg friends thxt they most in-
terxzt, xnd the hlg friends thxt they xre geogrxphizxlly zlosest.
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he relxted work xpproxzhes presented in this zhxpter hxs revexled the fol-
lowing:
ҿ. the lxzk of investigxtion xyout the dxtx vxlidxtion prozess in the xrex
ofCloud zomputing,more speziizxlly on lxxl servizes, whizh is im-
portxnt due to thewide rxnge of input possiyilities uploxded yy end-
users xnd resourzes zonsumed;
Ӏ. xlthough severxl iӀi ile shxring xpplizxtions xndCloud storxge ser-
vizes ofer x wide rxnge of storxge possiyilities to end-users, zurrent
xpproxzhes do not provide x sexmless xggregxtion of Cloud storxge
servizes, only relying on single storxge entities instexd of multiple
ones, xnd xlso yeing dependent of dxtx formxts xzzepted yy storxge
servizes; xnd
Ӂ. the lxzk of x tool to support sozixl rezommendxtions in xpplizxtions
(e.g., xpplizxtions of zloud storxge servizes), possiyle to integrxte
xnd support xpplizxtion’s lkls, yeing xwxre of howmuzhhlgusers
interxzt to exzh other xnd how geogrxphizxlly zlose they xre.
axving identiied the xyove shortzomings, xnd in direzt relxtionship
with the ive oyservxtionsmxde in leztion ҿ.Ӄ, the following opportunities
for szientiiz zontriyution hxve yeen revexled:
ҿ. x novel investigxtion xnd diszussion of dxtx vxlidxtion prozesses
fromexistinglxxl servizes, proposing xmethodology for testing xnd
evxluxting Cloud servize’s dxtx vxlidxtion, developing x prototype
thxt xutomxtizxlly zrxt, uploxd, xnd downloxd dxtx input (i.e., iles),
xlso zollezting evxluxtion results, xllowing to oyserve if it is possiyle
to yypxss dxtx vxlidxtion prozesses to store xryitrxry dxtx, xnd xn-
xlyze the impxzt of results relxted to sezurity, xs well xs xzzounting
xnd zhxrging;
ӁӁ
Ӏ. the design xnd implementxtion of x novel Cloud storxge overlxy,
seen xs x single user-perzeived entity to uploxd/downloxd privxte
xnd shxrediles, xggregxtingheterogeneousCloud servizes in theun-
derlxy, deining uploxd xnd downloxd prozesses to distriyute dxtx
frxgments in multiple Cloud servizes, yeing independent of speziiz
ile formxts xzzepted yy underlxy servizes, providing dxtx relixyility
through redundxnzy xnd error zorreztion xlgorithms, ultimxtely ye-
ing szxlxyle xnd keeping overhexd to x minimum; xnd
Ӂ. the design xnd development of mezhxnisms tomexsure interxztivity
xnd geogrxphizxl zloseness of hlg users, providing results zlosely
relxted to users’ perzeption, yeing xyle to support sozixl rezommen-
dxtion systems thxt xre integrxted to xpplizxtions.
aenze, Chxpters ӂ, Ӂ, xnd Ӄ present x detxiled deszription of the xyove
zontriyutions.
Ӂӂ
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PгCоfр ЮЯагиЯо how iles xre hxndled xs well xs where ile dxtx isstored. bn order to xzhieve it, this zhxpter presents the design oyjez-
tives ximed for the iiCsfu system, the system xrzhitezture, the informx-
tion models, xnd the deinitions of ile uploxd xnd downloxd prozesses for
storing xnd retrieving iles.
he ile uploxd xnd downloxd prozesses present three modes of oper-
xtion: privxte storxge, privxte shxring, xnd puyliz shxring. phile privxte
storxge relies on x zentrxlized index, privxte xnd puyliz shxring modes xre
used with the support of x iӀi network. bn xddition, xll three modes of
operxtion xre presented in x use zxse.
ӁӃ
ǋ.ǉ DĹňĽĻłOĶľĹķŉĽŋĹň
As deszriyed in Chxpter ҿ, Cloud storxge overlxys require x mezhxnism to
enxyle xnd mxnxge the xggregxtion of severxl storxge entities, szxling to x
lxrge numyer of users storing/retrieving iles. nser’s iles should only ye xz-
zessed yy whom is xuthorized, xlso presenting x szheme to dexl with dxtx
losses. exst yut not lexst, the Cloud storxge overlxy must present x mini-
mum xmount of overhexd with the xdd-on funztionxlities in plxze. hther
requirements zould ye pointed, suzh xs, e.g., zxpxzity to zxzhe iles ormon-
itor Cloud servizes, yut these xre fxzed xs performxnze enhxnzements, xnd
xre not essentixl for x fully operxtionxl Cloud storxge overlxy with the goxl
of uploxd, downloxd, xnd shxre iles.
hus, yxsed on these requirements, mxin design oyjeztives of the
iiCsfu system xre presented xs follows:
ҿ. Storage aggregation: nsers xre xyle to xggregxte severxl Cloud ser-
vizes into x single user-perzeived storxge entity for privxte or shxring
purposes;
Ӏ. Scalability:hesystem should szxle to x high numyer of users, even
when storing lxrge iles xnd shxring/rezeiving iles to/from x high
numyer of rezeivers/shxrers;
Ӂ. Security: Files should ye only xzzessiyle to users thxt xre xuthorized
to xzzess them, thus xuthorizxtion xnd end-to-end enzryptionmezh-
xnisms shxll ye employed;
ӂ. Decentralization for ile sharing: bn order to xllow users to
shxre/rezeive iles without x lxrge infrxstruzture xnd fully yene-
it from ieer-to-ieer properties, dezentrxlized entities should ye
present to support themxnxgementof dxtx storxge– exzept the bden-
tity irovider, whizh is designed xs x zentrxlized entity due to sezurity
rexsons;
Ӄ. Data reliability: he iiCsfu system should provide x mezhxnism
thxt, even if ile frxgments zxnnot ye downloxded, the ile should ye-
zome xvxilxyle xnd without errors; xnd
Ӂӄ
ӄ. Low overhead: Dxtx enzoding tezhniques, xs well xs the index de-
sign, introduze x zonsiderxyle xmount of xdditionxl dxtx stored xnd
messxges exzhxnged – therefore dxtx xnd network overhexdmust ye
low.
ǋ.Ǌ AŇķļĽŉĹķŉŊŇĹ
Figure Ӂ.ҿ illustrxtes the iiCsfu system xrzhitezture xnd its interxztions
with externxl entities. he iiCsfu system forms the overlxy, xnd is zom-
posed of ӄ entities. he PiCsMu application (if-App) is responsiyle for
providing toPiCsMu usersmexns to uploxd, downloxd, xnd shxre iles, xlso,
providing xn interfxze to zrexte x PiCsMu identity. A iiCsfu identity is
zrexted yefore using the iiCsfu xpplizxtion. he PiCsMu PԌP bootstrap6
ping servers (if-iӀi-Boot) provide mexns to the iiCsfu xpplizxtion to
join the iiCsfu iӀi network (if-iӀi). hus, xt lexst one iiCsfu iӀi
yootstrxpping server hxs to ye known yy the iiCsfu xpplizxtion. During
x ile uploxd xnd downloxd prozesses, the xpplizxtion interxzts with over-
lxy xnd underlxy entities. Due to the xggregxtion of Cloud servizes, the
iiCsfu xpplizxtion interxzts with multiple entities in the underlxy, whizh
is zomposed of one or multiple Cloud servizes. aowever, the iiCsfu xp-
plizxtion provides xn interfxze thxt iiCsfu users perzeive it xs one single
Cloud storxge entity, even formed yy multiple Cloud storxge servizes.
he PiCsMu PԌP network xnd the PiCsMu central index server store ile
index informxtion yxsed on the uploxded iles. he index keeps trxzk of
iles stored using the iiCsfu xpplizxtion, e.g., where the ile dxtx is lozxted,
xnd how to xzzess it (zf. leztion Ӂ.ӂ.ҿ). he iiCsfu iӀi network is mxin-
txined to persist index informxtion of shxred iles. A iӀi network wxs zho-
sen due to szxlxyility xnd performxnze metrizs, xs well xs to xvoid x single
point of fxilure. heiiCsfuzentrxl index server persists index informxtion
of privxte iles, i.e., iles thxt xre not mexnt to ye shxred with other iiCsfu
users, yut to ye kept for privxte use. A zentrxlized index server wxs zhosen,
sinze x zontrolled environment represents x more relixyle system (in terms
of stxyility xnd dxtx xvxilxyility), if zompxred to iӀi networks. Centrxl-
ized index servers do not shxre zontent to others, xvoiding index informx-
ӁӅ
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Figure 3.1: Architecture of the PiCsMu system
tion yeing distriyuted severxl times to multiple iiCsfu users, thus, pos-
siyly impxzting the servers’ performxnze. he underlxy, whizh is not pro-
vided yy theiiCsfu system, is zomposed out of one ormultipleCloud ser-
vizes, exzh xssozixted with x vxlid zredentixl. phile the overlxy stores ref-
erenzes to dxtx pxrts, the underlxy stores the xztuxl dxtx. For downloxding
iles Cloud servizes zredentixls xre not nezessxry, however, to store xnd/or
shxre iles, the iiCsfu user must provide xt lexst one Cloud servize’s zre-
dentixl yeforehxnd.
A iiCsfu user hxs to zrexte x iiCsfu identity within x PiCsMu iden6
tity provider (iiCsfu bdi) using the iiCsfu xpplizxtion. leverxl iiCsfu
bdis zxn zoexist, yut the iiCsfu xpplizxtion is yound to only one iiCsfu
bdi. A iiCsfu identity zonsists of the iiCsfu identiier (if-bD), the
iiCsfu puyliz key, xnd xn enzrypted iiCsfu privxte key. he if-bD
Ӂӆ
is x unique identiier (e.g., usernxme) to distinguish iiCsfu users within
the iiCsfu system. he puyliz xnd privxte keys xre generxted, when the
iiCsfu user zrextes his/her identity. For the key generxtion, the iiCsfu
xpplizxtion uses klA, with x key length of ҿ,ҾӀӂ Byte. he xpplizxtion uses
ixssword-yxsed Enzryption (iBE) to enzrypt the privxte key xnd, there-
fore, persists the enzrypted privxte key within the iiCsfu bdi.he xdvxn-
txge of enzrypting the privxte key with x pxssword is to prevent the user on
mxintxining x privxte key lozxlly (most of times persisted in x hxrd disk),
whizh zxn represent x sezurity exposure. aowever, if the iiCsfuuser loses
suzh pxssword, xnother key pxir must ye generxted, xnd the iiCsfu bdi
should ye zontxzted. foreover, it is xlso possiyle to set pre-existing klA
keys to zrexte x iiCsfu identity.
Besides holding identity informxtion xyout iiCsfu users, the iiCsfu
bdi xlso keeps online sozixl relxtions yetween iiCsfu users. iiCsfu
users zxn hxve x friendship relxtion, thus zrexting the PiCsMu social net6
work for ile shxring purposes, e.g., users rezeive shxre notiizxtions onze
friends shxred x ile with them. foreover, iiCsfuusers zxn xssozixte their
iiCsfu identities to xn existing hlg xnd, therefore, the PiCsMu social
authentication service (if-lAl) server is used to provide support to spe-
ziiz xuthentizxtion methods (e.g., pxssword-yxsed, hAuth) in diferent
hlgs. he if-lAl server rezeives x request from the iiCsfu xpplizx-
tion to perform the xuthentizxtion xnd xuthorizxtion of x pxrtizulxr hlg.
luzh xuthentizxtion xnd xuthorizxtion grxnt permissions to the iiCsfu
xpplizxtion, xllowing it to perform xztions on yehxlf of xn hlg identity –
e.g., oytxin x list of hlg friends, zhezk puyliz posts yetween thehlg user
xnd its friends, xnd send privxte messxges to hlg friends. hus, the result
of the xuthentizxtion xnd xuthorizxtion yy if-lAl is x token generxted
yy the hlg. he token is then xssozixted to the iiCsfu identity thxt re-
quested the xuthorizxtion xnd xuthentizxtion – in other words, the owner
of the hlg identity. he xssozixtion yetween existing hlg identities xnd
x iiCsfu identity is kept in the iiCsfu bdi.
ӁӇ
ǋ.ǋ FĽŀĹ bńŀŃĵĸ ĵłĸDŃŌłŀŃĵĸ PŇŃķĹňňĹň
mo deine the iiCsfu ile uploxd xnd downloxd prozesses, respeztively,
Figure Ӂ.Ӏ is shown. A iiCsfu user selezts x ile to uploxd, xnd zhooses
its storxge mode: for shxring or privxte purposes, whizh xre deszriyed in
leztion Ӂ.Ӄ. he user is responsiyle for providing vxlid Cloud servizes zre-
dentixls. hnze the ile xnd Cloud servizes zredentixls xre set, the iiCsfu
xpplizxtion zontinues with (ҿ) frxgmentxtion, (Ӏ) enzryption, (Ӂ) dxtx en-
zoding, xnd (ӂ) dxtx uploxd to those Cloud servizes, whizh xre yxsed on
the Cloud servizes zredentixls the user hxs provided. pithin step (ҿ), iles
xre split generxting ile pxrts or ile frxgments. Exzh of these ile pxrts xre
enzrypted in (Ӏ), resulting in enzrypted ile pxrts. ltep (Ӂ) enzodes exzh
of the enzrypted ile pxrts using x dxtx enzoder, whizh zonverts the ile
pxrt into x speziiz ile formxt (exzh ile formxt zhosen yxsed on xvxilxyle
Cloud servizes zredentixls xnd implementxtion dezisions), resulting in xn
enzoded ile pxrt zontxining enzrypted dxtx. E.g., dxtx zxn ye enzoded into
xn imxge ile through themexns of stegxnogrxphy sӄӂu. Finxlly, the ile pxrt
enzoded is uploxded to x Cloud servize in step (ӂ), using Cloud servizes’
Aib.
he informxtion produzed in steps (ҿ), (Ӏ), (Ӂ), xnd (ӂ) forms the
iiCsfu index, whizh the informxtion model is deszriyed in leztion Ӂ.ӂ.ҿ.
hnze the iiCsfu xpplizxtion uploxds xll enzoded iles to Cloud servizes,
the xpplizxtion should persist the generxted index. phile for privxte stor-
xge theiiCsfu systemuses theiiCsfuzentrxlized index servize to persist
privxte index informxtion, for shxred iles the iiCsfu xpplizxtion uses the
iiCsfu iӀi network.
nsing the iiCsfu index informxtion, the iiCsfu system is xyle to re-
trieve xnd rezonstruzt x previously stored ile, xpplying the reverse prozess:
downloxding enzoded iles from one or mxny Cloud servizes, dezoding
these iles to oytxin enzrypted ile pxrts, dezrypting them to oytxin plxin
ile pxrts dxtx xnd, inxlly, joining xll ile pxrts to xzquire the originxl ile
thxt wxs stored.
ӂҾ
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ǋ.ǌ IłĺŃŇŁĵŉĽŃłMŃĸĹŀ
he iiCsfu system deines three diferent informxtion models: the in-
dex informxtion, zxlled PiCsMu index; the shxre notiizxtion informxtion,
zxlled PiCsMu share notiication; xnd the friendship informxtion, zxlled the
PiCsMu riendship info. he index xnd shxre notiizxtion informxtion xre
responsiyle to deszriye the orgxnizxtionxl dxtx of xn uploxded ile xnd x no-
tiizxtion of who shxred suzh ile, respeztively. he friendship informxtion
deszriyes how friend relxtionships yetween iiCsfu users xre represented.
ӂҿ
Ӂ.ӂ.ҿ bиЮЯф bиайнзЫпгйи
he iiCsfu index is the result of the iiCsfu ile uploxd prozess, xnd it
zonsists out of informxtion entities thxt zontxins xll pxrxmeters nezessxry
to lozxte xnd rezonstruzt x ile within the iiCsfu system. As x zompxri-
son to the design of widely used ile systems, e.g., extӂ, the iiCsfu index
is zompxrxyle to the inode struzture. bt zxrries metxdxtx informxtion xyout
iles, xnd where dxtx is lozxted within x storxge medix. phile iiCsfu in-
dex does not present the notion of, e.g., direztories or permissions, whizh
xre typizxlly present in inodes, the design zxn ye extended to inzlude the
sxme fextures xs ngbX-like ile systems. he design of iiCsfu index pri-
oritized fextures to show the fexsiyility of representing informxtion xyout
iles stored speziizxlly using the iiCsfu system.
Figure 3.3: Class diagram representation of the PiCsMu index
he iiCsfu index zonsists of three independent top-level entities: the
File bnformxtion, Credentixl bnformxtion, xnd File ixrt bnformxtion. hnly
with xll three entities the iiCsfu xpplizxtion zxn ind xll zorresponding
ile pxrts xnd zxn rezonstruzt the originxl ile. Figure Ӂ.Ӂ depizts the zlxss
ӂӀ
dixgrxm of suzh entities. he deszription of exzh zlxss is presented xs fol-
lows:
File Information: heFile bnformxtion zorresponds to the deszription of
x ile in the iiCsfu system. Exzh ile is identiied yy x nniversxlly nnique
bdentiier (nnbD), using nnbD version ӂ sӄӆu, relying on rxndom num-
yers. bn xddition,mxndxtory informxtion suzh xs ile nxme, ile size, uploxd
dxte, whether it is shxred or not, xnd numyer of ile pxrts xre inzluded. hp-
tionxl informxtion xs deszription xnd txgs mxy ye inzluded yy the iiCsfu
user.
Credential Information: heCredentixl bnformxtion zorresponds to the
Cloud servize zredentixl where the enzoded ile pxrt wxs stored. bt is zom-
posed of the unique identiier (“zredentixlnnbD” xtriyute, represented
xs x nnbD), the zredentixl type (“zredentixlmype” xtriyute, yeing pos-
siyle to set vxlues xs “hAuth” or “usernxme/pxssword” pxir), the Cloud
servize thxt it yelongs to (“zloudlervizemype” xtriyute), the zredentixl
itself, whizh zxn ye xn hAuth token (“xzzessmoken” xtriyute) or user-
nxme/pxssword string (“usernxme” xnd “pxssword” xtriyutes), the xzzess
token expirxtion time (“tokenExpirxtion” xtriyute), xnd the refresh to-
ken (“refreshmoken” xtriyute), whizh is used to oytxin x new xzzessmo-
kenwhen it expires. Credentixl bnformxtion instxnzes xre xssozixted to one
or more File ixrt bnformxtion entities through the Credentixl bnformxtion
unique identiier.
File Part Information: heFile ixrt bnformxtion zorresponds to oneFile
bnformxtion, xnd it is mxinly zomposed yy x unique identiier, x zredentixl
identiier, xnd x ile pxrt size. he ile pxrt unique identiier is zomposed
out of the ile nnbD zonzxtenxted with the ile pxrt order identiier, stxrt-
ing from “Ҿ”. herefore, exzh ile pxrt is zonsidered unique yy the iiCsfu
system relying on the ile nnbD informxtion plus the ile pxrt order. he
zredentixl identiier, whizh xlso is x nnbD, points to xn existing Creden-
tixl bnformxtion entity. he File ixrt bnformxtion instxnzes xre xssozixted
to one or more File bnformxtion instxnzes xlso through the File bnformx-
tion unique identiier, xnd, if x File ixrt bnformxtion instxnze is updxted
ӂӁ
(e.g., the ile pxrt wxs uploxd to x diferent Cloud servize due to fxult toler-
xnze rexsons), it does not require to updxte the File bnformxtion instxnze.
Further elements of the File ixrt bnformxtion xre Enzryption bnformxtion,
Enzoding/Dezoding bnformxtion, xnd Cloud lervize bnformxtion:
• Encryption Information: he Enzryption bnformxtion is zomposed
out of x sxlt, xn bnitixlizxtion oeztor (bo), xnd x pxssword (“en-
zryptiondey”). Exzh ile pxrt is enzrypted sepxrxtely, using x iBE
method, with x rxndomly generxted bo xnd pxssword. he “zryp-
tonnbD” xtriyute represents the unique identiier of x enzryption
method implementxtion, xnd it should ye xvxilxyle in the iiCsfu
xpplizxtion.
• Encoding8Decoding Information: he deszription of the en-
zoder/dezoder used for exzh enzrypted ile pxrt. Exzh enzrypted ile
pxrt is enzoded sepxrxtely, with the enzoder yeing zhosen yxsed on
whizh Cloud servize the resulting enzoded ile pxrt will ye uploxded
to, xs well xs yxsed on the Cloud servize ile formxt restriztion.
aenze, the used enzoding xlgorithm xnd the emyedded ile formxt
hxve to ye plxzed in the index. he “enzodernnbD” xtriyute
represents the unique identiier of x dxtx enzoder implementxtion,
xnd it should ye xvxilxyle in the iiCsfu xpplizxtion.
• Cloud Service Information: dnowledge of where xn enzoded ile pxrt
wxs stored deszriyed xs the resourze identiier, represented yy the
“resourzebd” xtriyute. his xtriyute keeps the speziiz lozxtion (i.e.,
nke or internxl Cloud servizes’ unique identiiers suzh xs, e.g., x piz-
ture identiier within x Google iizxsx xzzount yut not xzzessiyle xs
xn nke) where dxtx wxs stored in Cloud servizes used yy the uploxd
prozess. he “zloudlervizemype” xtriyute – thxt is xlso present in the
Credentixl bnformxtion zlxss – represents the unique identiier of the
Aib interfxze for x speziiz Cloud servize, xnd it should ye xvxilxyle
in the iiCsfu xpplizxtion.
ӂӂ
Ӂ.ӂ.Ӏ lвЫнЯ gйпгагЭЫпгйи bиайнзЫпгйи
heiiCsfushxrenotiizxtion is used tonotify xiiCsfuuser thxt x ilewxs
shxred xnd it is xvxilxyle to ye fetzhed. Figure Ӂ.ӂ shows the zlxss dixgrxm
of x iiCsfu shxre notiizxtion xnd its xtriyutes, xlso showing the referenze
to the File bnformxtion zlxss.
Figure 3.4: Class diagram representation of PiCsMu Share Notiication
Information
he xtriyute “ilennbD” zorresponds to the unique identiier from the
File bnformxtion zlxss, xnd is used to ind the pxrtizulxr shxred iiCsfu in-
dex. he “usernxme” xtriyute is used to informwhizh iiCsfu user shxred
suzh ile. By using the “ilennbD” xtriyute on exzh iiCsfu shxre noti-
izxtion, the iiCsfu xpplizxtion is xyle to sexrzh the xpproprixte ile in
the iiCsfu iӀi network xnd stxrt the ile downloxd. he “usernxme” xt-
triyute is used to fetzh the zorresponding puyliz key from the iiCsfu bdi.
Bxsed on the puyliz key, the iiCsfu xpplizxtion is xyle to verify the digitxl
signxture of the ile xnd, therefore, xlso its integrity – i.e., verify whether x
given iiCsfu user indeed shxred the ile or not.
Ӂ.ӂ.Ӂ FнгЯиЮовгк bиайнзЫпгйи
heiiCsfu sozixl network uses x friendship relxtion thxt is unilxterxlly xz-
knowledged, using puylish/suyszriye zonzept sӁӂu. hne iiCsfu user zxn
“suyszriye” to xnother iiCsfu user, thus estxylishing x unilxterxl friend-
ӂӃ
ship. bn the zontext of this thesis, the term “follow” is used to express the
suyszription yetween iiCsfu users. hus, x iiCsfu user X is xyle to fol-
low n iiCsfu users, yut not nezessxrily exzh of the n follow iiCsfu user
X yxzk. bn this zxse, X is zxlled the followee, while exzh of the n xre entitled
x follower.
Figure Ӂ.Ӄ shows the informxtion model to express friend relxtionships
in the iiCsfu system. he xtriyutes “follower” xnd “followee” xre rep-
resented xs xn integer pointing to the iiCsfu user identiier (“userbd” xt-
triyute in the PiCsMu User Information zlxss), while the “dxteCrexted” xt-
triyute represents the dxtewhen the unilxterxl relxtionshipwxs estxylished.
hePiCsMuUser Information zlxss represents iiCsfuusers whizh xre kept
in the iiCsfu bdi.
Figure 3.5: Class diagram representation of PiCsMu Friendship Informa-
tion
he PiCsMu Friendship Info list is kept in the iiCsfu bdi sinze it zould
ye mxnipulxted yy mxlizious peers if persisted in the iiCsfu iӀi net-
work. he list is then fetzhed from the iiCsfu bdi xnd trxnsmited to
the iiCsfu xpplizxtion upon stxrt. he list is updxted on the iiCsfu bdi
if x modiizxtion hxppens on the xpplizxtion side (e.g., follow/unfollow x
iiCsfu user).
ǋ.Ǎ SŉŃŇĵĻĹMŃĸĹň
he iiCsfu system presents Ӂ modes of operxtion: private storage, private
sharing, xnd public sharing. Bxsed on whxt the iiCsfu user selezts for x ile
ӂӄ
uploxd, i.e., shxre x ile or uploxd it only for privxte use, one of the modes
of operxtion is invoked. phile private storagemode keeps the iiCsfu in-
dex on x zentrxlized entity (iiCsfu zentrxlized index servize), private xnd
public sharing modes keep the index in x dezentrxlized mxnner (iiCsfu
iӀi network). he private sharing mode xlso generxtes iiCsfu shxre no-
tiizxtions xnd keep them in the iiCsfu iӀi network.
Ӂ.Ӄ.ҿ iнгсЫпЯ lпйнЫбЯ
bf x ile should not ye shxred, i.e., kept privxte to the uploxding iiCsfu
user (privxte mode), the iiCsfu index informxtion of the ile is stored in
the iiCsfu zentrxl index server. As shown in Figure Ӂ.ӄ, whizh illustrxtes
the steps xnd interxztions for the privxte storxge mode, the iiCsfu zen-
trxl index server is responsiyle for xuthentizxting xnd xuthorizing whizh
iiCsfu user hxs xzzess to whizh iiCsfu index entity. he xuthentizxtion
is performed yy the iiCsfu bdi.he iiCsfu zentrxlized index servize re-
zeives xn xuthentizxtion request from the iiCsfu xpplizxtion zontxining
the iiCsfu identity (usernxme xnd pxssword). hus, the iiCsfu bdi zxn
zhezk the vxlidity of the given iiCsfu identity.
hnze the xuthentizxtion is done, the iiCsfu zentrxlized index servize
zxn xuthorize the pxrtizulxr iiCsfu user to hxve xzzess to previously per-
sisted privxte index entities. herefore, the iiCsfu system guxrxntees thxt
exzh iiCsfu user hxs the right to only delete or retrieve its own ile index
entities.
Ӂ.Ӄ.Ӏ iнгсЫпЯ lвЫнгиб
pithin the privxte shxring mode, xs shown in Figure Ӂ.Ӆ, x iiCsfu user
(sender) zxnuploxd xnd shxre x ilewith oneormore speziiziiCsfuusers
(rezeivers). foreover, rezeivers hxve the possiyility to verify the sender
within the iiCsfu bdi. he privxte shxring mode xnd the sender veriizx-
tion mezhxnism xre deszriyed in ӂ steps:
ҿ. Create aSender’sDigital Signature:hesender zrextes x signxture
yxsed on the index entity with the sender’s privxte key.
ӂӅ
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Req: store Index Information
Res: Index Information stored
Req: user token
is valid?
Res: valid token
Res: file uploaded
successfully
Figure 3.6: Sequence diagram of the private storage mode
Ӏ. Encrypt the PiCsMu index entity: he sender enzrypts the top-
level iiCsfu index entity using x rxndomly generxted key (iBE xl-
gorithm).
Ӂ. Encrypt the Random Generated Key: he sender enzrypts the
rxndomly generxted key (from step Ӏ) with the puyliz keys from the
rezeivers.
ӂ. Concatenate Results: All results of steps ҿ to Ӂ xre xppended. he
result of these steps xpplied for exzh iiCsfu index entities gener-
xtes PiCsMu encrypted index entities. he iiCsfu enzrypted index
entity zxrries xdditionxl informxtion xnd, therefore, ensures thxt the
rezeiver oytxins xll zryptogrxphiz informxtion nezessxry.
Every time x ile is shxred with xnother iiCsfu user, the sender is re-
sponsiyle for generxting x iiCsfu shxre notiizxtion entity for exzh re-
zeiver. As the iiCsfu index, the iiCsfu shxre notiizxtion entity is xlso
ӂӆ
PiCsMu User
PiCsMu 
Application
PiCsMu IdP
PiCsMu P2P 
Network
Req: authenticate based
 on username/password
Res: authentation
successful
Req: get token
based on username
and password
Res: authentication
token + encrypted
private key
Req: share file
with specific
PiCsMu users
Req: store fragments to Cloud services
Cloud Services
Res: acknoledgement for each fragment stored
loop
List of File Fragments
Req: put encrypted Index Information
to the PiCsMu user (receiver)
Res: Index Information stored
Req: put Share Notification
to the PiCsMu user (receiver)
Res: Share Notification stored
Res: file shared
successfully
loop
List of PiCsMu users (receivers)
Figure 3.7: Sequence diagram of the private sharing mode
stored in the iiCsfu iӀi network xnd it is used to notify rezeivers of
shxred iles.
bn order to xvoid unwxnted shxre notiizxtions, x iiCsfu user only
zxn rezeive iles if the sender’s iiCsfu identity exists in his/her iiCsfu
Friendship bnfo list. bf the iiCsfu system is only used for privxte storxge
or to shxre iles with others (yut not rezeive shxred iles), mxintxining x
iiCsfu Friendship bnfo list is optionxl.
Ӂ.Ӄ.Ӂ iрЬжгЭ lвЫнгиб
pithin the puyliz shxring mode, x iiCsfu user zxn uploxd xnd shxre x ile
with the entire iiCsfu system xnd, therefore, xny iiCsfu user hxs xzzess
to it. As shown inFigure Ӂ.ӆ, whizh illustrxtes the steps of thepuyliz shxring
ӂӇ
mode, it is not required to enzrypt the iiCsfu index. hus, exzh of the
iiCsfu index entities xre direztly stored in the iiCsfu iӀi network.
PiCsMu User
PiCsMu 
Application
PiCsMu IdP
PiCsMu P2P 
Network
Req: authenticate based
 on username/password
Res: authentation
successful
Req: get token
based on username
and password
Res: authentication
token + encrypted
private key
Req: share file
with everyone part
of the PiCsMu
P2P Network
Req: store fragments to Cloud services
Cloud Services
Res: acknoledgement for each fragment stored
loop
List of File Fragments
Req: put Index Information, unencrypted
Res: Index Information stored
Res: file shared
successfully
Figure 3.8: Sequence diagram of the public sharing mode
bnstexd of using iiCsfu shxre notiizxtions, zontent zxn ye sexrzhed
through x zontent-yxsed sexrzh querywhen stored through the puyliz shxr-
ing. Content-yxsed sexrzh used in iiCsfu xllows for the lookup of iles
without knowing xn exxzt keyword yy using iӀi Fxstll sҿӀu sҿҿu sҿӁu, x
similxrity xlgorithm yxsed on the edit distxnze metriz (eevenshtein) sӅҾu.
leztion Ӂ.ӄ.Ӏ presents the design of the zontent-yxsed sexrzh xnd required
struztures.
ǋ.ǎ PĽCňMŊ PĹĹŇ-ŉŃ-PĹĹŇ NĹŉŌŃŇĿ
Considering the privxte xnd puyliz shxring storxge modes, yoth iiCsfu
index xnd iiCsfu shxre notiizxtions xre stored in the iiCsfu iӀi net-
work. he iiCsfu iӀi network uses x Distriyuted axsh mxyle (Dam)
ӃҾ
provided yy momiӀi sҿҿӇu in order to keep these entities in x distriyuted
mxnner.
leztion Ӂ.ӄ.ҿ presents the design of x Dam struzture szheme to store
iiCsfu index xndiiCsfushxrenotiizxtions, while leztionӁ.ӄ.Ӏ presents
how to enxyle x zontent-yxsed sexrzh of iles for the puyliz shxring storxge
mode. he key point of this seztion is to present x Dam struzture szheme
thxt demxnds xs low Dam zxlls xs possiyle xnd, therefore, ximing to rexzh
high performxnze. mo xzhieve thxt, the design xims tomxke xn optimxl use
of xvxilxyle funztions in x Dam, more speziizxlly yeing yxsed on momiӀi
fextures.
Ӂ.ӄ.ҿ DamlпнрЭпрнЯ lЭвЯзЯDЯогби пй lпйнЯ пвЯ bиайнзЫпгйи
fйЮЯж
Cxlls to x Dam xre designed to follow x struzture szheme to zrexte xnd xz-
zess entries xzzording to xpplizxtion requirements. he design of x Dam
struzture szheme should xvoid key zollisions xnd unintended redundxnzy,
sinze it zxn zxuse, e.g., mxlfunztion of x zertxin fexture xnd performxnze
degrxdxtion. phen zxlling the PUT operxtion using xn xlrexdy existent key,
the xvxilxyle entry is overwriten (if it is not protezted), or the zxll is ig-
nored. herefore, momiӀi xllows the zrextion of xdditionxl identiiers to
enxyle sepxrxte spxzes for keys, whizh xre zxlled xs domains. A domxin is
used together with x Dam key xnd yuilds x unique zomyinxtion sӄu. bm-
plizxtions inzlude xn equxl Dam key thxt zxn ye used multiple times in
diferent domxins, extending the key spxze (i.e., set of xvxilxyle keys) yy x
lxrge fxztor – therefore, enxyling x more eizient lookup.
he proposed xpproxzh introduzes three domxins sӄu: (ҿ) index do-
mxin, (Ӏ) sexrzh domxin, xnd (Ӂ) notiizxtion domxin. bn the szope of (ҿ),
xll vxlues relxted to the iiCsfu index xre stored. Domxin (Ӏ) is used to
store vxlues thxt zxn ye sexrzhed for (i.e., sexrzh terms thxt points to iles
in the index domxin). As further explxined in leztions Ӂ.ӄ.Ӏ, multiple key-
words xre stored for exzh ile, demxnding x lxrge key spxze xnd justifying
x sepxrxte domxin. bn xddition, performxnze zxn ye inzrexsed yy limiting
sexrzh spxze to x single domxin. he notiizxtion domxin (Ӂ) stores user
Ӄҿ
nxmes xnd its xssozixted shxre notiizxtions. Exzh time x user privxtely
shxres x ile with xnother user, x notiizxtion is plxzed in this domxin of
the rezeiver’s user nxme. Files xvxilxyle to ye downloxded zxn ye seen yy
zhezking one’s personxl notiizxtion domxin. Bxsed on the sxme prinzi-
ple xs (Ӏ), x sepxrxte domxin is used to reduze the key spxze xnd inzrexse
lookup performxnze.
Table 3.1: Example of Put/Get operations using location and content
keys
nse of Content deys
Put(location key, content key, value) Result
iut(ҾxҿӀӁ, ҿ, oyjeztҿ) -
iut(ҾxҿӀӁ, Ӏ, oyjeztӀ) -
Get(location key, content key) Result
Get(ҾxҿӀӁ, ҿ) oyjezt ҿ
Get(ҾxҿӀӁ) oyjeztҿ, oyjeztӀ
kegulxr Dams typizxlly operxte with one type of keys (i.e., lozxtion
keys) to store xnd retrieve vxlues. hne key is xssozixted with one vxlue.
aowever, there is oten x need to store multiple vxlues under the sxme key.
Domxins xre xyle to solve this issue, xnd the speziizxtion of momiӀi xl-
lows for the diferentixtion yetween location keys xnd content keys to design
x Dam struzture szheme. By storing vxlues under the sxme lozxtion key,
yut with diferent zontent keys, it is possiyle to retrieve xll vxlues xt onze
using one GET zxll. An exxmple is given in mxyle Ӂ.ҿ. mwo oyjezts (oyjeztҿ,
oyjeztӀ) xre stored using the sxme lozxtion key (ҾxҿӀӁ) yut with diferent
zontent keys (ҿ xnd Ӏ). pith GET, either one speziiz vxlue or xll stored
vxlues zxn ye retrieved sӄu.
Bxsed on the domxin xnd zontent keys zonzept, the Dam struzture
szheme to store the iiCsfu index is shown in mxyle Ӂ.Ӏ sӄu. eozxtion
xnd zontent keys xre hxshes of zertxin vxlues. axsh funztions (e.g., laA-ҿ
sӇҿu, laA-Ӏ sӇҿu, fDӃ sҿҾӃu) zrexte ixed length keys (i.e., hxshes) from
vxrixyle length dxtx. A hxsh funztion will xlwxys zrexte the sxme key for
ӃӀ
Table 3.2: DHT structure scheme used to store the PiCsMu index,
search keywords, and share notiications
Distriyuted axsh mxyle
eozxtion dey Content dey oxlue Domxin
hash(FilennbD) hash(File) File bndex
hash(FilennbD+nserbD) hash(enc7(File)) enc7(File) bndex
hash(FilennbD) hash(FileixrtbD) File ixrt bndex
hash(FilennbD+nserbD) hash(FileixrtbD) enc7(Fileixrt) bndex
hash(CredentixlnnbD) hash(Credentixl) Credentixl bndex
hash(CredentixlnnbD+nserbD) hash(enc7(Credentixl)) enc7(Credentixl) bndex
hash(nserbD) hash(CredentixlnnbD) enc7(Credentixl) bndex
hash(nsergxme) hash(FilennbD) gotiizxtion gotiizxtion
hash(deyword) hash(FilennbD) FilennbD lexrzh
equxl input. he hxshes xre importxnt for the Dam’s underlying routing
xlgorithm. he xyyrevixtion “enc7” stxnds for encryption, while “gotiizx-
tion”, “Credentixl”, xnd “File” xppexring in the “Content dey” xnd “oxlue”
zolumns represents the lhxre gotiizxtion bnformxtion, Credentixl bnfor-
mxtion, xnd File bnformxtion entities, respeztively.
bn privxte shxring, xll oyjezts put to the Dam xre enzrypted using the
puyliz key of the rezeiver. mxyle Ӂ.Ӏ xlso shows the yeneits of zontent keys.
linze ile pxrts xre stored under their equxl ile nnbD, xll pxrts zxn ye re-
trieved using one GET(fileUUID), instexd of hxving one Dam zxll for
exzh ile pxrt. keduzing the numyer of zxlls on the Dam inzrexses perfor-
mxnze xnd is less suszeptiyle to fxilures.
Ӂ.ӄ.Ӏ CйипЯип-BЫоЯЮ lЯЫнЭв
hne fundxmentxl fexture of ile shxring systems is the possiyility to sexrzh
for xvxilxyle iles. Dam-yxsed systems lxzk the support of x user friendly
zontent-yxsed sexrzh xnd zxn only do exxzt mxtzh sexrzh yy defxult.
Content-yxsed sexrzh xllows the lookup of iles without knowing xn exxzt
keyword. kesults similxr to the speziied sexrzh term xre presented. he
rexson why Dams xre intrinsizxlly unxyle to perform suzh x sexrzh is the
use of hxsh funztions. Cxlzulxting x hxsh on similxr keys results in zom-
ӃӁ
pletely diferent hxsh vxlues. As xn exxmple, if x ile is stored using its ile
nxme xs key, it zxn only ye found yy xDam sexrzh if the exxzt sxme nxme is
used xgxin. bf only one leter in the nxme is diferent, the hxsh funztion will
zrexte x totxlly diferent key xnd the Dam zxn not retrieve the ile. his is x
non-desired yehxvior when trying to sexrzh for iles without knowing their
exxzt keywords. herefore, some iӀi systems (e.g., Bitmorrent, Freenet)
do not support x direzt key sexrzh yut use other struztures, like, e.g., xpey
servize providing sexrzh yxsed on the zontent found in the iӀi network.
iiCsfu system is designed to support x zontent-yxsed sexrzh yy using
the iӀi Fxst limilxrity lexrzh (iӀiFxstll) sҿӀusҿҿusҿӁu, whizh is x sim-
ilxrity xlgorithm yxsed on the edit distxnze metriz. he edit distxnze, gen-
erxlly referred to xs eevenshtein distxnze, is x string metriz to zxlzulxte the
minimum numyer of operxtions required to trxnsform one word into xn-
other, using the operxtions: deletion, insertion, xnd replxzement sӅҾu. For
exxmple, the edit distxnze yetween house xnd mouse is ҿ yezxuse the only
operxtion needed to trxnsform house intomouse is to replxze hwithm sҿҿu.
Bxsed on suzh trxnsformxtions, the xlgorithm deines x deletion neighyor-
hood to sexrzh for similxr words. he deletion neighyorhood of x word is
the set of xll strings (i.e., neighyors) zrexted yy deleting exzh zhxrxzter of
the word onze (edit distxnze=ҿ). mxyle Ӂ.Ӂ shows xn exxmple yy generxt-
ing the deletion neighyorhood of the word fast.
Table 3.3: Deletion neighborhood of the word fast with edit distance=1
fxst
Deleted Chxrxzter geighyors
f xst
x fst
s fxt
t fxs
Enxyling x zontent-yxsed ile sexrzh requires three steps to txke plxze
for exzh uploxded ile sӄu: (ҿ) generxtion of keywords, (Ӏ) generxtion of
the deletion neighyorhood for exzh keyword, xnd (Ӂ) indexing xll zrexted
neighyors. ltep (ҿ) deines xll keywords relxted to x ile thxt x user is xyle
Ӄӂ
to sexrzh. phen storing x ile using iiCsfu, x user zxn deine zertxin xt-
triyutes whizh the zontent-yxsed sexrzhwill use to lozxte the ile. he zom-
position of x ile is deszriyed in leztion Ӂ.ӂ.ҿ xnd the relevxnt xtriyutes to
enxyle the zontent-yxsed ile sexrzh is summxrized in mxyle Ӂ.ӂ. Exzh xt-
triyute, exzept the ile deszription, is inzluded to the set of keywords xs it
is. herefore, x user will ye xyle to sexrzh for x ile nxme or txg direztly
xnd rezeive x list of mxtzhing iles. linze the ile deszription is x text in
nxturxl lxnguxge, it zontxins words thxt xre unsuited to ye keywords in x
sexrzh, e.g., prepositions, zonjunztions xnd pronouns. luzh words, zxlled
stop words, xre widely used in the English lxnguxge xnd zxn not identify x
single ile. aenze, the deszription needs to ye iltered to identify x numyer
of keywords thxt stxnd for the zomplete text. herefore, x simple txg zloud
xlgorithm is used: it removes the stop words from the deszription, zounts
the frequenzy of ozzurrenze of remxining words, rxnks them in deszending
order, xnd xdds the top results to the set of keywords sӄu.
Table 3.4: User-deined attributes of a ile
Conzept of x ile
Atriyute Deszription
File nxme limple ile nxme
File deszription A short text xyout the ile
mxgs eist of words thxt zxtegorize the ile
nser nxme iiCsfu user nxme of the uploxder
npon generxting xll keywords, step (Ӏ) zrextes the deletion neighyor-
hood for exzh keyword xs shown in mxyle Ӂ.Ӂ. ltep (Ӂ) is zonzerned to
index xll sexrzh keywords xnd their generxted neighyors, yy puting them
in theDam. bn the following explxnxtion, only the term keywords is used to
deszriye the zomyinxtion of sexrzh keywords xnd their neighyors. As ex-
plxined in leztion Ӂ.ӄ.ҿ xnd illustrxted in mxyle Ӂ.Ӏ, keywords xre xssigned
to xn individuxl domxin in the Dam. hey xre stored using the keyword
itself xs lozxtion key xnd the nnbD of the ile they yelong to xs zontent
key. herefore, diferent iles yut with similxr keywords hxve their nnbDs
stored under the sxme lozxtion keys.
ӃӃ
Ater zompletion of xll three steps, the ile zxn ye found yy the zontent-
yxsed sexrzh. lexrzh results xre yxsed on the joint possession of neighyors.
mxyle Ӂ.Ӄ shows x neighyor zompxrison of the words east xndwest. By hxv-
ing xt lexst one neighyor in zommon (here: est), the two words xre zon-
sidered to ye similxr. bf x user sexrzhes for x word, step (Ӏ) of the xyove
deszriyed prozess is xpplied xgxin. For exzh generxted neighyor, x Dam
GET operxtion is done, using the neighyor xs x key. hus, the user gets xll
ile nnbDs, with xt lexst one zommon neighyor of the word xnd the gen-
erxted keywords of x ile. pith x list of ile nnbDs (i.e., the sexrzh result),
selezted iles zxn ye downloxded if desired.
Table 3.5: Comparison of the deletion neighborhood of two words with
edit distance=1
geighyor Compxrison
hperxtion exst west
Deletion of zhxrxzter ҿ xst est
Deletion of zhxrxzter Ӏ est wst
Deletion of zhxrxzter Ӂ ext wet
Deletion of zhxrxzter ӂ exs wes
ǋ.Ǐ Dĵŉĵ EłķŃĸĹŇň
bn order to yuild x system thxt is xyle to aggregate severxl diferent dxtx-
speziiz Cloud storxge servizes yesides generiz ones, it is required x mezh-
xnism to turn these dxtx-speziiz Cloud storxge servizes into x pool of ho-
mogeneous entities – thus, yeing possiyle to request to store xny kind of
dxtx, independently of speziiz zhxrxzteristizs from Cloud servizes. he
zhxllenge lies on developing xmezhxnism thxt does not require xny zhxnge
on the Cloud servize side, suzh xs, e.g., Aibs, servize’s implementxtion, or
yusiness strxtegies.
iiCsfu uses data encoders to turn x pool of dxtx-speziiz Cloud storxge
servizes into homogeneous entities for dxtx persistenze. bnstexd of requir-
ing xny zhxnge fromCloud servize’s side, the entity demxnding to storedxtx
Ӄӄ
– in this zxse, iiCsfu–xdxpts the dxtx to xdequxte itself to rules deinedyy
dxtx-speziiz Cloud storxge servizes. hus, iiCsfu trxnsforms dxtx into x
representxtion thxt fulils the requirements ofCloud servizes. For exxmple,
if dxtx must ye represented xs x pizture, thus, data encoders injezt suzh dxtx
into x ciG imxge using diferent possiyle tezhniques. he dxtx enzoding
mezhxnism yrings xdvxntxges in terms of lexiyility, sinze it zxn ye xdxpted
yy xnyCloud servizes with diferent kind of restriztions. aowever, it yrings
dxtx overhexd depending onwhizh dxtx enzodingmezhxnism is employed.
Dxtx enzoders’ design detxils xnd implementxtion xre presented on
Chxpter ӂ, xs well xs x methodology on how to xnxlyze dxtx vxlidxtion of
Cloud servizes yxsed on tests performed xpplying these dxtx enzoders.
ǋ.ǐ Dĵŉĵ RĹŀĽĵĶĽŀĽŉy
As in xny storxge medix, dxtx zxn ye lost when stored in Cloud servizes
sҿӄusҿҾҾusҿҾu. hus, to txzkle dxtx relixyility, the iiCsfu system uses
Forwxrd Error Correztion (FEC) to ye xyle to rezover dxtx portions thxt
were lost. FEC introduzes redundxnzy to trxnsmited informxtion using x
predeined xlgorithm. he redundxnt yytes xre produzed yy zomplex funz-
tions of the originxl informxtion yytes. luzh yytes xre sent multiple times,
sinze “errors” or dxtx loss mxy hxppen in xny of the uploxded frxgments. bn
zontrxst to the n4ԋ-pxrity tezhnique where redundxnzy is rexzhed through
XOR operxtions sҿҾӀu, FEC xlgorithms zxn rezover from multiple simultx-
neous fxilures (i.e., lost frxgments). hus, FEC is pxrtizulxrly suitxyle to
ye employed in the iiCsfu system sinze it stores dxtx in multiple inde-
pendent Cloud servizes whizh zxn present simultxneous fxilures, suzh xs
unxvxilxyility, xzzounts yeing dexztivxted, xnd legxl issues.
he iiCsfu system uses keed-lolomon zode xs the underlyingmezhx-
nism for theiiCsfuForwxrdErrorCorreztion, or simply zxlled xsiiCsfu
FEC.hemxin zonzepts relxted to keed-lolomon xre shown in Appendix
A.ҿ, xs well xs the terminology of symyols used throughout this seztion.
hne importxnt xspezt is thxt the iiCsfu system is primxrily zonzerned
with erxsures xnd not with errors. During the ile downloxd prozess, the
iiCsfu xpplizxtion is xyle to detezt whether x dxtx frxgment is not xvxil-
ӃӅ
xyle for downloxd or the frxgment is somehow lost – e.g., when xzzounts
xre shutdown without user’s zonsent, or when dxtx is not xvxilxyle due to
Cloud servize’s infrxstruzture proylems. luzh deteztion is yeneizixl sinze
keed-lolomon is xyle to rezover twize xs muzh dxtx symyols when identi-
fying whizh frxgment wxs lost.
he iiCsfu FEC, is zomposed of the following steps:
ҿ. FEC Encoding: Bxsed on the frxgmentxtion step (zf. leztion Ӂ.Ӂ),
generxte n frxgments given thxt p frxgments zxn ye lost for x suz-
zessful ile rezonstruztion. he dezision of zhoosing the p vxlue, xnd
zonsequently the n vxlue, depends on fxztors thxt xre not diszussed
in this thesis, yut it is presented xs x zonigurxtion pxrxmeter. For ex-
xmple, the p vxlue zxn ye zhosen yxsed onhowmxnydiferentCloud
servize’s zredentixls the iiCsfu user speziied, sinze severxl difer-
ent Cloud servizes without xny zommerzixl relxtion tend to yemore
independent relxted to bm infrxstruzture xnd less prone to simultx-
neous unxvxilxyility issues. hus, depending on user’s redundxnzy
requirements the p vxlue should ye higher or lower.
Ӏ. File Downloading: hyserve if xny of the n frxgments generxted
in the FEC Enzoding step zxnnot ye downloxded. Bxsed on the
iiCsfu index (zf. leztion Ӂ.ӂ.ҿ), more speziizxlly looking to the
numyer of ile pxrts, it is possiyle to distinguish whizh ile frxgment
is missing.
Ӂ. FEC Decoding: Bxsed on x downloxded frxgments xnd the miss-
ing ile frxgments, perform the dezoding xnd rezonstruzt the originxl
dxtx. bf the downloxded frxgments xre lower thxn n− k, it is impos-
siyle to rezonstruzt the ile xnd the iiCsfu xpplizxtion should retry
the File Downloxding prozess onze xgxin.
As xn illustrxtive exxmple of the iiCsfu FEC prozess, let us xssume x
iiCsfunser thxt provided ӂ diferentCloud servizes zredentixls xnd spez-
iies x ҿҾfByte ile to uploxd. bf the frxgmentxtion step splits the ile in ҿҾ
frxgments of ҿfByte, xnd the p is set to ӂ– sxmenumyer ofCloud servizes’
Ӄӆ
zredentixls – the n vxlue is ҿӂ. hus, the keed-lolomon zode is deined xs
x kl(ҿӂ,ҿҾ) xnd is xyle to zorrezt ӂ simultxneous erxsures.
ǋ.Ǒ bňĹ CĵňĹ
mo demonstrxte the ile uploxd xnd downloxd prozesses, x use zxse is pro-
vided for the privxte ile shxring sӅӁu. he privxte ile shxring is illustrxted
in x use zxse sinze (x) it uses xll the funztionxlities presented in this zhxp-
ter, xnd (y) it involves more thxn one iiCsfu user to uploxd/downloxd
iles. Figure Ӂ.Ӈ illustrxtes Alize shxring x ile speziizxlly with Boy. “if-
bD” represents the unique identiier of x iiCsfu identity, hxving “if-bD
A” xs Alize’s xnd “if-bD B” xs Boy’s identiiers. bt is xssumed thxt Alize
xnd Boy zrexted their iiCsfu identity using the iiCsfu xpplizxtion, in
the sxme iiCsfu bdi, xt xn exrlier stxge.
Both Boy xnd Alize stxrt their iiCsfu xpplizxtion, xnd it xutomxtizxlly
fetzhes her xnd his puyliz xnd enzrypted privxte key, respeztively, from the
iiCsfu bdi (step ҿ). he enzrypted privxte key is dezrypted with thxt
user pxssword, whizhwxs zhosenwhen the iiCsfu identity wxs zrexted to
oytxin the privxte key. bn pxrxllel, yut still in step ҿ, their respeztiveiiCsfu
xpplizxtions zontxzt the iiCsfu iӀi yootstrxpping servers to zonnezt to
the iiCsfuiӀi network, xlso fetzhing their friends informxtion (iiCsfu
Friendship bnfo) from the iiCsfu bdi.
bn step Ӏ Alize provides to her iiCsfu xpplizxtion the ile to ye shxred
with Boy xnd one or more Cloud servizes’ zredentixls. hnze the iiCsfu
xpplizxtion rezeives the ile xnd xll Cloud servizes zredentixls xre in plxze
(speziied yy Alize), it stxrts the ile uploxd prozess xs deszriyed in leztion
Ӂ.Ӂ, inzluding the iiCsfu FEC enzoding. During the ile uploxd prozess
her iiCsfu xpplizxtion rezognizes thxt the ile is shxred (with Boy) xnd
within step ӁAlize’s iiCsfu xpplizxtion requests Boy’s puyliz key from the
iiCsfu bdi, inzluding Boy’s if-bD.
At step ӂ Alize’s iiCsfu xpplizxtion uploxds the enzoded ile pxrts to
those Cloud servizes Alize provided zredentixls for. hnze the uploxding of
xll ile pxrts is suzzessfully zompleted, Alize’s iiCsfu xpplizxtion enzrypts
exzh iiCsfu index entities with x rxndomly generxted key, whizh is xlso
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Figure 3.9: Private sharing steps
enzrypted with Boy’s puyliz key (step Ӄ). foreover, Alize’s digitxl signx-
ture is inzluded with exzh of the iiCsfu enzrypted index entities.
bn step ӄ Alize’s iiCsfu xpplizxtion persists exzh of the iiCsfu en-
zrypted index entities to the Dam.herefore, Alize zrextes x iiCsfu shxre
notiizxtion entity to mxke Boy xwxre of the newly shxred ile.
Boy’s iiCsfu xpplizxtion zonsults the Dam for iiCsfu shxre notii-
zxtion entities thxt wxs sent yy his friends. hnze Boy rezognizes x new
notiizxtion, here fromAlize, Boy’s iiCsfu xpplizxtion uses the ile nnbD
from the iiCsfu shxre notiizxtion to stxrt x sequenze of Dam zxlls thxt
ӄҾ
xre nezessxry to retrieve xll iiCsfu enzrypted index entities thxt forms the
iiCsfu index (step Ӆ).
aolding xll iiCsfu enzrypted index entities of the shxred ile, Boy’s
iiCsfu xpplizxtion veriies in step ӆ the digitxl signxture from step Ӄ
xgxinst Alize’s puyliz key provided yy the iiCsfu bdi. bn pxrxllel, Boy’s
iiCsfu xpplizxtion is xyle to dezrypt the iiCsfu enzrypted index enti-
ties yy using Boy’s privxte key.
Finxlly, within step Ӈ xll Cloud servizes’ zredentixls, pxrt of the index,
xre used to lozxte xll enzoded ile pxrts in the Cloud servizes storxge. npon
retrieving xll enzoded ile pxrts, Boy’s iiCsfu xpplizxtion follows the ile
downloxd prozess, inzluding the iiCsfu FEC dezoding, xnd rezonstruzts
the originxl ile shxred yy Alize.
ǋ.ǉǈ PŇŃŉŃŉyńĹ IŁńŀĹŁĹłŉĵŉĽŃł
A cxvx-yxsed prototypizxl implementxtion of the iiCsfu lystem wxs de-
veloped sӅӁusӅӅu to verify its fexsiyility, szxlxyility, xnd overhexd. he
iiCsfu xpplizxtion implements the following modules using well deined
interfxzes for reusxyility: Schedulers, DataEncoders, FECStrategies, Encryp6
tionStrategies, IndexPersistenceStrategies, xnd CloudServices. he sezurity
modules implementPBE6AESCryptography, whizh is used to enzrypt lxrger
xmounts of dxtx, suzh xs iiCsfu index entities xnd dxtx frxgments, while
the RSACryptography just enzrypts smxller xmounts of dxtx, suzh xs x rxn-
domly generxted key. he PBE6AESCryptography hxndles x key length up
to ҿӀӆ yit. heForwxrd ErrorCorreztionmodule hxs one implementxtion,
the ReedSolomonFEC zlxss, yeing extensiyle to inzlude more FEC strxte-
gies. he ReedSolomonFEC zlxss hxs methods to enzode (encode()) xnd
to dezode dxtx (decode()), yeing possiyle to set the xpproprixte keed
lolomon zode zonigurxtion, i.e., kl(n,k), in the zlxss zonstruztor.
CentralizedIndex xnd DistributedIndex zlxsses, whizh xre pxrt of
the IndexPersistenceStrategies module, implement the persistenze of
iiCsfu index entities in the iiCsfu zentrxl index server xnd in the
iiCsfu iӀi network, respeztively. Both implement methods to persist
iiCsfu index entities, suzh xs putFileInfo(), putFilePartInfo(),
ӄҿ
putCredentialInfo(), xs well xs methods to retrieve the iiCsfu
index entities, suzh xs getFileInfo(), getFilePartInfo(), xnd
getCredentialInfo().
he CentralizedIndex implementxtion expezts xs input the if-bD xnd
iiCsfu identity pxssword (enzrypted using lle) for exzh get or put zxlled
methods, sinze the iiCsfu zentrxl index server is implemented with stxte-
less zxlls (i.e., without the notion of x session). herefore, get or put meth-
ods zxn ye invoked xny time in x kemote irozedure Cxll (kiC) fxshion
enzoded in clhg (cxvxlzript hyjezt gotxtion). he zommunizxtion ye-
tween the CentralizedIndex implementxtion xnd the iiCsfu zentrxl index
server is done following the clhg-kiC stxndxrd sӄҿu. he iiCsfu zen-
trxl index server xnd the iiCsfu bdi xre implemented xs stxndxlone cxvx
progrxms, rezeiving xndxnswering clhg-kiCmethodzxlls. bn the zurrent
prototype implementxtion, yoth iiCsfu zentrxl index server xnd iiCsfu
bdi run xfyljedxtxyxse to persist xll iiCsfu index entities xndiiCsfu
identities.
he DistributedIndex implementxtion follows the Dam struzture pre-
sented in leztion Ӂ.ӄ.ҿ, using the momiӀi liyrxry sҿҿӇu. bt xllows the
iiCsfu xpplizxtion to put or get iiCsfu index entities, sexrzh keywords,
xnd iiCsfu shxre notiizxtion entities to/from the Dam. he iiCsfu
yootstrxpping servers xre xlso implemented xs stxndxlone cxvx progrxms
to rezeive yootstrxpping requests from the iiCsfu xpplizxtion.
he iiCsfu sozixl xuthentizxtion server (iiCsfu lAl) is imple-
mented xs x stxndxlone cxvx progrxmwith x kElmAib interfxze to request
xuthentizxtion xnd xuthorizxtion (e.g., hAuth) to hlgs. he kElm Aib
implements the xsynzhronous method requestAuth(parameters),
whizh stxrt the hAuth prozess using the hlg zredentixls speziied in the
pxrxmeters. he hAuth protozol low sӇӃu requires x zxllyxzk nke thxt
hlgs zxn zxll to provide the xzzess token for suzh xuthentizxtion xnd xu-
thorizxtion request. hus, the iiCsfu lAl’s bi xddress is used xnd it
should ye xzzessiyle fromhlg’s servers.
ӄӀ
Ӂ.ҿҾ.ҿ CжйрЮ lЯнсгЭЯо
Exzh of the Cls supported yy iiCsfu were implemented hxv-
ing ӂ yxsiz methods xs the interfxze to the iiCsfu xpplizx-
tion: (x) put(), (y) get(), (z) getMaxInputSize(), xnd (d)
getAllowedFileFormats(). bn (x) xnd (y), the Cloud servize imple-
mentxtion should ye xyle to store xnd retrieve iles, respeztively, hxving x
Cloud servize zredentixl xs pxrxmeter. phile in (x) the method returns x
unique identiier to lozxte the ile within the szope of the Cloud servize
xzzount xssozixted with the speziied Cloud servize zredentixl, in (y) the
method expezts this unique identiied xs pxrxmeter to retrieve the zorrezt
ile. bn (z) the implementxtion speziies whxt is the mxximum ile size
thxt this Cloud servize zxn hxndle for exzh uploxd, xnd in (d) the Cloud
servize implementxtion returns the xllowed ile formxts to ye uploxded.
Bxsed on the xllowed ile formxts the iiCsfu xpplizxtion zxn zhezk whxt
xre the possiyle dxtx enzoders to ye used with exzh Cloud servize. he
following Cloud servizes xre supported yy the iiCsfu system prototype:
CSG Service: he ClG lervize is xn internxl storxge servize in the ClG
group xt thenniversity of rurizh. heCSGService implementxtion uploxds
x ile, without ile formxt restriztions, up to ӀҾfByte, xnd it returns x nke
with x rxndomly generxted identiier to fetzh the ile xgxin, without the
need of x Cloud servize zredentixl. Credentixls xre nezessxry to uploxd,
yut not to downloxd iles. he ClG lervize is zlxssiied xs x generiz Cloud
storxge servize.
Google GMail: Google Gfxil is xn emxil servize whizh xllows to store
dxtx within the emxil yody xnd emxil xtxzhments. GMailService imple-
mentxtion uses the struzture of xn emxil to store dxtx, thus yeing zlxssiied
xs x dxtx-speziiz Cloud storxge servize. bt zrextes xn emxil to ye sent to the
sxme Gfxil xzzount xssozixted with the speziied Cloud servize zreden-
tixl, storing the enzoded ile xs xn xtxzhment. he xtxzhment mxximum
ile size is ӀӃfByte, xnd the emxil yody is let ylxnk. bn order to identify in
whizh emxil the enzoded ile is lozxted, the GMailService implementxtion
ӄӁ
generxtes x rxndom nnbD in the emxil suyjezt. he GMailService imple-
mentxtion xzzepts xny formxt.
FacebookUpdate Status: Fxzeyook is xn hlg providing the stxtus up-
dxte xs x fexture. Fxzeyook users zxn write x text input whizh hxs x mxxi-
mum input size of ӄӁ,ӀҾӄ zhxrxzters yy todxy. he FacebookStatusUpdate6
Service implementxtionuses the stxtus updxte ield to store dxtx, thus, yeing
zlxssiied xs x dxtx-speziiz Cloud storxge servize. Every time thxt x stxtus
updxte is zrexted, theCloud servize generxtes x unique identiier xssozixted
with the stxtus updxted. herefore, dxtx represented xs text is the input,
while x nke generxted yy the Cloud servize thxt lozxtes the stxtus updxted
is the output. heCloud servize zredentixl used to updxte the stxtus is xlso
nezessxry to retrieve the stxtus updxte. FacebookStatusUpdate lervize only
xzzepts text xs input.
Google Picasa: Google iizxsx is xn imxge orgxnizer xnd viewer. Google
iizxsx xzzepts the uploxd of imxges with sizes up to ӀҾ fByte, despite of
the imxge resolution, thus, yeing zlxssiied xs dxtx-speziiz Cloud storxge
servize. he PicasaService implementxtion txkes xn imxge ile xs input, gen-
erxtes x rxndomnnbD whizh is xssozixted with the iizxsx imxge nxme xt-
triyute, xnd returns suzh x nnbD xs xn output. he nnbD is vxlid in the
szope of the Cloud servize zredentixl given to uploxd the imxge, therefore,
the used Cloud servize zredentixl to uploxd is xlso nezessxry to downloxd
the ile. Although the Google iizxsx servize xzzepts x wide rxnge of imxge
ile formxts, thePicasaService implementxtion prototype only xzzepts igG
xnd ciG formxts.
ImageShack: bmxgelhxzk is xn imxge orgxnizer xnd viewer. bt xzzepts the
uploxd of imxges with sizes up to Ӄ fByte, despite of the imxge resolu-
tion, thus, yeing zlxssiied xs dxtx-speziiz Cloud storxge servize. he Im6
ageShackService implementxtion txkes xn imxge ile xs input xnd returns x
nke with x rxndomly generxted identiier to fetzh the ile xgxin, without
the need of x Cloud servize zredentixl. A Cloud servize zredentixl is nezes-
sxry to uploxd, yut not to downloxd the ile. he ImageShackService imple-
ӄӂ
mentxtion prototype xzzepts igG xnd ciG iles, even though the Cloud
servize xzzepts x wider vxriety of imxge formxts.
SoundCloud: loundCloud is x servize plxtformwhizh xllows users to up-
loxd, orgxnize, xnd listen to xudio. bt xzzepts the uploxd of xudio iles, with-
out x mxximum ile size, yut with x free xzzount limiting to ӄҾ minutes of
xudio. loundCloud is zlxssiied xs yeing x dxtx-speziiz Cloud storxge ser-
vize. he SoundCloudService implementxtion txkes xn xudio ile xs xn in-
put xnd returns x nke with x rxndomly generxted identiier to fetzh the
ile xgxin. he Cloud servize zredentixl used to uploxd is xlso nezessxry to
downloxd the ile. he SoundCloudService implementxtion prototype only
xzzeptsfiӁ iles, even though the Cloud servize xzzepts generxlly x wider
vxriety of xudio formxts.
Ӂ.ҿҾ.Ӏ lЭвЯЮржЯн lпнЫпЯбх
hePiCsMu scheduler zomponent zhooses how to frxgment iles, whizh en-
zryption to use, whizh dxtx enzoder to selezt, xnd inxlly to whizh Cloud
servize to uploxd. Diferent Scheduler implementxtions mxy prioritize dif-
ferent xspezts, e.g., to lower numyer of ile pxrts, to lower numyer of used
Cloud servizes, or to higher the numyer of Cloud servizes. he Default6
Scheduler implementxtion uses x rxndom funztion to determine Cloud ser-
vizes xnd its zredentixls, dxtx enzoders, xnd enzryption strxtegies for exzh
ile pxrt.
he frxgmentxtion strxtegy followed yy the DefaultScheduler is to try to
put xs muzh dxtx within one ile pxrt, zonsidering the zhosen Cloud ser-
vize xnd dxtx enzoder. he steps performed yy the DefaultScheduler im-
plementxtion xre shown in Figure Ӂ.ҿҾ. First, step ҿ oytxins the ile size
from the ile to ye uploxded. ltep Ӏ retrieves the list of Cloud servizes’ zre-
dentixls provided yy the iiCsfu user, xlso zrexting x Frxgmentxtion ilxn
list. Exzh element of this list is x Frxgmentxtion ilxn oyjezt, whizh repre-
sents informxtion xyout how x pxrtizulxr frxgment should ye mxnipulxted
yy iiCsfu, e.g., the ile ofset where the frxgment dxtx stxrt, the frxgment
size, whizhdxtx enzoder thxtwill ye zonsidered for this pxrtizulxr frxgment,
whizh ile yxse the frxgment dxtx will ye injezted, whizh Cloud servize it
ӄӃ
will ye stored, xnd whizh Cloud servize’s zredentixl it will ye used. phile
the entire ile is not zonsidered for the frxgmentxtion plxnning (step Ӂ),
steps ӂ to ҿӁ xre exezuted.
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Figure 3.10: Flowchart of the PiCsMu scheduler implementation
he steps ӂ to ӆ rxndomly zhoose zredentixls, dxtx enzoders, xnd ile
yxses, xs well xs oytxining whxt is themxximum xmount of dxtx thxt zxn ye
injezted in x ile yxse using the zhosen dxtx enzoder. Bxsed on the informx-
tion from previous steps, step Ӈ sets x frxgment size. luzh frxgment size is
used to get xn estimxtion of whxt size the ile output will hxve if the zhosen
dxtx enzoder xnd ile yxse xre used (step ҿҾ). bf the estimxtion is yeyond
whxt the rxndomly zhosen Cloud servize zxn xzzept xs x ile size, then the
frxgment size should ye dezrexsed until the ile size restriztion is sxtisied
(loop in steps ҿҾ, ҿҿ, xnd ҿӀ). he zurrent implementxtion dezrexses the
frxgment size in ҿҾ Byte. phen the restriztion is sxtisied, x Frxgment ilxn
ӄӄ
oyjezt is zrexted zontxining xll the informxtion for the speziiz frxgment,
xnd it is inzluded in the Frxgment ilxn list (step ҿӁ). All these steps xre re-
pexted until there no dxtx portion let to ye zonsidered yy x Frxgmentxtion
ilxn entry. linze exzh of the Frxgmentxtion ilxn entries thxt zonstitutes
the Frxgmentxtion ilxn list xre struztures zxlzulxted yy the DefaultSched6
uler, the xztuxl frxgmentxtion should ye exezuted. hus, inxlly, step ҿӃ
stxrts the uploxd prozess of the originxl ile (zf. leztion Ӂ.Ӂ) providing the
Frxgmentxtion ilxn list xs input.
ӄӅ
ӄӆ
4
Data Validation in Cloud Services
TвЯ риЮЯнопЫиЮгиб on how Cloud servizes xzzept dxtx to ye storedin their servers is xn importxnt xspezt to theiiCsfu system. bt is nez-
essxry to ye xwxre if dxtx frxgments zxn ye stored in speziiz Cloud servizes
xnd in whizh ile formxt representxtion they must ye enzoded in order to
ye zomplixnt to dxtx vxlidxtion prozesses of Cloud servizes.
his zhxpter presents xn investigxtion of Cloud servizes’ dxtx vxlidxtion
prozesses, xlso zhezking if speziiz dxtx enzoders zxnye used in theiiCsfu
system. First, it diszusses why the understxnding of dxtx vxlidxtion pro-
zesses in Cloud servizes is importxnt. lezondly, the method deinition
used to perform suzh xnxlysis is presented. bn the end, the implementxtion
of severxl dxtx enzoders xre shown, xlso presenting the proof-of-zonzept
xrzhitezture xnd implementxtion used to perform the tests for the xnxlysis
of dxtx vxlidxtion of Cloud servizes.
he iiCsfu system uses the implementxtion of the dxtx enzoders pre-
sented in this zhxpter. hus, this zhxpter xlso evxluxtes on whizh extent
dxtx enzoders xre suitxyle to ye used in the iiCsfu system.
ӄӇ
ǌ.ǉ IŁńŃŇŉĵłķĹ Ńł błĸĹŇňŉĵłĸĽłĻ Dĵŉĵ cĵŀĽĸĵŉĽŃł Ńĺ
CŀŃŊĸ SĹŇŋĽķĹň
hedeinitions of generic xnd data6speciicCloud storxge servizes xremutu-
xlly exzlusive xnd the opposite of exzh other zonsidering the following xir-
mxtions: if x pool of dxtx-speziiz Cloud storxge servizes yezome homoge6
neous in how they store dxtx (e.g., sxme ile formxts or ile’s xtriyutes), then
suzh pool of Cloud storxge resourzes zxn ye zxlled generiz Cloud storxge
servizes; xnd, if x pool of generiz Cloud storxge servizes yezome heteroge6
neous (i.e., diferent ile formxts or ile’s xtriyutes), then suzh pool of Cloud
storxge resourzes zxn ye zxlled dxtx-speziiz Cloud storxge servizes.
Dxtx-speziiz Cloud servizes, usuxlly represented xs lxxl xpplizxtions,
verify whether dxtx zxn ye xzzepted or not yy employing x set of rules fol-
lowing x prozess. his prozess, whizh is zxlled data validation, should ye
zonsideredyydevelopers of dxtx enzoders. Dependingonhow thedxtx vxl-
idxtion is performed, dxtx enzoders should hxve zhxrxzteristizs to ye xyle to
generxte iles zompxtiyle to its dxtx vxlidxtion rules. herefore, dxtx vxlidx-
tion of Cloud servizes should ye understood – tezhnizxlly xnd impxzt-wise
– in order to evxluxte if the use of dxtx enzoders is fexsiyle to homogenize
x pool of dxtx-speziiz Cloud servizes xnd, zonsequently, xggregxte them xs
one single storxge entity.
nnderstxndingdxtx vxlidxtionprozesses is not only importxnt forCloud
storxge servizes overlxys suzh xs iiCsfu, yut xlso forCloud servizes them-
selves. A deep investigxtion on how dxtx vxlidxtion rules yehxve with sev-
erxl dxtx formxts xnd diferent dxtx enzoding mezhxnisms give Cloud ser-
vizes the opportunity to enhxnze their dxtx vxlidxtion prozesses to mini-
mize negxtive impxzts.
ǌ.Ǌ MĹŉļŃĸŃŀŃĻy
hemethodology employed to xnxlyze Cloud providers’ dxtx vxlidxtion is
yxsed on tests zxrried out on selezted puyliz Cloud servizes – the seleztion
zriterix is deszriyed in leztion ӄ.ҿ.ҿ. he tests xre zlxssiied xs explorxtory
testing, whizh is deined yy sӆu xs “simultxneous lexrning, test design, xnd
ӅҾ
test exezution”. his mexns thxt the tester xztively zontrols the design of
test zxses xnd its exezution, using the gxined informxtion to design new
xnd yeter tests. go resexrzh ever direzted test zxses toCloud servizes’ dxtx
vxlidxtion prozess yefore sӆҿu. herefore, the seleztion of Cloud servizes,
the designed test zxses, xnd the implemented dxtx enzoders do not follow
xny previous results.
ӂ.Ӏ.ҿ mЯоп hЬдЯЭпгсЯо
he tests presented in this seztion evxluxte if the dxtx vxlidxtion prozess
zxn ye yypxssed using speziiz tezhniques in order to injezt xryitrxry dxtx
intoCloud servizes’ servers. he tests oyjeztives xre direzted to two impxzt
dimensions:
ҿ. Security: Evxluxte if x ile zxn zxrry dxtx (dxtx insidedxtx)whizh the
Cloud servize is not xwxre of, sinze the dxtx vxlidxtion prozess xnd
zontent iltering system zxnnot detezt it. E.g., enzode x iDF inside
xn imxge ile, whizh is x ile formxt thxt is xzzepted yy the Cloud
servize. hus, the iDF zontent zxnnot ye seen yy the servize itself,
whizh mxy zontxin, non-xuthorized informxtion.
Ӏ. Accounting and Charging: Evxluxte if x ile enzoded in diferent
wxys, xnd suzzessfully uploxded to x Cloud servize, zxn impxzt on
how the Cloud provider xzzounts zonsumed resourzes xnd zhxrges
users. bn this zxse, the goxl is to zhezk if x ile zxn negxtively or pos-
itively inluenze the xmount of resourzes the user zonsumed – xlso
oyserving if the Cloud provider is xwxre of suzh zonsumption. E.g.,
enzode x iDF inside xn fiӁ ile, mxking the fiӁ ile very yig yut
justwith ҿҾ sezonds of xudio. bn this exxmple, the userwould yeneit
of storing xn xmount of dxtx thxt is not zompxtiyle to ҿҾ sezonds of
xudio (even though the fiӁ is enzoded using the yest quxlity) xnd
therefore txking xdvxntxge of storing dxtx in Cloud servizes’ servers.
Considering thxt the user zxn store ҿӀҾminutes of xudio in x free xz-
zount, then it zould ye possiyle to dezeive the xzzounting/zhxrging
Ӆҿ
system in order to host mxny xudio iles of ҿҾ sezonds – yut storing
x huge quxntity of dxtx.
ӂ.Ӏ.Ӏ mЯопfЯпвйЮ
he employed test method emulxtes users pushing xnd retrieving dxtx of x
lxxl xpplizxtion. Ater the dxtx is pushed to the xpplizxtion, this method
xssumes thxt dxtx lows direztly through the dxtx vxlidxtion prozess. bf the
dxtx gets vxlidxted yy vxlidxtion rules, it is xzzepted, persisted, xnd the lxxl
mxkes it xvxilxyle for retrievxl sӆҿu. he rexson to xlso retrieve the zon-
tent is due to the nezessity of zhezking if the dxtx zonstruzted (through the
mexns of enzoders, where it will ye diszussed in leztion ӂ.Ӂ) wxs mxin-
txined or modiied.
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Figure 4.1: Test methodology steps
he methodology to test dxtx vxlidxtion in Cloud servizes is yxsed on
the following Ӆ steps (zf. Figure ӂ.ҿ):
Step ǉ. For x pxrtizulxr Cloud lervize, zhezk whxt xre the restriztions to
push dxtx to the xpplizxtion. bf no restriztions xre present, the dxtx vxlidx-
tion prozess will not ye invoked. herefore, the tests should zonsider en-
zoderswhizhmxy explore xzzounting xnd/or zhxrging impxzts. E.g., Drop-
yox xllows its users to push xnything to their xzzount, limiting only the totxl
spxze used.
ӅӀ
Step Ǌ. Bxsed on the restriztions, zonstruzt the dxtx to ye pushed in x pxr-
tizulxr mxnner using enzoders (zf. leztion ӂ.Ӂ). he dxtx should ye en-
zoded in order to xnswer the resexrzh questions fromleztion ҿ.Ӏ xnd yxsed
on the dxtx restriztions oyserved in ltep ҿ. his prozess is key for the tests,
sinze enzoders zxn explore detxiled fxztors in the dxtx vxlidxtion prozess.
Step ǋ. iush the dxtx to the lxxl xpplizxtion. he dxtx should ye pushed
following the Cloud servize’s Aib.
Step ǌ. Chezk if the dxtx wxs suzzessfully pushed (xzzepted) xnd yezxme
xvxilxyle to ye retrieved. bf the dxtx wxs not xzzepted, the dxtx vxlidxtion
prozess possiyly detezted x rule violxtion. herefore, the Cloud servize is
not suszeptiyle to the employed enzoder zonstruzting the dxtx (unsuzzess-
ful test result). gote thxt in ylxzkyox testing it is impossiyle to oyserve the
exxzt rexsons for the denixl. bf the dxtx wxs xzzepted, the dxtx vxlidxtion
prozess is suszeptiyle to the employed dxtx enzoder.
Step Ǎ. bn zxse of x suzzessful push, retrieve the dxtx thxt wxs pushed in
the previous step.
Step ǎ. Bxsed on the retrieved dxtx: if the dxtx ismodiied from its originxl
enzoding (prior to the step Ӂ) the dxtx vxlidxtion prozess hxs x mezhxnism
to reorgxnize the dxtx preventing thxtmxlizious users injezt dxtx to retrieve
it in the originxl formxt. herefore, the dxtx vxlidxtion prozess is not sus-
zeptiyle to the employed enzoder – yeing impossiyle to re-zonstruzt the
originxl dxtx xgxin. bf the retrieved dxtx remxined the sxme zompxred to
the step yefore enzoding, the test zxse is zonsidered suzzessful. foreover,
if theCloud servizewrongfully xzzounted zonsumed resourzes – xzzording
to whxt the Cloud servize xzzounts xnd zhxrges for – its dxtx vxlidxtor led
the xzzounting system to wrong vxlues.
lteps ҿ, Ӂ xnd Ӄ xre servize-speziiz xnd therefore require x pxrtizulxr
efort for exzh testedCloud servize, i.e., mxnuxlly xnxlyzemermsof lervizes
zontrxzts xnd uploxd/downloxd dxtx using xn speziiz Aib.
ӅӁ
ǌ.ǋ DĵŉĵEłķŃĸĹŇňĵłĸPŇŃŃĺ-Ńĺ-CŃłķĹńŉ IŁńŀĹŁĹłŉĵŉĽŃł
Dxtx Enzoders (or encoders) xre sotwxre implementxtions thxt zonstruzt
iles (dxtx) in x pxrtizulxr mxnner to test Cloud servizes’ dxtx vxlidx-
tion. Enzoders implemented in the szope of this thesis xre divided into
three groups: ltegxnogrxphy-relxted (leztion ӂ.Ӂ.ҿ), FileFormxtaexder-
relxted (leztion ӂ.Ӂ.Ӏ), xnd Appending-relxted (leztion ӂ.Ӂ.Ӂ). he en-
zoder groups xre deined yy this thesis xnd they xre used to yoth sort sim-
ilxr tezhniques, xs well xs to express the level of di zulty to enzode xnd
detezt iles thxt were enzoded yy suzh methods. fore speziizxlly, the en-
zoder groups represent extremes of x trxde-of yetween zomputxtionxl ef-
fort to enzode xnd detezt sӆҿu: enzoders pxrt of the ltegxnogrxphy-relxted
group xre more di zult to ye enzoded xnd detezted thxn enzoders of the
FileFormxtaexder- or Appending-relxted group. foreover, the enzoder
groups xre used to express x generxlizxtion of dxtx enzoders to other ile
formxts, yut using the sxme tezhnique. For exxmple, it is possiyle to use
FileFormxtaexder-relxted enzoders with xny ile formxt thxt hxs hexder
ields.
he enzoders designed xnd implemented in this thesis xre not xn ex-
tensive list of whxt is possiyle to explore in Cloud servizes’ dxtx vxlidxtion
tests. bt just serves xs x demonstrxtive sxmple of whxt zould ye developed
from three distinzt enzoding groups. Exzh of the implemented enzoders
zxn present pxrxmeters, e.g., to vxry the xmount of dxtx, or to injezt dxtx in
diferent hexders.
ӂ.Ӂ.ҿ lпЯбЫийбнЫквх-нЯжЫпЯЮ EиЭйЮЯно
ltegxnogrxphy-relxted enzoders use the stegxnogrxphy tezhnique, where
messxges (or, in this zxse, dxtx) xre hidden in x wxy thxt intends to turn
them imperzeptiyle xpxrt from the sender xnd rezipient. ltegxnogrxphy is
x yroxd topiz of resexrzh sӃӇusӂҿu xnddepending onhow it is xpplied it zxn
yring x high zomplexity to ye detezted. bn this thesis, the term stegxnog-
rxphy is xpplied when dxtx is injezted in ile’s zontent dxtx (e.g., slightly
Ӆӂ
modifying kGB yits in imxges, xndpAo yits in xudio iles) thxt is still not
perzeivxyle yy humxns sӄӂu.
he following ltegxnogrxphy-relxted enzoders were developed sӆҿu:
JPG&PNG Steganography Encoder (JPG-PNG-Stega): he purpose
of this enzoder is to injezt dxtx (hiding it) in ciG xnd igG iles. bt txkes x
File Format Sample ( ciGorigG)xnd, for exzhpixel, it injezts Ӂ yits of dxtx
in the elBs (eexst ligniizxnt Bit). here xre more sophistizxted imxge
stegxnogrxphy methods xlrexdy widely diszussed sӄӂu. aowever, the use
of this enzoder shows thxt evenyxsizmethods of ciGxndigGstegxnogrx-
phy xre possiyle in lxxl xpplizxtions, xnd the exploitxtion of suzh method
mxy yring impxzts (zf. leztion ӄ.ҿ.ӂ xnd ӄ.ҿ.Ӄ).
WAV Steganography Encoder (WAV-Stega): bnjezting dxtx in pAo
zhunk sxmples sҿҿӄu is very similxr zompxred to how it is injezted in
imxge pixels (xs in JPG6PNG6Stega). Bxsed on the pAo ile formxt sҿҾӄu,
this enzoder zhezks how mxny data samples (xudio sxmples) there xre
inside the dxtx subchunk. For exzh sxmple (thxt zxn ye zomposed of X
Byte, depending on whxt is dezlxred in BlockAlign ield), the WAV6Stega
enzoder injezts dxtx in the ӂ elBs of the sxmple.
Text Steganography Encoder (TXT-Stega): he purpose of this en-
zoder is to hide dxtx in x text formxt, using ltegxnogrxphy. An English
diztionxry wxs used to support the TXT6Stega, not requiring x File Format
Sample. Bxsed on x sequenze of yytes (dxtx thxt should ye hidden), the en-
zoder generxtes x text output with English words. For testing purposes, the
enzoder hxs x pre-deined mxpping txyle with word sets thxt zorresponds
to hexxdezimxl yytes. linze it is x yidireztionxl funztion, it is xlso possiyle
to reverse xnd get the originxl input (dezoding). Also, this enzoder zxn ye
xdjusted to generxte xn output of x mxximum given numyer of yytes (i.e.,
x mxximum numyer of zhxrxzters).
hese three stegxnogrxphy-relxted enzoders were zhosen sinze exzh
dexlswith diferent types ofmedix, i.e., imxges, xudio, xnd text. hther types
of medix zould ye zhosen, yut those xre x representxtive seleztion of ile
types thxt xre most uploxded in the bnternet nowxdxys sӄӄu.
ӅӃ
ӂ.Ӂ.Ӏ FгжЯ FйнзЫп aЯЫЮЯн-нЯжЫпЯЮ EиЭйЮЯно
he FileFormxtaexder-relxted enzoders use speziiz methods depending
on the ile formxt. he ile formxt hexder (or xny kind of orgxnizxtionxl
dxtx) is explored to generxte inzonsistenzies or to injezt x high quxntity of
dxtx. his enzoder group is zlxssiied with xmedium deteztion zomplexity,
sinze the ields zxn ye veriied iterxting throughout the ile (zonsidering x
stxndxrdized ile formxt).
he following FileFormxtaexder-relxted enzoders were developed
sӆҿu:
IDǋvǊ Tag Encoder (ID3-Tag): his enzoder injezts dxtx using optionxl
hexders of xn xudio ile formxt. he IDԍ6Tag uses the bDӁ version Ӏ metx-
dxtx zontxiner sӇӁu to injezt dxtx in some ields relxted to the xudio ile,
e.g., title, xrtist, xlyum, trxzk numyer, xmong others. he stxndxrd spez-
iies x metxdxtx txg size up to ӀӃӄ fByte. hus, this enzoder uses x File
Format Sample up to ҿҾ sezonds of xudio ile xnd yuilds x XfByte bDӁvӀ
txg within the ile. All bDӁvӀ ields xre used yy the enzoder. As x pxrxme-
ter, it is possiyle to spezify the xmount of dxtx to ye injezted in the bDӁvӀ
ields.
gote thxt this enzoder hxs the goxl to exploit the lxzk of yxlxnze vxlidxtion
yetween the xudiodurxtion, xudioquxlity, xndile size. E.g., xfiӁorpAo
ile with ҿҾ sezonds xnd ӀӃӄ+fByte zxnnot ye zonsidered zoherent, even
if generxted with the yest xudio quxlity.
JPGMarker Encoder (JPG-Marker): his enzoder txkes xdvxntxge of
xdditionxl ciG stxndxrdized mxrkers to injezt dxtx inside xn imxge ile. bn
the ciG stxndxrd sҿҿӁu is deszriyed thxt themxrker “Aiin” is xpplizxtion-
speziiz, xllowing vendors to store metxdxtx. he mxrker is represented yy
the hexxdezimxl “FFEn” (Ӏ Byte), where “n” zxn vxry from “Ӏ” to “F” (hex-
xdezimxl). herefore, it is possiyle to hxve ҿӂ xpplizxtion-speziiz mxrkers
in one ciGile. he “Aii₀” xnd “Aii₁” xre reserved to cFbF xndEXbF stxn-
dxrds, respeztively. Exzh xpplizxtion-speziizmxrker hxs Ӏ Byte to store the
dxtx length. For this rexson, it is possiyle to hxve ӄӃ,ӃӁӃ Byte of dxtx given
the dxtx length representxtion ield. foreover, there is x mxrker for tex-
Ӆӄ
tuxl zomments entitled “Chff”. his mxrker is represented yy the hex-
xdezimxl “FF FE” xnd zxn zxrry the sxme xmount of dxtx xs xn “Aii” (the
mxrker dxtx length representxtion is xlso Ӏ Byte).
he JPG6Marker enzoder injezts dxtx in these ҿӂ xpplizxtion-speziizmxrk-
ers, plus injezting the mxximum xmount of dxtx in the EXbF mxrker
(“Aii₁”). bt xlso zrextes one to mxny “Chff” mxrkers with dxtx xsso-
zixted to it. he cFbF is let untouzhed, sinze the mxjority of ciG vxlidx-
tors fully rexd it. A ciG ile zonstruzted yy this enzoder zontxins, xt lexst,
ҿ,Ҿӂӆ,ӃӄҾ Byte, hxving ӇӆӁ,ҾӀӃ Byte of the “Aii₁..₁₅” xnd xt lexst ӄӃ,ӃӁӃ
Byte of one “Chff” mxrker. As x pxrxmeter, it is possiyle to xdd more
“Chff”mxrkers for testing purposes.
PNGAncillary Chunks Encoder (PNG-Chunks): he PNG6Chunks
enzoder injezts dxtx in non-mxndxtory igG hexder ields. A zhunk is
zompxrxyle to the ciG mxrker: it is x dxtx struzture expressed xter the
igG hexder sҿӀӆu thxt zonveys zertxin informxtion xyout the imxge.
he zhunk zonsists of four pxrts: length (ӂ Byte), zhunk type/nxme (ӂ
Byte), zhunk dxtx (length in yytes), xnd CkC (Cyzliz kedundxnzy Code,
ӂ Byte).
bn order to store dxtx, this enzoder uses the zhunks entitled “imXt” xnd
“tEXt”. Azzording to the stxndxrd yoth zhunks store text, with one
nxme/vxlue pxir for exzh – yeing possiyle to hxve multiple “tEXt” in the
sxme igG ile. bn fxzt, the dxtx representxtion does not mxter sinze the
injezted dxtx in these zhunks is not displxyed.
Due to the ӂ Byte length representxtion, the implemented enzoder is xyle
to injezt ӂ GByte of dxtx in exzh speziied zhunk. herefore, xs enzoder
pxrxmeters, it is possiyle to spezify how muzh dxtx will ye injezted, xnd in
whizh nxme/vxlue pxirs (it zxn present multiple pxirs, if needed).
Email Encoder (Email-Enc): he Email6Enc enzoder wxs implemented
to explore the injeztion of dxtxwithin the emxil yody xnd xtxzhments. he
implementxtion is trivixl, sinze it is xn enhxnzed bfAi (bnternet fessxge
Azzess irotozol) emxil zlient. he enhxnzed pxrt thxt difers from x sim-
ple emxil zlient is twofold. First, it txkes dxtx xnd trxnsforms in x textuxl
ӅӅ
representxtion to inzlude in the emxil yody (using nmF-ӆ). lezond, it xlso
txkes dxtx xnd put xs xn emxil xtxzhment. he Email6Enc hxs two pxrxm-
eters: the xmount of dxtx injezted in xn emxil yody xnd in the xtxzhment
pxrt.
hese four FileFormxtaexder-relxted enzoders were zhosen sinze exzh
dexls with diferent types of stxndxrds, with diferent types of medix, i.e.,
imxges, emxil, xnd xudio. hther types of stxndxrds or types of medix zould
ye zhosen, yut those stxndxrds xre widely used to uploxd imxges, xudio,
xnd send emxils in the bnternet sӄӄu.
ӂ.Ӂ.Ӂ AккЯиЮгиб-нЯжЫпЯЮ EиЭйЮЯно
he Appending-relxted enzoder group xppends dxtx in the end of the ile
in order to evxluxte if Cloud servizes’ dxtx vxlidxtion prozesses zhezk end-
of-ile mxrkers. his group is zlxssiied with x low deteztion zomplexity
sinze the ile size zxn ye zxlzulxted, xnd end of ile mxrkers xre deined in
stxndxrds.
he following Appending-relxted enzoder wxs developed:
Appender Encoder (Append-Enc): he Append6Enc txkes x File Format
Sample xs input xnd xppends dxtx xter its zontent dxtx. linze some ile
formxts do not hxve xn explizit end-of-ile mxrker (e.g., fiӁ), it wxs zre-
xted x speziizmxrker to sepxrxte the File Format Sample zontent dxtx to the
xppended dxtx. he mxrker is the sequenze of yytes “FF FF Ҿҿ FF ҾӀ FF
ҾӁ FF Ҿӂ” (hexxdezimxl). he xmount of dxtx to ye xppended is zonig-
urxyle through x pxrxmeter. By defxult, the Append6Enc xppends the sxme
xmount of dxtx xs zontxined in the File Format Sample. E.g., if x ciG ile hxs
ӁҾҾ kByte, the enzoder xppends more ӁҾҾ kByte of dxtx, resulting in x ile
of ӄҾҾ kByte. Bxsed on the xppendermxrker, the dezoder is xyle to retrieve
the xppended dxtx.
Although there xre diferent mxnners on how to xppend dxtx, e.g., xp-
pending yefore the end of x ile or within x speziiz hexder, the Append-Enz
wxs designed xs x generiz enzoder to xppend dxtx without modifying the
originxl zontent of suzh ile.
Ӆӆ
ӂ.Ӂ.ӂ iнййа-йа-CйиЭЯкп bзкжЯзЯипЫпгйи пй mЯоп CжйрЮ lЯн-
сгЭЯ’о DЫпЫ oЫжгЮЫпгйи
bn order to evxluxte the methodology xnd dxtx enzoders presented in this
zhxpter, x proof-of-zonzept system wxs implemented sӆҿu. luzh system
implementxtion supports the exezution of test zxses yxsed on the method-
ology deszriyed in leztion ӂ.Ӏ. he zomponents of the proof-of-zonzept
system xre pxrt of the iiCsfu system, exzept the Test Case Implementation
whizh wxs done speziizxlly to perform the tests relxted to dxtx vxlidxtion
in Cloud servizes.
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Figure 4.2: Proof-of-Concept system implementation to support the
execution of test cases
Figure ӂ.Ӏ depizts the xrzhitezture of suzh proof-of-zonzept system to
perform the tests for evxluxtion purposes of Cloud servizes’ dxtx vxlidx-
tion. he mxin zomponent is the Test Case Implementation, where the test
xutomxtion is done. bt hxs the responsiyility to prepxre x ile, push/retrieve
to/from the lxxl xpplizxtion, xnd zhezk if whxt wxs pushed is identizxl to
whxt wxs retrieved. he Base File Format Provider hxs the responsiyility to
provide ile sxmples to the Test Case Implementation. E.g., if oyserved thxt
x zertxin lxxl xpplizxtion only xzzepts ciG imxges (leztion ӂ.Ӏ.Ӏ, ltep ҿ),
then the Test Case Implementation requests to the Base File Format Provider
ӅӇ
x ciG ile sxmple. he Base File Format Provider selezts x pre-deined ile
out of the speziiz requested type. he Test Case Implementation interxzts
with Encoders yxsed on the File Format Sample. he Encoders Interface hxs
two methods: encode xnd decode. he encode txkes xs input the File Format
Sample sinze it needs x stxrting point to enzode dxtx zonsidering x ile for-
mxt. he File Format Sample is not x striztly mxndxtory input pxrxmeter,
xs it depends on the test zxse. he output is x ile thxt in terms of struz-
ture is very similxr to the File Format Sample. aowever, depending on the
Encoder Implementation, the ile’s orgxnizxtionxl xnd zontent dxtx might ye
modiied to explore x zertxin frxgility in the dxtx vxlidxtion prozess.
he Test Case Implementation xlso interxzts with the Cloud Service Inter6
face. his sotwxre zomponent is servize-speziiz, xnd is implemented zon-
sidering zhosen Cloud servizes to perform the test zxses. For exzh Cloud
servize, x cxvx liyrxry thxt implements push xnd retrieve of dxtx wxs used.
hus, the Test Case Implementation delegxte the responsiyility to push or
retrieve the iles to speziiz liyrxries thxt direztly interxzt to Cloud servizes.
ӆҾ
5
Recommendations based on Interactivity
and Geographical Closeness
Tвго ЭвЫкпЯн кнЯоЯипо clozixleiy, x liyrxry thxt supports lozixl kez-ommendxtion lystems (lkl) in the txsk of generxting rezommendx-
tions, yy providing two methods: interxztivity- xnd lozxtion-yxsed meth-
ods. Both methods xre yxsed on monitoring xnd zollezting dxtx from ex-
isting hlgs xnd provide results to lkls thxt use them. his thesis fozuses
on two rexsons for providing x tool to support x lkl in iiCsfu: (ҿ) to
expxnd the user yxse of the xpplizxtion – i.e., xtrxzting more users to use
iiCsfu, xnd (Ӏ) to enhxnze user’s experienze yy rezommending, e.g., to
shxre zontent to speziiz iiCsfu friends thxt might ye interested.
linze the iiCsfu lkl is not implemented in the zontext of this thesis,
this zhxpter illustrxtes two use zxses on how iiCsfu lkl zould use clo-
zixleiy xnd generxte rezommendxtions yxsed on its method’s result. Both
use zxses txrgets the expxnsion of the iiCsfu user yxse. foreover, de-
ӆҿ
sign xnd implementxtion detxils xre shown in this zhxpter, where the Aib
is presented, xnd zhxllenges relxted to hlg Aib’s rxte limits xre diszussed.
Ǎ.ǉ RĹķŃŁŁĹłĸĵŉĽŃł SyňŉĹŁ AŇķļĽŉĹķŉŊŇĹ
bn generxl terms, clozixleiy zxn ye used yy xpplizxtions’ lkl to mexsure
hlg interxztivity xnd geogrxphizxl zloseness of users thxt xssozixted their
hlg identities to the given xpplizxtion sӂҾu. lpeziizxlly, clozixleiy its
into the iiCsfu xpplizxtion xrzhitezture with the integrxtion of one or
more existing hlgs, xs shown in Figure Ӄ.ҿ. Due to the integrxtion of
iiCsfu xnd existing hlgs, iiCsfu users might xssozixte their iiCsfu
identity to their existing hlg identities. iiCsfu users xre xyle to perform
suzh xssozixtion of identities through the front-end of the iiCsfu xpplizx-
tion whizh, e.g., zxn ye x Grxphizxl nser bnterfxze (Gnb).hus, clozixleiy
is xyle to monitor xnd zollezt dxtx yy fetzhing direztly fromhlgs, xnxlyz-
ing it, xnd providing results to the iiCsfu lkl.
he clozixleiy zomponent, presented with stripe pxterns shown in
Figure Ӄ.ҿ, is designed, implemented, xnd evxluxted in this thesis. he
lkl, lozixl Core, xnd Front-End zomponents interxzts to clozixleiy yut
they xre not designed nor implemented in the zontext of this thesis, just
serving xs supporting zomponents to show the integrxtion fexsiyility with
iiCsfu. he iiCsfu xpplizxtion zore zomponent is where the ile uploxd
xnd downloxd prozesses xre implemented, xnd where xll xztions exposed
to iiCsfu users xre triggered – e.g., shxre x ile or follow x iiCsfu user.
Further zomponent relxtions xre omited in Figure Ӄ.ҿ, suzh xs, e.g., the re-
lxtion yetween the iiCsfu xpplizxtion zore xnd iiCsfu bdi, where the
informxtion xyout the iiCsfuhlg is kept.
helozixlCore zomponent is responsiyle to interxzt direztlywithhlgs
for, e.g., shxre xpplizxtion-speziiz zontent, xnd for xuthentizxtion xnd xu-
thorizxtion. he xssozixtion of iiCsfu xpplizxtion (if-App) xnd hlg
users’ identities is done yy the lozixlCore zomponent. First, iiCsfuusers
spezify in whizh hlg they hxve xn hlg user xzzount. lezond, the lozixl
Core xsks permission of iiCsfu users’ to xllow the if-App to direztly in-
terxzt with the hlg. fost hlgs use hAuth sӇӃu for xuthentizxtion xnd
ӆӀ
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Figure 5.1: JSocialLib system architecture and interactions to PiCsMu
application components
xuthorizxtion of third-pxrty xpplizxtions. bt is importxnt to note thxt yoth
the lozixl Core xnd if-App Core zomponents, whizh holds the iiCsfu
logiz, hxve to ye xwxre of clozixleiy permissions’ requirements to xzzess
hlg dxtx. luzh permissions zxn ye oytxined from the clozixleiy. E.g.,
Fxzeyook requires x diferent set of permissions to xzzess privxte messxges,
puyliz posts, or to rexdhlguser’s xtriyutes. hnzehlgusers xzzept suzh
permissions, the hlg generxtes xn xuthentizxtion xnd xuthorizxtion to-
ken. hese tokens xre kept xnd mxnxged yy the lozixl Core zomponent.
he if-App zxlls the lkl, whizh in turn xnxlyzes hlg dxtx from the
hlg user to infer whxt xnd to whom rezommend to. he clozixleiy sup-
ports lkls in order to reduze the implementxtion zomplexity yy providing
informxtion xyout hlg user’s interxztion xnd geogrxphizxl zloseness. he
lkl zomponent zxlls methods provided yy the clozixleiy spezifying the
hlg user, the xuthorizxtion xnd xuthentizxtion token, xnd the time frxme
thxt interxztivity xnd geogrxphiz zloseness should ye oyserved in.
ӆӁ
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his seztion irst presents x zommonmodel sӅӄu whizh clozixleiy relies to
store informxtion (leztion Ӄ.Ӏ.ҿ). he designed zommon model presents
xtriyutes whizh xre present in most well-known existing hlgs nowxdxys.
lezondly, leztion Ӄ.Ӏ.Ӏ detxils the methods to mexsure sozixl dxtx, suzh xs
the numyer of privxte messxges exzhxnged of puyliz posts, yeing yxsed on
the informxtion xvxilxyle in the zommon model.
Ӄ.Ӏ.ҿ CйззйиfйЮЯж
hlgs xre heterogeneous xnd show diferent zonzepts xnd sozixl xtriyutes.
mxyle Ӄ.ҿ provides x summxry of three lxrgehlgs (Fxzeyook, mwiter, xnd
Google+) showing the supported sozixl xtriyutes inherent to the hlg
user (“Yes” xnd “go” for support xnd not supported, respeztively). Exzh
hlg hxs x set of zonzepts thxt difer fundxmentxlly, e.g., Fxzeyook’s “like”
xnd einkedbn’s “endorsing skills” thxt xre not present in most hlgs. hese
diferenzes turn the prozesses of zollezting, monitoring, xnd inferring in-
formxtion fromhlg dxtx into zhxllenging txsks.
herefore, clozixleiy relies on x zommon model – enzxpsulxting difer-
ent zonzepts xnd diferent sozixl xtriyutes – to support the dxtx zollezted
from hlgs. luzh zommon model hxs the zhxrxzteristiz to ye lexiyle xnd
extensiyle to xdxpt new zonzepts fromdiferenthlgs over time. An exxm-
ple of xn hlg zommon model is the lozixl Dxtx lpeziizxtion relexsed yy
thehpenlozixl projezt sӇӅu, whizh speziies high-level entities to deszriye
sozixl signxls xnd sozixl informxtion. Bxsed on the lozixl Dxtx lpeziizx-
tion, Figure Ӄ.Ӏ depizts the zommon model developed here xnd used yy
clozixleiy.
he OSNIdentity is xn xystrxzt zlxss representing users within xn hlg,
i.e., hlg users (zonzrete OSNUser zlxss). OSNRelationType deines the
type of x relxtion in xn hlg (OSNRelation zlxss). E.g., xn hlg user zxn
followor ye suyszriyed to xnotherhlguser (e.g., xs inmwiter). he “yidi-
reztionxl” hlg relxtion type mexns thxt xn hlg user must xzknowledge
the relxtionship from xnother hlg user (e.g., xs in Fxzeyook). OSNLo6
ӆӂ
Table 5.1: Comparison of user attributes from diferent OSNs
OSNUser’s Atributes OSNs
Facebook Twiter Google+
Age Yes go Yes
Birthdxy Yes go Yes
Current lozxtion Yes go Yes
Emxil xddress Yes go Yes
First/exst gxme Yes Yes Yes
Full gxme Yes Yes Yes
Gender Yes go Yes
aometown Yes go go
nnique bdentiier Yes Yes Yes
exnguxges Yes Yes Yes
mimezone Yes Yes go
nsernxme Yes Yes Yes
Friendship/Follow
kequest ltxtus go Yes go
cation represents x geogrxphiz lozxtion, hxving x nxme or lxtitude xnd lon-
gitude zoordinxtes. luzh zoordinxtes xre not xlwxys present in OSNLo6
cation instxnzes, sinze it depends on the hlg implementxtion: lozxtions
within hlg user xtriyutes, i.e., currentLocation xnd hometown, usuxlly xre
expressed only with x unique identiier xnd x nxme (e.g., xs in Fxzeyook).
OSNContent represents xll hlg zontent or hlg dxtx hlg users generxte
– rxnging, e.g., from puyliz posts or privxte messxges to piztures or zom-
ments. OSNContent zxn ye xssozixted to otherOSNContent zlxsses to sup-
port x zhxin of zontent.
ӆӃ
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Figure 5.2: JSocialLib common model
Ӄ.Ӏ.Ӏ fЯпвйЮо пй lрккйнп lйЭгЫж kЯЭйззЯиЮЫпгйи lхопЯзо
he methods presented in this seztion xre yxsed on x set of input pxrxme-
ters whizh xre found (or zxn ye zxlzulxted) from xtriyutes of the zommon
model. he given output is x rxnking zonstituted of szores. he methods
mexsure interxztivity xnd geogrxphizxl zloseness fromhlgs, presented on
leztion Ӄ.Ӏ.Ӏ.ҿ xnd Ӄ.Ӏ.Ӏ.Ӏ, respeztively.
here xre other methods thxt zould xlso ye developed sӂҾu, fozusing on
diferent hlg dxtx. For exxmple, re-shxring of zontent zould ye mexsured
xnd quxntiied in x szore, providing x rxnking of hlg friends thxt most re-
shxres puyliz posts from x speziizhlguser. Another exxmple is xmethod
thxt zompiles x rxnking of hlg friends thxt most xzzept event invitxtions
ӆӄ
from x hlg user. bt is not possiyle to xirm thxt x zomyinxtion of severxl
diferent method results would lexd to produze yeter rezommendxtions.
A zomplete evxluxtion to oyserve if users would xzzept suzh rezommen-
dxtions yxsed on method X, Y, or r hxs to ye mxde. But, these exxmples,
together with the interxztion- xnd lozxtion-yxsed methods, zould provide
more sourzes of input for lkl’s xlgorithms, resulting of more rezommen-
dxtions possiyilities. E.g., instexd of fozusing to expxnd the iiCsfu user
yxse yy rezommending hlg friends to join the iiCsfu system (using the
interxztivity-yxsed method), the iiCsfu lkl zould fozus on user experi-
enze enhxnzements yy rezommending to shxre iles with hlg friends thxt
usuxlly re-shxres, whizh mxy mexn thxt suzh friend likes whxt x iiCsfu
user shxres.
his thesis hxs zhosen todevelopmethods thxtmexsure interxztivity xnd
geogrxphizxl lozxtion due to two rexsons. he irst is due to the high relez-
tion thxt sozixl interxztivity hxs in rexl life: sҿӁҿu zonzluded thxt sozixl-
yxsed xpplizxtions should ye designed with interxztions grxphs in mind, of
diferent types of hlg interxztion types, sinze they relezt rexl user xztiv-
ity in x higher degree rxther thxn sozixl linkxge xlone, i.e., sole hlg friend-
ship relxtions. hus, yxsed on this study, this thesis xssume the higher in-
terxztion hlg users hxve, higher the proyxyility thxt hlg users hxve x
rexl friendship relxtion, xnd zonsequently, higher the zhxnzes thxt x rez-
ommendxtion would ye xzzepted due to proximity xnd possiyly trust. he
sezond rexson lies on the zomyinxtion of interxztivity xnd how geogrxph-
izxlly zlose hlg users xre to exzh other. sӄӁu shows thxt geogrxphiz dis-
txnze strongly xfezts howhlg friendships xre zrexted, xnd spxtixl proxim-
ity plxys x negligiyle role on user interxztions – depending on whxt they in-
terxzt xnd the plxtform used. herefore, yxsed on these xssumptions from
previous work, lkls zxn zomyine yoth interxztion- xnd lozxtion-yxsed
method results to dezide to whom rezommend xnd not rezommend.
Ӄ.Ӏ.Ӏ.ҿ bипЯнЫЭпгйи-ЬЫоЯЮfЯпвйЮ
he interxztion-yxsed method mexsures the interxztion yetween xn hlg
user xnd his/her hlg friends, in yoth direztions xnd independently: from
ӆӅ
the hlg user to exzh of his/her hlg friends xnd from exzh of his/her
hlg friends to thehlguser. bnput pxrxmeters inzlude: xnhlguser (u),
the hlg user’s xuthentizxtion token (at), xnd the oyservxtion time frxme
(time). he output is x list of hlg friends thxt inzludes the list of most in-
terxzted hlg friends whom the given hlg user hxs interxzted with, dur-
ing the speziied time frxme. Algorithm ҿ shows the pseudo zode for the
interxztion-yxsed method.
Algorithm ǉ iseudo zode for the interxztion-yxsed method
ҿ: procedure bипЯнЫЭпгйиBЫоЯЮ(u, at, time)
Ӏ: Arrxy riendsScore[n],riends[n]
Ӂ: for i=Қ to i<n do
ӂ: friendlzore[i] = IS(u,riends[i])
Ӄ: return deszworder(riendsScore[])
he interxztion-yxsed method shown in Algorithm ҿ outputs xn xrrxy
zomposed of exzh interxztivity szore IS (line Ӄ) yetween u xnd his/her
hlg friends (friends[n]), where n is the totxl numyer of hlg friends thxt
u hxs. luzh xrrxy is sorted in x deszending order to represent x rxnking out-
put. hismethod zonsiders iuyliz iost (ii) xnd irivxtefessxge (if) xs
the hlg interxztions. Exzh ii or if zxn ye one of the following types:
Public Post Sent (PPS): A iuyliz iost (ii) sent is x puyliz hlg inter-
xztion of xn hlg user towxrd xnother hlg user, e.g., hlg user A writing
on hlg user B’s proile.
Public Post Replied (PPR): bt is xn extension of the iil interxztion, yut
in the opposite direztion: e.g., hlg user B puylizly posting something to
hlg user A, yut relxting to x previous iil fromhlg user A to B.
PrivateMessage Sent (PMS): A irivxte fessxge (if) sent is x direzt
messxge sent from xn hlg user to xnother hlg user, whizh zxn only ye
xzzessed yy the two, privxtely.
PrivateMessage Replied (PMR): bt is xn extension of the ifl interxz-
tion, yut in the opposite direztion: e.g., hlg user B sending x privxte mes-
ӆӆ
sxge to hlg user A, yut relxting to x previous ifl from hlg user A to
B.
hese hlg interxztions were zhosen due to three mxins rexsons. First,
iis xnd ifs xre interxztions thxt xre present in the vxst mxjority of
hlgs. aowever, the dezision to zonsider only these hlg interxztions
does not limit x possiyle clozixleiy extension to enzxpsulxte xdditionxl
hlg-speziiz interxztions. lezond, previous work sӇӀu identiied thxt
some hlg-speziiz interxztions (e.g., Fxzeyook “like”) xre not prezisely
perzeived yy hlg users. hus, this thesis xssumes, yy empirizxlly oyserv-
ing previous work xndhlgusers, thxt iis xnd ifs represent interxztions
whizh hlg users zonsider most xnd perzeive them most thxn other hlg
interxztions. exst yut not lexst, iiks xnd ifks xre zonsidered xs hlg
interxztions of x degree thxn isolxted iils xnd ifls, respeztively. his
empirizxl xssumption is yxsed on the fxzt thxt hlg interxztions xzknowl-
edged yy other hlg users xre more perzeived thxn unxzknowledged ones.
E.g., xssume the following Ӏ szenxrios: (x) he hlg user A sends n ifs
to hlg user B, yut hlg user B does not xnswer xny of them, xnd (y) the
hlg user A sends n ifs to hlg user C, yut hlg user C xnswered n8Ԍ.
herefore, while zompxring yoth szenxrios, it is possiyle to zonzlude thxt
hlg user A hxs x higher degree of interxztivity withhlguser C thxn with
hlg user B.
he interxztion-yxsed method does not txke the zontent of exzh hlg
interxztion into zonsiderxtion, yut only the quxntity of interxztions. E.g.,
xll iiles from hlg user A to hlg user B xre xzzounted xs well xs iiks
from B to A. luzh xpproxzh preserves the hlg users’ privxzy. bn order to
zompose the result of the interxztion-yxsedmethod, it is required to deine
the bnterxztivity lzore (IS) in yoth direztions. linze iis xnd ifs xre zon-
sidered xs hlg interxztions, the interxztivity szore is deined xs the sum of
iis xnd ifs:
IS(u, f) = Ipp + Ipm (Ӄ.ҿ)
As mentioned, this method emphxsizes thxt hlg interxztions xre x yxl-
xnze yetween whxt is sent xnd whxt is xzknowledged yy the zounterpxrt.
ӆӇ
hus, the rxtio of iil xnd iik (Rpp) xs well xs ifl xnd ifk (Rpm) is
zxlzulxted xs follows, respeztively:
Rpp = PPR/PPS (Ӄ.Ӏ)
Rpm = PMR/PMS (Ӄ.Ӂ)
bn xddition, lower xnd upper yound rxtio thresholds (TL xnd TU) xre
deined, respeztively, where t is x threshold vxlue thxt zxn ye xdjusted de-
pending on how strizt or tolerxnt the method should mexsure the yxlxnze
of interxztivity:
TL = қ/t (Ӄ.ӂ)
TU = t (Ӄ.Ӄ)
herefore, if Rpp xnd Rpm xre within the lower xnd upper yound rxtio
threshold, hlg interxztions hxve to ye zonsidered, otherwise they xre dis-
zxrded. he lower xnd upper yound rxtio threshold xllows the method to
identify thxt, e.g., xn hlg user is sending messxges, yut the hlg friend
is not xnswering or ignoring them. bn some zxses this zxn mexn xyuse or
spxm, whizh is not interxztivity xzknowledged yy yoth pxrts.
eet Sα deine the sum of α, where α represents either iil, iik, ifl,
or ifk. ωα deines x weight for exzh Sα, whizh determines the degree of
importxnze for exzh of these hlg interxztions zonsidered, e.g., the higher
the weight vxlue on iil, the higher importxnze of iil tomexsure the inxl
szore of interxztivity. Bxsed on these deinitions, Ipp xnd Ipm xre deined,
ӇҾ
respeztively, while the zxliyrxtion of the vxlues ωα xnd t is performed in
leztion ӄ.Ӏ.ӂ:
Ipp =


ωppsSpps + ωpprSppr, if (TL ≤ (Rpps xnd Rppr) < TU)
ωppsSpps, if (TL ≤ Rpps < TU)
ωpprSppr, if (TL ≤ Rppr < TU)
Қ, otherwise
(Ӄ.ӄ)
Ipm =


ωpmsSpms + ωpmrSpmr, if (TL ≤ (Rpms xnd Rpmr) < TU)
ωpmsSpms, if (TL ≤ Rpms < TU)
ωpmrSpmr, if (TL ≤ Rpmr < TU)
Қ, otherwise
(Ӄ.Ӆ)
Ӄ.Ӏ.Ӏ.Ӏ eйЭЫпгйи-ЬЫоЯЮfЯпвйЮ
his method mexsures hlg friends thxt xre geogrxphizxlly zlosest to x
given hlg user, yeing yxsed on hlg lozxtion dxtx found either in hlg
user xtriyutes, i.e., hometown xnd zurrent lozxtion, or emyedded to hlg
zontent, i.e., piztures, puyliz posts, xnd privxtemessxges with lozxtion txgs.
eozxtion txgs represent xdditionxl informxtion in xn hlg zontent to ex-
press lozxtions through Gil (Gloyxl iositioning lystem) sӆӁu zoordi-
nxtes. Although there xre other wxys to oytxin lozxtion dxtx, suzh xs rexd
zontent of privxtemessxges xndpuyliz posts to pxrse for lozxtion keywords,
thismethod zonsiders lozxtion dxtx inhlguser xtriyuteswithout pxrsing
xnd interpreting zontent.
bnput pxrxmeters inzlude xn hlg user (u), the hlg user’s xuthentizx-
tion token (at), xnd the oyservxtion time frxme (time). he output is x
list of hlg friends (referred xs LM, lozxtion-yxsed method) thxt xre geo-
grxphizxlly zlosest to the given hlg user during the time frxme speziied.
he lozxtion-yxsed method is deszriyed in pseudo-zode xs follows:
Ӈҿ
Algorithm Ǌ iseudo zode for the lozxtion-yxsed method.
ҿ: procedure eйЭЫпгйиBЫоЯЮ(u, at, time)
Ӏ: Arrxy riendsScore[n],riends[n]
Ӂ: for i=Қ to i<n do
ӂ: friendlzore[i] = LS(u,riends[i])
Ӄ: return deszworder(riendsScore[])
he lozxtion-yxsedmethod shown in Algorithm Ӏ returns xn xrrxy zom-
posedof exzh lozxtion szoreLS (line Ӄ)yetweenu xndhis/herhlg friends
(friends[n]), where n is the totxl numyer of hlg friends thxt u hxs. luzh
xrrxy is sorted in x deszending order to represent x rxnking output.
bn order to zxlzulxte LS, the lozxtion-yxsed method performs Ӏ steps.
First, it is nezessxry to zollezt xll hlg lozxtion dxtx found for the hlg
user u xnd his/her hlg friend f. lezond, yxsed on the found hlg lozx-
tion dxtx for u xnd f, it hxs to identify if pxirs of lozxtions xre zloser thxn
x zertxin distxnze threshold c. bf the hlg lozxtion dxtx is found in hlg
user’s xtriyutes or hlg zontent, the distxnze threshold c is deined xs cattr
or ccont, respeztively. he prozess to identify zlose lozxtions uses theaxver-
sine funztion sӂӂu, whizh mexsures the grext-zirzle distxnze yetween two
points on x sphere from their longitudes xnd lxtitudes points. Bxsed on
the axversine distxnze, the vxlue is zonsidered xs x close match if the out-
put is less or equxl thxn cattr or ccont. bt is importxnt to note thxt the zlose
mxtzh prozess is performed with xll pxirs of lozxtions from u xnd fwith the
sxme type of hlg dxtx: hlg user xtriyutes’ pxirs xnd lozxtion txgs found
in hlg zontent. herefore,Mattr represents the numyer of zlose mxtzhes
found in hlg user xtriyutes, whileMcont represents the numyer of zlose
mxtzhes found in hlg zontent. foreover, ωattr xnd ωcont stxnd for weight
vxlues xpplied onMattr xndMcont, respeztively. As for the interxztion-yxsed
method, these weight vxlues xre zxliyrxted xs shown in leztion ӄ.Ӏ.ӂ. hus,
LS is deined xs presented in Equxtion Ӄ.ӆ.
LS(u, f) = (ωattr ∗Mattr) +
Mcont∑
k=қ
(
ωcont ∗
∣∣∣ қD
∣∣∣
)
(Ӄ.ӆ)
ӇӀ
he lozxtion txgs xssozixted to hlg zontent zxn zonsiderxyly vxry de-
pending on where hlg users xre lozxted xt the moment, e.g., hlg users
zxn post piztures or send messxges while trxvelling. his is not the zxse for
hlg user xtriyutes sinze, e.g., zurrent lozxtion or hometown tend to not
ye zhxnged very oten. bn order to txke suzh yehxviour into xzzount,D rep-
resents the time diferenze in sezonds of when the hlg zontent pxir wxs
zrexted. hus, the longer the diferenze, the less the speziiz zlose mxtzh
zounts for the inxl lozxtion szore. Figure Ӄ.Ӂ illustrxtes xn exxmple zxlzu-
lxting LS for hlg user A, whizh hxs friends B xnd C. eozxtions X xnd Y
xre xlrexdy identiied xs x zlose mxtzh. hlg user A wxs xt lozxtion X on
dxy d. hlg user B wxs xt lozxtion X on d-ҿҾ xnd xgxin on d-Ӂ, xs well xs xt
lozxtion Y xt d-Ӏ. hlg user C wxs xt lozxtion X xt d+ҿ. bn this exxmple,
the method xzzounts x higher lozxtion szore yetween A xnd C.he rexson
is thxt hlg user A xnd C hxve x zlose mxtzh with only one dxy of difer-
enze, while hlg user A xnd B hxve x zlose mxtzh with ҿҾ, Ӂ, xnd Ӏ dxys of
diferenze.
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Figure 5.3: Location-based method example
Ǎ.ǋ bňĹ CĵňĹň: RĹķŃŁŁĹłĸĵŉĽŃłň ĺŃŇ PĽCňMŊ bňĹŇň ŊňĽłĻ
JSŃķĽĵŀLĽĶ
As stxted in leztion ҿ.ӂ, one of the xdvxntxges of sozixl rezommendxtions is
to extend the sozixl grxph of x given sozixl network. he twomethods pre-
sented in leztion Ӄ.Ӏ.Ӏ provide support to theiiCsfulkl, giving x power-
ful instrument (i.e., xzzurxte results from user’s perspeztive) to generxte so-
zixl rezommendxtions. herefore, two use zxses, in whizh the iiCsfu lkl
ӇӁ
xpplies clozixleiymethods, enxyle the extensionofiiCsfusozixl network
grxph yy performing the following rezommendxtions:
• Use Case ԋ 1UCԋ2: kezommend new iiCsfu friends to x iiCsfu
user X, yxsed on iiCsfu user X’s friends from existing hlgs.
• Use Case Ԍ 1UCԌ2: kezommend the xdoption of iiCsfu system to
hlg friends of iiCsfu user X.
phile nCҿ depends on yoth requirements, nCӀ only depends on re-
quirement ҿ:
• Requirement ԋ 1REԋ2: iiCsfu user X should hxve xt lexst one hlg
identity xssozixted to his/her iiCsfu identity.
• Requirement Ԍ 1REԌ2: At lexst one of the hlg friends (e.g., hlg
friendY) of the xssozixtedhlg identity fromiiCsfuuserX should
ye using the iiCsfu system xnd xlso hxs xnhlg identity xssozixted
to x iiCsfu identity.
nCҿ’s goxl is to rezommend new possiyle friends to x iiCsfu user in-
side the iiCsfu sozixl network, xssuming thxt they xre friends in existing
hlgs. bn order to illustrxte nCҿ, zonsider Alize xnd Boy xs two iiCsfu
users, xnd yoth yeing friends in Fxzeyook hlg – in whizh they interxzt x
lot. foreover, yoth hxve xssozixted their Fxzeyook identities to their re-
speztive iiCsfu identities. aowever, they don’t know thxt exzh other use
the iiCsfu system. bn this use zxse, the iiCsfu lkl zxn use clozixleiy to
get the Fxzeyook friends thxt Alize most interxzt to xnd, thus, zhezk whizh
ones of these Fxzeyook friends xlso hxve xn iiCsfu identity. hose whizh
Alize interxzts x lot on Fxzeyook and xlso hxve iiCsfu identities will ye
rezommended to Alize xs potentixl new friends in the iiCsfu sozixl net-
work.
nCӀ’s goxl is to rezommended the xdoption of the iiCsfu system to
individuxls out of the iiCsfu sozixl network, txrgeting those thxt hxve ties
to x iiCsfu user in xn existing hlg. bn order to illustrxte nCӀ, zonsider
Alize xnd Boy. he former is x iiCsfu user with xn Fxzeyook identity
Ӈӂ
xssozixted to its iiCsfu identity. he lxter just holds x Fxzeyook identity,
yeing x friend of Alize in Fxzeyookhlg. bn this szenxrio, the iiCsfu lkl
zxn use clozixleiy to get the Fxzeyook friends thxt Alize most interxzt to
xnd, thus, rezommend the xdoption of the iiCsfu system to x seleztion of
Alize’s Fxzeyook friends.
bn yoth use zxses nCҿ xnd nCӀ, the interxztion- xnd lozxtion-yxsed
methods zxn ye zomyined in the following mxnner: instexd of only gen-
erxting rezommendxtions to friends thxt x given iiCsfu user X interxzts
to, the iiCsfu lkl zxn generxte rezommendxtions to whomiiCsfu user
Xmost interxzts to and is geogrxphizxlly zlosest to. Comyining yothmeth-
ods depends onwhom thelkl xims to txrget on suzh rezommendxtions, or
xlso depends on the xzzeptxnze of previous rezommendxtions. For exxm-
ple, the lkl zxn stxrt generxting rezommendxtions yxsed on yothmethods
xnd, xt some point in time, zhezk how is the xzzeptxnze. bf the rezommen-
dxtion’s xzzeptxnze is lower thxn x zertxin threshold, the lkl would use
yoth methods in x sepxrxte mxnner or even with diferent weights.
Ǎ.ǌ IŁńŀĹŁĹłŉĵŉĽŃł
A cxvx-yxsed prototypizxl implementxtion of clozixleiy wxs developed. bt
wxs yuilt xs x cAk (cxvx Arzhive) pxzkxge exposing x set of cxvx methods
to the iiCsfu lkl.
Ӄ.ӂ.ҿ clйЭгЫжeгЬ Aib ЫиЮ lрккйнпЯЮ hlg iнйсгЮЯно
clozixleiy deines x OSNProvider zlxss, whizh is the interfxze to spe-
ziiz hlg provider’s implementxtion. clozixleiy hxs three zonzrete hlg
provider implementxtions: FacebookOSNProvider, TwiterOSNProvider,
xnd GooglePlusOSNProvider zlxsses. Exzh of the zonzrete hlg providers,
respeztively, uses the following third-pxrty liyrxries to zommunizxte
to the respeztive hlg: kestFB sҿҾӂu, mwiterӂc sҿӀҿu, xnd Google
ilus cxvx Aib zlient sӂӅu. fore hlgs zxn ye supported yy ex-
tending the OSNProvider zlxss interfxze with speziiz hlg implemen-
txtion zlxsses. he OSNProvider implementxtion exposes x set of
ӇӃ
methods thxt xre used yy the clozixleiy interxztion- xnd lozxtion-
yxsed methods for x given hlg user. E.g., OSNProvider methods xre
countPrivateMsgs(Date d1, Date d2) thxt zounts privxte mes-
sxges yetween x time intervxl, getContentBetweenDate(Date d1,
Date d2) thxt fetzhes xll hlg zontent found yetween x time intervxl,
getCurrentLocationAttribute() thxt returns the zurrent lozxtion
hlg xtriyute, getRelations() whizh retrieves xll the hlg relxtion-
ships, xmongst others.
foreover, clozixleiy deines the JSocialLibAPI zlxss, whizh
is the zonzrete implementxtion exposing the following cxvx
methods: getFriendsMostInteractTo() implementing
the interxztion-yxsed method deszriyed in leztion Ӄ.Ӏ.Ӏ.ҿ, xnd
getFriendsGeographicallyClosestTo() implementing the
lozxtion-yxsed method (zf. leztion Ӄ.Ӏ.Ӏ.Ӏ). Both JSocialLibAPI zlxss
methods rezeive xs pxrxmeter x String oAuthToken representing the
hAuth token of x given hlg user, xnd two dxte oyjezts forming the time
frxme in whizh these methods should fetzh hlg dxtx to drxw results.
mxsks inside exzh of these methods, e.g., countPrivateMsgs() xnd
getRelations(), xre pxrxllelized to xzhieve x yeter exezution time. bn
xddition, the oyserver/oyservxyle design pxtern is employed to support
xsynzhronous results.
Ӄ.ӂ.Ӏ hlg Aib’о kЫпЯ eгзгпо
A zonsiderxyle zhxllenge fxzed yy clozixleiy is to ind when to fetzh hlg
informxtion for xnxlysis. hus, the limitxtions of Aib requests ofhlgs hxd
to ye txken into zonsiderxtion for mxterixlizing x fexsiyle clozixleiy im-
plementxtion sӅӃu. E.g., Fxzeyook xnd mwiter limit Aib zxlls to x zertxin
rxte per hlg user, xnd xlso per hlg xpplizxtion. E.g., Fxzeyook hxs the
limit of ӄҾҾ zxlls per ҿҾ minutes per hlg user xuthentizxtion token. Also,
there exists xn xpplizxtion limit regxrding Cin xndmemory zonsumption
of Fxzeyook’s servers. he exxzt limit per xpplizxtion is not fully diszlosed,
only thxt the resourze zonsumption limit is “x perzentxge of the monthly
xztive hlg xpplizxtion users” sӁӅu, i.e., if the hlg xpplizxtion does not
Ӈӄ
hxve users, it zxn fetzh less hlg informxtion. bf the hlg user xuthentizx-
tion token limit or the hlg xpplizxtion limit is rexzhed, Aib requests xre
ylozked for xt lexst one hour, whizh zxn ye zritizxl for clozixleiy. mwiter
only limits xzzess perhlguser xuthentizxtion token xnd hxs trxnspxrently
dozumented rxte limits. clozixleiy xddress this situxtion yy employing xn
xdxptive wxiting time upon the deteztion of xn Aib zxll error. bt is not pos-
siyle to distinguish the error’s type, espezixlly to detezt if the Aib rxte limit
hxs yeen rexzhed or not. aowever, it is possiyle to detezt network proy-
lems, e.g., if clozixleiB zould not zonnezt to the Aib’s endpoint port. bf
xny other error thxt is not inherent to the network hxppens, clozixleiy xp-
plies x wxiting time thxt inzrexses yy Ӄ minutes every time thxt xn error is
returned.
Another zhxllenge fxzed is the xmount xnd xzzurxzy of dxtx returned yy
hlg Aib zxlls. Fxzeyook, e.g., limits to oytxin some of its hlg users dxtx
(e.g., strexm puyliz messxges) only retrospeztively to ӁҾ dxys or mxximxlly
ӃҾ posts, whizhever is grexter. foreover, the dxtx returned yy Fxzeyook
mxy ye not zonsistent, i.e., exezuting the sxme Aib zxll on two diferent
dxys mxy revexl diferent dxtx – even though the Fxzeyook dxtx for suzh
speziiz hlg user does not zhxnge. kelxted to suzh xzzurxzy limitxtions,
x yug report wxs iled xyout unexpezted yehxvior sӁӆu during the devel-
opment of this work. he yug wxs zonirmed xnd set to ye further investi-
gxted. bn order to dezrexse thxt impxzt of lxzk of xzzurxzy xnd the lxzk of
dxtx, clozixleiy xpplies weights within these two methods.
ӇӅ
Ӈӆ
6
Evaluation
TвЯ iгCоfр охопЯз is evxluxted following x yotom-up xpproxzh.First, single piezes of the system were evxluxted to show the fexsi-
yility of exploring Cloud servizes’ dxtx vxlidxtion xnd its impxzts, xs well xs
the xzzurxzy of the clozixleiy liyrxry to support the iiCsfu lkl.
lezond, the end-to-end iiCsfu system wxs evxluxted zonzerning szxl-
xyility xnd performxnze, yy mexsuring the dxtx overhexd, the index over-
hexd, xnd times to uploxd/downloxd iles. exstly, x legxl diszussion is pre-
sented topointwhxt xre the possiyly xfezted regulxtion xrexswith the tezh-
nology employed yy the entire iiCsfu xnd, more generizxlly, Cloud stor-
xge overlxy systems.
ǎ.ǉ Dĵŉĵ cĵŀĽĸĵŉĽŃł Ľł CŀŃŊĸ SĹŇŋĽķĹň
Following themethodology presented in leztion ӂ.Ӏ, x set of test zxseswere
developed. hese test zxses were xpplied to puyliz Cloud servizes, follow-
ing the seleztion zriterix yxsed on populxrity. he test zxses deszriyed in
ӇӇ
this seztion xre direztly xtxzhed to the mest Cxse bmplementxtion zom-
ponent, pxrt of the proof-of-zonzept system implementxtion presented in
leztion ӂ.Ӂ.ӂ. kesults xnd x diszussion xyout impxzts xre shown in the end
of this seztion.
ӄ.ҿ.ҿ CжйрЮ оЯнсгЭЯ’о lЯжЯЭпгйи CнгпЯнгЫ
he Cloud servizes xre selezted yxsed on populxrity. his thesis does not
fozus on performxnze, zost, sezurity, exse-to-use, xnd other vxrious zriterix
thxt zould ye xpplied to selezt Cloud servizes to ye tested. he rexson to
exzlude these zriterix xnd fozus on populxrity is thxt widely populxr Cloud
servizes tend to present x yeter-deined dxtx vxlidxtion prozess, while, in
zompxrison, less populxr Cloud servizes tend to present x less well-deined
prozess.
his thesis xssumes x higher proyxyility thxt the dxtx vxlidxtion prozess
of populxr Cloud servizes is reined over time – due to the high xmount of
dxtx yeing pushed, xnd, therefore, more mxlformed dxtx reported xs not
vxlid. bn this szope, populxrity of Cloud servizes is empirizxlly mexsured
oyserving, e.g., numyer of users, volume of dxtx pushed, xnd the Alexx
rxnking sӁu.
ӄ.ҿ.Ӏ CвйоЯи CжйрЮ lЯнсгЭЯо
A list of Cloud providers wxs zompiled yxsed on the Alexx rxnking: it
wxs zhosen the yest rxnked Cloud servizes, ofering x lxxl plxtform with
generiz-dxtx restriztions, with the higher numyer of users, xnd the higher
volume of dxtx pushed per month/yexr to their servizes. Bxsed on suzh se-
leztion, the zhosenCloud servizes, xs well xs the restriztions of exzh servize
xre presented in mxyle ӄ.ҿ. gote thxt even if restriztions zxn zhxnge xt xny
time, those restriztions xre the ones whizh were zonsidered during the test
zxses’ design phxse. mxyle ӄ.ҿ wxs zompiled xzzording to ltep ҿ of the pre-
sented test methodology in leztion ӂ.Ӏ.Ӏ, xnd seleztion zriterix in leztion
ӄ.ҿ.ҿ.
ҿҾҾ
Table 6.1: Selection of Cloud providers and Cloud services, including
their restrictions
Provider Service Restrictions
Google
iizxsx
File Formxts: ciG, mbFF, Bfi, GbF, ilD, igG, mGA. bm-
xges up to ӆҾҾxӆҾҾ pixels xre not txken into zonsiderxtion to
the free storxge (ҿ GByte). bmxges yeyond ӆҾҾxӆҾҾ xnd up
to ӀҾӂӆxӀҾӂӆ xre stored txking spxze within the ҿ GByte. File
size: up to ӀҾfByte to uploxd.
Gfxil Any text formxt in the emxil yody. Any File Formxt xs Atxzh-ment. he emxil should ye up to ӀӃfByte.
Google+
ltxtus
npdxte
np to ҿҾҾ,ҾҾҾ zhxrxzters.
Google
Dozs
Dozuments: ҿ,ҾӀӂ,ҾҾҾ zhxrxzters. nploxded dozument iles
thxt xre zonverted to Google formxt should ye up to ӀfByte.
Fxzeyook
ltxtus
npdxte ӄӁ,ӀҾӄ zhxrxzters.
ihotos
File formxts: GbF, ciG, igG, ilD, mbFF, ciӀ, bFF, pBfi,
XBf.np to ӅӀҾxӅӀҾ pixels (displxy). np to ӀҾӂӆxӀҾӂӆ pixels
to uploxd (yut yeing resized xterwxrds). Alyum with x limit
of ӀҾҾ photos.
loundCloud
lound
Cloud
Audio
File Formxts: pAo,hGG,fiӀ,fiӁ, orpfA.np toXmin-
utes of xudio. bn the free xzzount, up to ҿӀҾ minutes.
mwitiiz bmxgelervize
File Formxts: GbF, ciG, xnd igG. bmxges up to ҿҾ fByte to
uploxd.
bmgur bmxgelervize
File Formxts: ciG, GbF, igG, etz. fost iles xre zonverted
to igG xter the uploxd. np to ҿҾ fByte to uploxd. aow-
ever, if the imxge is over ҿ fyyte then it will xutomxtizxlly ye
zompressed or resized to ҿ fByte.
bmxgelhxzk bmxgelervize
File Formxts: ciG, igG, bCh, Bfi, xnd mbFF. File size up to
ӃfByte to uploxd (otherwise resized).
ҿҾҿ
ӄ.ҿ.Ӂ mЯоп CЫоЯо
All test zxses follow the test method presented in leztion ӂ.Ӏ.Ӏ. ltep Ӏ of
the testmethoddeszriyes the zonstruztion of dxtx using diferent enzoders.
herefore, test zxses in this seztion speziizxlly deszriye how the enzoder is
xpplied to speziiz servizes with diferent pxrxmeters (e.g., vxrying the used
File Format Samples or the quxntity of dxtx injezted). Bxsed on the test
method, implemented enzoders, xnd zhosen Cloud servizes, the following
ӀӃ test zxses xre deszriyed:
ҿ. Enzoder: JPG6PNG6Stega. mxrget: Google iizxsx, mwitiiz, Fxze-
yook (FB) ihotos, bmgur, bmxgelhxzk. nnique test.
Ӏ. Enzoder: WAV6Stega. mxrget: loundCloud. nnique test.
Ӂ. Enzoder: TXT6Stega. mxrget: Fxzeyook ltxtus npdxte, Google+
ltxtus npdxte. nnique test.
ӂ. Enzoder: IDԍ6Tag. mxrget: loundCloud. mest Cxses:
ӂ.x. bDӁvӀ txgs with ӃҾfByte of dxtx.
ӂ.y. bDӁvӀ txgs with ӀӃӄfByte of dxtx.
ӂ.z. bDӁvӀ txgs with ӁҾҾfByte of dxtx.
Ӄ. Enzoder: JPG6Marker. mxrget: Google iizxsx, mwitiiz, Fxzeyook
ihotos, bmgur, bmxgelhxzk. All test zxses zonsider the xforemen-
tioned ҿӂ “Aiin” mxrker. For exzh txrget, the following test zxses
xre performed:
Ӄ.x. ciG with ҿ “Chff”mxrker.
Ӄ.y. ciG with Ӄ “Chff”mxrkers.
Ӄ.z. ciG with ҿҾ “Chff”mxrkers.
Ӄ.d. ciG with ӃҾ “Chff”mxrkers.
Ӄ.e. ciG with ҿҾҾ “Chff”mxrkers.
ӄ. Enzoder: PNG6Chunks. mxrget: Google iizxsx, mwitiiz, Fxzeyook
ihotos, bmgur, bmxgelhxzk. For exzh txrget, the following test zxses
xre performed:
ӄ.x. ҿ nxme/vxlue pxir xs “tEXt” with ӀӃҾ kByte, xnd “imXt” with
ӀӃҾ kByte of dxtx.
ҿҾӀ
ӄ.y. Ӄ nxme/vxlue pxirs xs “tEXt” with ӀӃҾ kByte exzh, xnd “imXt”
with ӀӃҾ kByte of dxtx.
ӄ.z. ҿҾnxme/vxluepxirs xs “tEXt”with ӀӃҾkByte exzh, xnd “imXt”
with ӀӃҾ kByte of dxtx.
ӄ.d. ӀҾ nxme/vxlue pxir xs “tEXt” with ҿ fByte of dxtx exzh, xnd
“imXt” with ҿ fByte of dxtx.
ӄ.e. no “tEXt”, xnd “imXt” with ҿ fByte of dxtx.
Ӆ. Enzoder: Email6Enc. mxrget: Google Gfxil. mest zxses:
Ӆ.x. Emxil yody: ӀӃ fByte; no xtxzhment.
Ӆ.y. Emxil yody: ӀӃ fByte; Atxzhment: ҿ fByte.
Ӆ.z. Emxil yody: ҿҾ fByte; Atxzhment: ҿӃ fByte.
Ӆ.d. go emxil yody; Atxzhment: Ӄ fByte.
Ӆ.e. go emxil yody; Atxzhment: Ӏӄ fByte.
ӆ. Enzoder: Append6Enc. mxrget: Google iizxsx, Google Gfxil,
Google Dozs, loundCloud, mwitiiz, Fxzeyook ihotos, bmgur, bm-
xgelhxzk. For exzh txrget, use the Append6Enc enzoder to:
ӆ.x. Append the douyle of the File Format Sample size.
ӆ.y. Append ҿfByte of dxtx.
ӆ.z. Append ҿҾfByte of dxtx.
ӆ.d. Append ҿҾҾfByte of dxtx.
ӄ.ҿ.ӂ kЯоржпо
hese test zxses were performed xnd generxted the results shown in mxyles
ӄ.ӂ, ӄ.Ӏ, xnd ӄ.Ӂ. pithin txyle zells, “g/A” stxnds for “gon-Applizxyle”,
mexning thxt x test zxse did not txrget thxt speziiz Cloud servize; symyol
“✔” shows thxt the test zxse wxs suzzessful, mexning positive results in test
methodology ltep Ӂ, ӂ, Ӄ, xnd ӄ (zf. leztion ӂ.Ӏ.Ӏ); xnd symyol “✘” mexns
thxt test methodology lteps Ӂ, ӂ, Ӄ, or ӄ were unsuzzessful.
mest Cxses ҿ, Ӏ, xnd Ӂ were suzzessful for the proposed txrgets. For mest
Cxse ҿ, the imxge ile restriztions were respezted, sinze ltegxnogrxphy-
relxted enzoders would ye unsuzzessful due to Cloud servizes’ imxge re-
sizing xter uploxd. mest Cxse ӂ.z wxs unsuzzessful due to the fxzt thxt the
ҿҾӁ
pushed fiӁ ile does not follow bDӁvӀ stxndxrds. he Cloud servize did
not xllow the xudio ile to ye pushed (unsuzzessful in ltep ӂ). mest Cxse
Ӄ demonstrxted to hxve diferent results depending on the txrget. phile
bmgur xzzepted xll iles xnd xlso mxde them xvxilxyle to ye retrieved in its
originxl form, otherCloud servizes denied the uploxd (unsuzzessful in ltep
ӂ). he unsuzzessful test zxses txrgeting Google iizxsx, mwitiiz, xnd Fxze-
yook ihotos resulted in error messxges suzh xs “there wxs x proylem with
the imxge ile” or “ile must ye xn imxge or video”. he fxiled test zxse txr-
geting bmxgelhxzk resulted in x “ile too yig to ye uploxded” error, sinze
the totxl ile size surpxssed Cloud servize restriztions.
Table 6.2: Results of Test Cases 1, 5, and 6
Test Cases
Cloud services
Go
og
lei
izx
sx
mw
iti
iz
FB
ih
oto
s
bm
gu
r
bm
xge
lh
xzk
ǉ ✔ ✔ ✔ ✔ ✔
Ǎ
a ✔ ✔ ✘ ✔ ✔
b ✔ ✔ ✘ ✔ ✔
c ✔ ✔ ✘ ✔ ✔
d ✘ ✘ ✘ ✔ ✔
e ✘ ✘ ✘ ✔ ✘
ǎ
a ✘ ✔ ✘ ✔ ✔
b ✘ ✔ ✘ ✘ ✔
c ✘ ✔ ✘ ✘ ✔
d ✘ ✘ ✘ ✘ ✘
e ✘ ✔ ✘ ✘ ✘
mest Cxse ӄ presented diferent results due to the following rexsons.
phen iizxsx wxs txrgeted, it seems thxt the dxtx vxlidxtion txkes into zon-
siderxtion the existenze of xnzillxry zhunks, mxinly “imXt” xnd “tEXt” (un-
suzzessful in ltep ӂ). phen tried to perform xn xdditionxl test zxse, where
x igG ile wxs uploxded with xnother type of xnzillxry zhunk (zontxining
ҿҾӂ
ҿ fByte of dxtx), the test wxs suzzessful. Fxzeyook xzzepted to push the
enzoded iles, yut when they were retrieved they did not zontxin the orig-
inxl dxtx (unsuzzessful in ltep ӄ). For the other txrgets, mest Cxse ӄ wxs
unsuzzessful when the Cloud servize hxd uploxd ile size restriztions (un-
suzzessful in ltep ӂ). E.g., bmxgelhxzk just xzzepts Ӄ fByte, mwitiiz ҿҾ
fByte, xnd bmgur ҿ fByte. foreover, bmgur resized the originxl iles xf-
ter the uploxd xnd therefore mest Cxses ӄ.y, ӄ.z, xnd ӄ.d were unsuzzessful
(ltep ӄ): the retrieved ile wxs not the sxme xs the originxl.
Table 6.3: Results of Test Cases 2, 3, 4 and 7
Test Cases
Cloud services
lo
un
dC
lou
d
Go
og
leG
fx
il
Go
og
le+
ltx
tus
np
dx
te
FB
ltx
tus
np
dx
te
Ǌ ✔ g/A g/A g/A
ǋ g/A g/A ✔ ✔
ǌ
a ✔ g/A g/A g/A
b ✔ g/A g/A g/A
c ✘ g/A g/A g/A
Ǐ
a g/A ✔ g/A g/A
b g/A ✘ g/A g/A
c g/A ✔ g/A g/A
d g/A ✔ g/A g/A
e g/A ✘ g/A g/A
pithin mest Cxse Ӆ, Gfxil demonstrxted to ye zoherent to the em-
ployed restriztions, not presenting dxtx vxlidxtion issues. aowever,
zomyining the Emxil-Enz with ltegxnogrxphy-, FileaexderFormxt-, xnd
Appender-relxted enzoders, it wxs possiyle to retrieve hidden informxtion
persisted in emxil yody xnd xtxzhment iles.
mestCxse ӆdemonstrxted toye suzzessful even though it is themost triv-
ixl enzoder to detezt xnd prevent. For iizxsx, Gfxil, Dozs, mwitiiz, bmgur,
xnd bmxgelhxzk, mest Cxses ӆ.d xnd ӆ.z wxs unsuzzessful due to the uploxd
ҿҾӃ
ile size restriztion xnd not due to the used enzoder. hus, the enzoded ile
wxs not even xzzepted for uploxd (unsuzzessful in ltep ӂ). Fxzeyook iho-
tos xzzepted to uploxd the iles. But within ltep Ӄ xnd ӄ the dxtx vxlidxtion
trxnsformed the imxge iles xnd zut the xppended dxtx.
Table 6.4: Results of Test Case 8
Test Cases
Cloud services
Go
og
lei
izx
sx
Go
og
leD
oz
s
Go
og
leG
fx
il
lo
un
dC
lou
d
mw
iti
iz
FB
ih
oto
s
bm
gu
r
bm
xge
lh
xzk
ǐ
a ✔ ✔ ✔ ✔ ✔ ✘ ✔ ✔
b ✔ ✔ ✔ ✔ ✔ ✘ ✔ ✔
c ✔ ✘ ✔ ✔ ✔ ✘ ✘ ✔
d ✘ ✘ ✘ ✔ ✘ ✘ ✘ ✘
ӄ.ҿ.Ӄ DгоЭроогйи йа bзкЫЭпо
he importxnze of diszussing impxzts of test zxses outzome lie on the fxzt
thxt dxtx vxlidxtion wexknesses might ye explored in x lxrge szxle. bf im-
pxzts xre not xssessed xnd understood yeforehxnd, possiyle solutions for
ill-deined dxtx vxlidxtion rules might not ye efeztive.
Although other impxzts zould ye diszussed, e.g., privxzy xnd relixyility,
this diszussion zonzentrxtes on sezurity xs well xs xzzounting xnd zhxrging.
he rexson to zhoose these two impxzt xrexs is thxt, during the test exezu-
tions, the tests revexled two zonditions: (ҿ) the possiyility of users down-
loxdingmxlizious or illegxl shxred iles triggered yy test zxses, yut perzeived
xs normxl iles; xnd (Ӏ) the possiyility of mxlizious users storing more re-
sourzes thxn xllowed (or under normxl operxtions) in one single Cloud
servize xzzount. foreover, yoth impxzts hxve direztly inluenzes onCloud
providers’ yusiness – higher the sezurity xnd xzzounting/zhxrging impxzts,
the higher zhxnzes of revenue losses.
ҿҾӄ
ӄ.ҿ.Ӄ.ҿ lЯЭрнгпх bзкЫЭпо
heperformed tests identiied x zonsiderxyle sezurity impxzt: unxwxreness
of persisted zontent. his is relxted to sezurity sinzeCloud servizesmxydis-
triyute dxtx (e.g., yy shxring x pizture, or turning puyliz xn xudio ile) thxt
they donot ilter xnd xre not xwxre of. Cloudprovidersmxy fxze legxl issues
due to the distriyution of, e.g., illegxl zontent under the jurisdiztion where
the dxtx is persisted. gowxdxys Cloud providers hxve multiple dxtxzenter
fxzilities xround the gloye, employing xContentDeliverygetwork (CDg)
to distriyute/replizxte dxtx where is xpproprixted (yxsed on, e.g., zontent
rules). bf these zontent rules do not txke the injezted dxtx into zonsiderx-
tion, CDgs xre prone to txke unxpproprixted distriyution/replizxtion xz-
tions. A typizxl exxmple to illustrxte this impxzt zxn ye oyserved if x user
persists zopyrighted sotwxre into x Cloud servize xnd puylizly shxre it –
xssuming people know how to dezode xnd get the injezted dxtx out of the
enzodedile. fxlizious users zxn yeneit fromCloud servizes’ unxwxreness
to sprexd zontent, e.g., using the iiCsfu system.
As long xs dxtx vxlidxtion prozesses remxin ill-deined, xnd mxlizious
users exploit it in x lxrge szxle, other sezurity impxzts xs xpplizxtion fxil-
ures xndDenixl-of-lervize mxy ye oyserved. E.g., xter the dxtx vxlidxtion,
the lxxl xpplizxtion mxy prozess the ile to displxy in the pey site, or xdd
funztions xs imxge editing. bf thewhole prozess is not zonsistent, theCloud
servize zxn sufer fxults due to unexpezted orgxnizxtionxl xnd zontent dxtx
thxt yypxssed the dxtx vxlidxtion prozess.
ӄ.ҿ.Ӄ.Ӏ AЭЭйрипгиб ЫиЮ CвЫнбгиб bзкЫЭпо
bn two test zxses, the zhosen Cloud servizes sufered impxzts in their xz-
zounting xnd zhxrging systems. At the time this evxluxtion wxs performed,
Google iizxsx provided x free xzzount with ҿ GByte of storxge. mxyle ӄ.ҿ
shows thxt “imxges up to ӆҾҾxӆҾҾ pixels xre not txken into zonsiderxtion to
the free storxge (ҿGByte), xnd imxges from ӆҾҾxӆҾҾ up to ӀҾӂӆxӀҾӂӆ pix-
els xre stored zonsuming spxze within the ҿ GByte spxze”. he mest Cxses
ҿ, Ӄ, xnd ӆ used imxges with x resolution yelow ӆҾҾxӆҾҾ, injezting dxtx, yut
not enhxnzing the File Format Sample resolution. Ater uploxding the en-
ҿҾӅ
zoded imxge iles, the xzzount spxze zonsumption remxined with ҿ GByte,
even if the enzoded imxges yeing very lxrge. his mexns thxt, yy exploiting
thedxtx vxlidxtionprozess, users xre xyle to store xnydxtxwithout yeing xz-
zounted xnd zhxrged for – sinze the free ҿGByte of storxge remxins unused.
herefore, even with with Google zhxrging plxns for xdditionxl storxge, it
does not yezome nezessxry to suyszriye to x plxn to oytxin more storxge
spxze when using the dxtx enzoders from mest Cxses ҿ, Ӄ, xnd ӆ.
At the time this evxluxtion wxs performed, loundCloud provided x free
xzzount with ҿӀҾ minutes with xudio storxge. mest Cxse ӂ is xyle to store
fiӁ xudio iles with ҿҾ sezonds xnd ӀӃӄfByte. AnfiӁ ile, with sxmple
rxte of ӂӂ,ҿҾҾaz, yit rxte of ҿӀӆ kyit/s, no bDӁvӀ txgs, xndҿҾ sezonds, zon-
sumes on xverxge ҿӃҾ kByte. A free xzzount is intended to store ӅӀҾ fiӁ
iles with ҿҾ sezonds exzh, zonsuming ҿҾӃ fByte; however, yy employ-
ing the IDԍ6Tag enzoder, it wxs possiyle to zonsume up to ҿӆҾ GByte with
the sxme xmount of iles. Azzording to the present loundCloud zhxrging
szheme sҿҾӇu, x “pro” xzzount zosts nlD ӁӃ per yexr, xnd let users to store
up to ӁӄҾ minutes of xudio (Ӂ times more thxn the free xzzount). Consid-
ering x “pro” xzzount, it is possiyle to store ӀҿӄҾfiӁ iles with ҿҾ sezonds
xnd no bDӁvӀ txgs, zonsuming ӁӀӂ fByte. bn this zxse, the xmount of
dxtx stored in normxl zonditions using x “pro” xzzount is zonsiderxyly less
thxn using the dxtx enzoder from mest Cxse ӂ, xnd store dxtx with the free
xzzount. bf x user wxnts to store ҿӆҾ GByte of dxtx in loundCloud, yut
without using the enzoder used in mest Cxse ӂ, it would ye nezessxry ӃӃӃ.Ӄ
“pro” xzzounts, totxlling nlD ҿӆ,ӆӆӅ per yexr.
bn yoth zxses x zonsiderxyle xdditionxl xmount of dxtx mxy ye stored in
Cloud servizes’ servers without xdditionxl zhxrges – sinze dxtx volume is
not xzzounted xnd not zonsidered yy the dxtx vxlidxtion prozess.
ǎ.Ǌ RĹķŃŁŁĹłĸĵŉĽŃłň ĶĵňĹĸ Ńł IłŉĹŇĵķŉĽŋĽŉy ĵłĸ GĹŃ-
ĻŇĵńļĽķĵŀ CŀŃňĹłĹňň
he prototyped clozixleiy liyrxry, with its two interxztion- xnd lozxtion-
yxsed methods, hxd yeen evxluxted yy oyserving if the methods xre xzzu-
rxte xzzording to users’ perzeption of hlg friends’ interxztivity xnd geo-
ҿҾӆ
grxphizxl zloseness. he evxluxtion does not inzlude clozixleiy liyrxry in-
tegrxted into the iiCsfu system. he rexson is to isolxte clozixleiy results
xnd zonzentrxte on how the liyrxry performs without hxving interferenzes
– thus, not evxluxting the lkl itself, yut the input quxlity given from clo-
zixleiy to the lkl.
bsolxting the evxluxtion provides xn individuxl understxnding of whxt is
clozixleiy impxzt to lkls’ implementxtion. he higher xzzurxzy of results
given yy clozixleiy mexns x higher proyxyility thxt iiCsfu users would
xzzept rezommendxtions when the clozixleiy is integrxted to the iiCsfu
lkl, regxrdless of the xlgorithm thxt the lkl uses.
ӄ.Ӏ.ҿ fЯпвйЮйжйбх
he clozixleiy evxluxtion zonsists of ӂ mxin steps: (ҿ) dxtx zolleztion, (Ӏ)
hypothesis zompilxtion, (Ӂ) methods’ zxliyrxtion, xnd (ӂ) evxluxtion re-
sults (zf. leztion ӄ.Ӏ.Ӏ, ӄ.Ӏ.Ӂ, ӄ.Ӏ.ӂ, xnd ӄ.Ӏ.Ӄ).
ltep ҿ zollezts the dxtx of rexl hlg users from diferent nxtionxlities,
whizh wxs xzhieved through x pey survey. he hlg dxtx zollezted wxs
rxndomly divided into two equxl portions: while the irst portion is used
in the zxliyrxtion ltep Ӂ, the sezond portion is xpplied to exezute the zxli-
yrxtedmethods, espezixlly to evxluxte results. ltep Ӏ zompiles the hypoth-
esis yxsed on experimentxl xnd explorxtory prozedures. he irst portion
of the zollezted dxtx wxs mxnuxlly explored to gxin insights of whxt the
xverxge results for the clozixleiy methods’ evxluxtion zould ye. clozixl-
eiy methods xre zxliyrxted in ltep Ӂ to determine the yest set of pxrxme-
ters (weights xnd threshold vxlues). A vxst xmount of pxrxmeter sets xre
generxted xnd stxtistizs zomputed for exzh of the two clozixleiy methods,
mxinly with the goxl to zxliyrxte themethod to perform xs zlose xs possiyle
with hlg users’ perzeptions. ltep ӂ uses the zxliyrxted clozixleiy meth-
ods xnd exezutes them on the sezond portion of the hlg dxtx zollezted.
ҿҾӇ
ӄ.Ӏ.Ӏ DЫпЫ CйжжЯЭпгйи
he hlg dxtx zolleztion wxs performed vix x survey for Fxzeyook users,
sinze Fxzeyook hxs the lxrgest xmount of monthly xztive users for xn evxl-
uxtion.
Table 6.5: Survey questions
Question
Group
Question
Number Question
ҿ.ҿ aowoten do you interxzt with Fxzeyookfriends?
bnterxztion-
yxsed ҿ.Ӏ
pho xre the top Ӄ Fxzeyook friends you
most interxzted with during the pxst ӄ
months?
ҿ.Ӂ
aow do you rxnk those selezted Fxze-
yook friends yxsed on the xmount of in-
terxztion in x deszending order?
Ӏ.ҿ
aow oten do you spezify or xtxzh your
zurrent lozxtion when posting on Fxze-
yook?
eozxtion-
yxsed Ӏ.Ӏ
pho xre the top Ӄ Fxzeyook friends you
were the geogrxphizxlly zlosest to during
the pxst ӄ months?
Ӏ.Ӂ
aow do you rxnk those selezted Fxze-
yook friends yxsedon geogrxphizxl zlose-
ness in x deszending order?
he survey pey site http://social.csg.uzh.ch runs x sotwxre
writen in cxvxlzript xnd iai xzting xs x Fxzeyook xpplizxtion sӅӃu. ois-
itors hxve to enxyle zookies xnd ensure thxt no pop-up ylozker sotwxre is
xztive in their pey yrowser. hn one hxnd, the survey simulxtes xn xppli-
zxtion emyedding existing hlgs into their solutions. hn the other hxnd,
the survey did not xzt xs xn xpplizxtion for serving zontent, yut to oytxin
permissions from hlg users to zollezt their hlg dxtx xnd to oytxin their
ҿҿҾ
perzeption xyout these methods developed. bn order to store survey xn-
swers xnd hlg dxtx zollezted of exzh user, x fylje dxtxyxse wxs used.
he survey’spey site wxs optimized for yoth desktop yrowsers xndmoyile
devizes.
pithin the irst step of this survey the hlg xuthentizxtion xnd xutho-
rizxtion wxs performed, where exzh pxrtizipxnt xuthentizxtes its Fxzeyook
identity xnd xzzepts permissions for the survey Fxzeyook xpplizxtion. he
result of this step is the xuthentizxtion xnd xuthorizxtion token (hAuth to-
ken) stored in the fylje dxtxyxse, under users zonsent. he sezond step
followedyy xnswering questions posed. he twomxin questionswith three
suy questions for yoth of them xre shown in mxyle ӄ.Ӄ.
he irst three questions (ҿ.ҿ to ҿ.Ӂ) xre relxted to the interxztion-yxsed
method xnd the lxst three questions (Ӏ.ҿ to Ӏ.Ӂ) xre relxted to the lozxtion-
yxsed method. juestions ҿ.ҿ xnd Ӏ.ҿ mexsure the frequenzy the pxrtizi-
pxnt interxzts with or uses lozxtions’ txgs on Fxzeyook. he ixed xnswer
set xllows for either requently, occasionally, or never xs possiyle xnswers.
Answers for questions ҿ.Ӏ xnd Ӏ.Ӏ xre given yy selezting Fxzeyook friends,
with xn interfxze to enxyle fxst sexrzhes. juestion ҿ.Ӏ zxptures the hlg
user perzeption regxrding the user’s interxztivity, while question Ӏ.Ӏ zxp-
tures the user perzeption regxrding the geogrxphizxl zloseness of friends.
bn question ҿ.Ӂ xnd Ӏ.Ӂ the pxrtizipxnt hxs to rxnk those friends selezted
in x deszending order; the irst position deines the friend thxt the pxrtiz-
ipxnt most interxzted with or wxs geogrxphizxlly zlosest to, respeztively.
he outzome of questions ҿ.Ӏ, ҿ.Ӂ, Ӏ.Ӏ, xnd Ӏ.Ӂ, is x list of Ӄ hlg friends
for exzh pxrtizipxnt of the survey, rxnked in x deszending order.
bn totxl ӀӇҾ pxrtizipxnts zompleted the survey, zollezted during ӁҾ dxys.
mxyle ӄ.ӄ presents the demogrxphizs relxted to the gender xnd xge of xll sur-
veypxrtizipxnts. foreover, the surveypey site hxdvisits fromӀҾzountries
xnd survey xnswers xre from Ӈ zountries.
linze the survey xsks questions from x retroxztive period of six months,
those results generxted x zonsiderxyle xmount of hlg dxtx to ye zollezted
for exzh user, even though the xztuxl zontent of xn interxztion or lozxtion
is not stored. bn order to hxndle this xmount of dxtx to perform evxluxtions
with, the Fxzeyook dxtx of exzh user is zxzhed in x fylje dxtxyxse. he
ҿҿҿ
Table 6.6: Survey demographics related to gender and age
Age
Gender
Male
(Total: ǍǊ.Ǐ%)
Female
(Total: ǌǏ.ǋ%)
ҿӁ-ҿӅ Ҿ.Ӄӆ% Ҿ.ӁҾ%
ҿӆ-Ӏӂ ҿӀ% ҿӄ%
ӀӃ-Ӂӂ Ӂҿ% ӀӃ%
ӁӃ-ӂӂ ӄ.ҿ% Ӂ.Ӄ%
ӂӃ-Ӄӂ ҿ.Ӏ% Ҿ.ӄҾ%
ӃӃ+ ҿ.Ӈ% ҿ.Ӈ%
dxtxyxse zonsists of three txyles: relxtion, interxztion, xnd lozxtion. he tx-
yle relxtion zxzheshlgusers’ own xtriyutes xnd zorresponding xtriyutes
of exzh of the user’s hlg friends. he interxztion txyle zxzhes xll interxz-
tions of exzh hlg user in the pxst six months, zounting yxzk from the dxy
the survey wxs suymited. Finxlly, the txyle lozxtion zxzhes xll lozxtions
found for exzh hlg user in the sxme time period. he zxzhing of hlg
dxtx yezxme nezessxry sinze it is the only wxy to prevent the survey xppli-
zxtion yeing ylozked yy Fxzeyook (due to Aib zxlls rxte limits, xs diszussed
in leztion Ӄ.ӂ.Ӏ). foreover, the zxzhing prozess enxyles the zxliyrxtion
of clozixleiy methods’ testing with more pxrxmeter sets, sinze the results’
zomputxtion wxs performed lozxlly without the need to perform xn Aib
zxll to Fxzeyook. mxyle ӄ.Ӆ shows the summxry of the zollezted xmount of
hlg dxtx.
Table 6.7: Summary of the collected amount of OSN data
Table Size (MByte) Number of Rows
relxtion ҿҾӆ.Ӂ ҿӀӀ,ӂӁӇ
interxztion ӄӁ.Ӆ ҿӀӁ,ӂӃӂ
lozxtion ҿҾӀ.ӆ Ӏӂӂ,ӆӆӃ
ҿҿӀ
ӄ.Ӏ.Ӂ aхкйпвЯого
A mxnuxl xnxlysis of the survey wxs mxde over ҿҾ survey results: the clo-
zixleiy wxs exezuted with the survey results’ input xnd the results were em-
pirizxlly xnxlyzed oyserving how the interxztion- xnd lozxtion-yxsedmeth-
ods performed. Bxsedon these empirizxl xnxlysis, the following hypothesis
hxve yeen deined yy zomputing xn xverxge of method’s outputs:
Hypothesis. Both interxztion- xnd lozxtion-yxsed methods xre
xyle to estimxte xt lexst Ӏ out of Ӄ friends thxt relezt hlg users’
perzeptions.
ӄ.Ӏ.ӂ fЯпвйЮ’о CЫжгЬнЫпгйи
Exzh clozixleiymethod depends on x set of pxrxmeters: weights (ωn), dis-
txnze thresholds (cattr xnd ccont), xnd interxztivity rxtio threshold (t). he
zxliyrxtion of themethods hxs to ind the yest set of vxlues for these pxrxm-
eters. bn xddition, xs mxny pxrxmeters sets xs possiyle hxve yeen tested for
exzh method. mxyle ӄ.ӆ summxrizes those pxrxmeters zxliyrxted for yoth
methods xs well xs presenting the intervxl of vxlues xssigned to exzh. he
vxlue for the t pxrxmeter is ixed to Ӏ, Ӂ, xnd ӂ, sinze the rxtio diferenze
from Ӏ to ӂ is lxrge enough, when xpplied to the lower xnd upper threshold
equxtions (zf. Equxtions Ӄ.ӂ xnd Ӄ.Ӄ, respeztively).
he vxlue intervxl of sҿ;Ӈu for xll pxrxmeters (exzept t) xre divided into
two independent groups: ҿ, Ӂ, Ӄ, Ӆ, Ӈ xnd Ӏ, ӂ, ӄ, ӆ. he generxtion of possi-
yle pxrxmeters sets is x zomyinxtion of the vxlue intervxls for exzh method
pxrxmeter, in xn independent mxnner. hus, e.g., within interxztion-yxsed
method, the pxrxmeters ωpps, ωppr, ωpms, ωpmr should ye zomyined zon-
sidering the set ҿ, Ӂ, Ӄ, Ӆ, Ӈ of possiyle vxlues, whizh give the permutxtion
of ҟҞ – Ӄ possiyle vxlues for exzh ӂ pxrxmeters. his results in ӄӀӃ pxrxm-
eter sets. he zomyinxtion of the set Ӏ, ӂ, ӄ, ӆ for the sxme pxrxmeters
give the permutxtion ҞҞ – ӂ possiyle vxlues for exzh ӂ pxrxmeters. his re-
sults in ӀӃӄ pxrxmeter sets. Besides the two groups of vxlue intervxls, it
is importxnt to note thxt the pxrxmeter t hxs Ӂ possiyle vxlues, Ӏ, Ӂ, or ӂ.
herefore, summing ӄӀӃ xnd ӀӃӄ pxrxmeter sets, exzh hxving Ӂ possiyle t
ҿҿӁ
Table 6.8: Parameter set for each JSocialLib method
Method Param-eter Description
Interval
Value
bnterxztion-
yxsed
ωpps peight for iuyliz iost lent sҿ;Ӈu
ωppr peight for iuyliz iost ke-zeived sҿ;Ӈu
ωpms peight for irivxte fessxgelent sҿ;Ӈu
ωpmr peight for irivxte fessxgekezeived sҿ;Ӈu
t bnterxztivity rxtio threshold sӀ,Ӂ,ӂu
eozxtion-
yxsed
ωattr peight for lozxtions foundin hlg user’s xtriyutes sҿ;Ӈu
ωcont peight for lozxtions foundin hlg zontent sҿ;Ӈu
cattr
Distxnze threshold for lozx-
tions found in hlg user’s
xtriyutes
sҿ;Ӈu
ccont
Distxnze threshold for lo-
zxtions found in hlg zon-
tent
sҿ;Ӈu
vxlues, results in Ӏ,ӄӂӁ pxrxmeter sets generxted for the interxztion-yxsed
method. he sxme prozess xpplies to the lozxtion-yxsedmethod, zonsider-
ing the ӂ pxrxmeters, resulting in ӆӆҿ pxrxmeter sets. bf x full zomyinxtion
of Ӈ diferent possiyle vxlues is used for exzh pxrxmeter in yoth methods,
it would ye generxted ӃӇ,ҾӂӇ xnd ӄ,Ӄӄҿ pxrxmeter sets for the interxztion-
xnd lozxtion-yxsed methods, respeztively. he xpproxzh of dividing the
vxlue intervxls into two independent groups of possiyle vxlues generxtes
less pxrxmeter sets. Although suzh xpproxzh inzrexses the grxnulxrity to
ind the yest possiyle vxlues for exzh method, the zxliyrxtion is performed
ҿҿӂ
in x fxster mxnner still testing vxlues in yoth extremes within the intervxl,
e.g., lxrge pxrxmeter vxlues for some pxrxmeters, zomyined to very smxll
pxrxmeter vxlues for other pxrxmeters.
For the zxliyrxtion, exzh clozixleiy method is exezuted with xll zorre-
sponding pxrxmeter sets for hxlf of the zollezted hlg dxtx set (rxndomly
zhosen). he prozess generxtes ӁӆӁ,ӀӁӃ interxztion-yxsed method runs
xnd ҿӀӅ,ӅӂӃ lozxtion-yxsed method runs to zompute. he zxliyrxtion wxs
performed on x high-end server mxzhine with Ӏӂ Cin zores, llD hxrd
disks, xnd ӄӂGByteAf,whizh is possiyle to zomplete ҿ,ӂҾҾ interxztion-
yxsed xnd ӅҾҾ lozxtion-yxsed runs perminute, respeztively. he time txken
to run the zxliyrxtion is importxnt sinze xdxptxtions to the methods mxy
ozzur over time xnd, thus, x new generxtion of possiyle pxrxmeters is re-
quired in x rexsonxyle time frxme. bn this zxse, it took ӀӅӁ.Ӆ xnd ҿӆӀ.ӂmin-
utes to run the interxztion- xnd lozxtion-yxsed methods for xll pxrxmeter
sets, respeztively.
bn order to zompxre the clozixleiy methods’ results xpplying the vxlues
of exzh generxted pxrxmeter set, two metrizs xre deined: rank diference
xndmatch count. hese metrizs xre zhosen sinze clozixleiy is evxluxted yy
oyserving xzzurxzy to user’s perzeption xnd requires metrizs to zompxre
how the rxnking positions difer, xs well xs how mxny rxnking entries fully
mxtzh. he metrizs zompxre the hlg user perzeption (xnswered in the
survey) to the clozixleiymethods’ results. hemetriz vxlues xre zxlzulxted
yxsed on the pxrxmeter sets generxted. he Cosine limilxrity sҿҾӆu met-
riz wxs zonsidered. aowever, sinze it exzludes the diferenze of exzh hlg
friend rxnk yy only zomputing veztor distxnze, this thesis opted to not use
it.
Rank Diference: his metriz zxlzulxtes the totxl diferenze in rxnking
positions yetween the rxnked list of Ӄ friends xnswered in the survey, to the
clozixleiy methods’ result for exzh generxted pxrxmeter set. mxyle ӄ.Ӈ il-
lustrxtes in xn exxmple how the rxnk diferenze metriz is zxlzulxted. his is
done for xll pxrxmeters sets xnd the mexn of totxl rxnk diferenzes is zom-
puted (rank diference mean).
Match Count: his metriz zounts the mxtzhes of rxnk positions. bf the
rxnk position is the sxme for the hlg user xnswer xnd in the clozixleiy
ҿҿӃ
Table 6.9: An example of the rank diference metric
OSN
Friends
User Answer’s
Ranking
JSocialLib Result
Ranking
Rank
Diference
Friend A ҿ ӃӁ ӃӀ
Friend B Ӏ ӆ ӄ
Friend C Ӂ ҿ Ӏ
Friend D ӂ ҿӃ ҿҿ
Friend E Ӄ Ӂ Ӏ
Total RankDiference: Ǐǋ
result, it is zounted xs xn exact match count. bf xn hlg friend is rxnked
within xny of the irst Ӄ rxnk positions in the hlg user survey xnswer xnd
in the clozixleiy method result, it is zounted xs xn topԏ match count. mxyle
ӄ.ҿҾ shows xn exxmple of how to zxlzulxte the mxtzh zount metriz. he
hlg friend B is zounted xs xn exact match sinze the hlg user xnswer xnd
the clozixleiy hxve the sxme rxnking vxlue (Ӏ). hehlg friends B, C, xnd
E xre zounted xs x topԏ match sinze hlg user xnswer xnd clozixleiy result
rxnking vxlues xre equxl or yelow Ӄ.
Table 6.10: An example of the match count metric
OSN
Friends
User Answer’s
Ranking
JSocialLib Result
Ranking
Friend A ҿ ӀҾ
Friend B Ӏ Ӏ
Friend C Ӂ Ӄ
Friend D ӂ ҿӃ
Friend E Ӄ Ӂ
TopǍMatch Count: ǋ
ExactMatch Count: ǉ
ҿҿӄ
Bxsed on these metriz vxlues, x set of iltering methods is used to ex-
zlude yixsed xnd totxlly inxzzurxte results, in support of x more xzzurxte
zxliyrxtion. Filtering methods detezt imyxlxnzes introduzed yy hlg er-
rors or hlg user’s lxzk of perzeption (due to x widely xpplied survey).
mwodiferent ilteringmethodshxveyeendetermined: failed xnd zero score.
Failed ilters out pxrxmeter set results, when the clozixleiy zxnnot retrieve
dxtx relxted to thxt speziiz hlg user due to xuthentizxtion or xuthorizx-
tion restriztions. his is the zxse when the survey pxrtizipxnt removed per-
missions for the Fxzeyook xpplizxtion right xter the survey wxs suymited
xnd, zonsequently, the clozixleiymethodswere not xyle to zxzhe xnyhlg
dxtx. Zero score iltering ilters out hlg friends, who hxve x szore vxlue of
exxztly zero. bf xll hlg friends present x szore vxlue equxlling to zero, the
entire hlg user is iltered out. here xre three possiyle zxses for x zero
szore vxlue: (ҿ) the hlg user pxrtizipxnt sxyotxged the survey xnswers,
(Ӏ) Fxzeyook returned xn error while zollezting hlg dxtx for x speziiz
hlg friend, or (Ӂ) the lxzk of hlg user’s perzeption, i.e., clozixleiy zould
not ind xny or zould ind only few hlg dxtx relxted to the hlg user xnd
the speziied hlg friends, mexning thxt the hlg user pxrtizipxnt is not
self-xwxre of his/her own Fxzeyook xzzount hlg dxtx (e.g., the hlg user
thought thxt he/she hxd xn interxztion with friends X, Y, or r, yut xztuxlly
did not send xny messxges, puyliz posts, or xny kind of hlg informxtion).
bt is importxnt to highlight thxt yoth failed xnd zero scoreiltering only ilters
out true negxtives, not impxzting evxluxtion results.
bn order to determine the yest pxrxmeter set for exzhmethod, xll pxrxm-
eter set results xre ordered yy the rank diference vxlue mexn in x deszend-
ing order. herefore, iterxting through exzh ordered pxrxmeter set, the one
with the highest topԏ match countmexn vxlue xnd with the lowest stxndxrd
devixtion is selezted. pith this xpproxzh, the yest pxrxmeter set is selezted,
prioritizing the topԏ match count mexn followed yy the stxndxrd devixtion
xnd rxnk diferenze mexn. mxyle ӄ.ҿҿ shows the zxliyrxtion outzome for
yoth clozixleiy methods.
ҿҿӅ
Table 6.11: Calibration results
Method Parameter Value
bnterxztion-
yxsed
ωpps Ӂ
ωppr Ӈ
ωpms ҿ
ωpmr ҿ
t Ӂ
eozxtion-
yxsed
ωattr Ӂ
ωcont Ӆ
cattr Ӈ
ccont Ӆ
ӄ.Ӏ.Ӄ kЯоржпо
he clozixleiy methods xre properly zxliyrxted with the yest found px-
rxmeters sets, xnd xpplied to the remxining hxlf of the hlg dxtx oytxined
through thepey survey. Allmetrizs xre zxlzulxted xgxin for the sezond hxlf
of the hlg dxtx xnd zompxred to the metriz vxlues from the zxliyrxtion
step.
Interaction-based Method: he results yxsed on zero score iltering
zonsiders ҿӁӅ hlg users in the zxliyrxtion xnd ҿӁӇ hlg users in the evxl-
uxtion (out of ҿӂӃ hlg users exzh). Five hlg users were iltered out in
yoth zxliyrxtion xnd evxluxtion due to failed iltering. Due to zero score il6
tering, ҿ xnd Ӂ hlg users were diszxrded, respeztively, for zxliyrxtion xnd
evxluxtion. foreover, in xverxge, ҿ.ӄӄ xnd ҿ.ӆӆhlg friendswere removed
due to zero score iltering from the zxliyrxtion xnd evxluxtion results of exzh
hlg user thxt xnswered the pey survey.
Figure ӄ.ҿ shows the zompxrison of the interxztion-yxsed method for
the rxnk diferenze metriz with the failed xnd zero score iltering. hese vxl-
ues represented yy yxrs indizxte the rxnk diferenzemexn for xll hlgusers
(“All kesults”) or for exzh frequenzy group. he lower the rxnk diferenze
ҿҿӆ
mexn, the yeter the method performed. Best results were xzhieved for
hlg users who xnswered ”ozzxsionxlly“ xs their interxztion frequenzy. bt
is shown thxt the rxnk diferenzemexn for the zero score iltering is yxsizxlly
the sxme for yoth zxliyrxtion xnd evxluxtion dxtx sets. For hlg users who
selezted “never” xs xn interxztion frequenzy, evxluxtion results performed
worse thxn for those zxliyrxtion results. First, hlg users who xnswered
“never” in the surveymost likely do not hxve x good knowledge xyouthlg
friends they hxve zhosen to zompose the rxnking. lezond, x low numyer
of hlg users selezted “never” xs xn interxztion frequenzy (Ӆ hlg users
in totxl, ӂ in the zxliyrxtion, xnd Ӂ in the evxluxtion hlg dxtx set portion).
herefore, the signiizxnze of themexn vxlue for the “never” frequenzy type
is lower.
Figure ӄ.Ӏ shows the zompxrison of the interxztion-yxsed method for
the topԏ match count metriz. he topԏ match count metriz shows the sxme
vxlues for xll iltering methods, yezxuse iltering does not xfezt this met-
riz. herefore, for simplizity rexsons, it only shows results zompxring the
zxliyrxtion with the evxluxtion. hese vxlues indizxte the topԏ match count
mexn xnd error yxrs show the stxndxrd devixtion. he higher topԏ match
count mexn xnd the lower stxndxrd devixtion, the yeter the method per-
formed. Best results were xzhieved forhlgusers thxt xnswered “ozzxsion-
xlly” xs their interxztion frequenzy. Also, for the topԏ match count metriz,
the interxztion-yxsedmethod xzhieves very zlose results for the zxliyrxtion
xnd evxluxtion. hese mexsurement results for hlg users thxt xnswered
“never” zonsiderxyly vxry due to x low zonidenze in the mexn.
Location-basedMethod:he results yxsed on zero szore iltering zon-
siders ӇӀ hlg users in the zxliyrxtion xnd ӇӇ hlg users in the evxluxtion
(out of ҿӂӃ hlg users exzh). Due to failed iltering, ӄ zxliyrxtion xnd Ӄ
evxluxtion hlg users were diszxrded. kespeztively for the zxliyrxtion xnd
evxluxtion, ӂҾ xnd ӁӇ hlg users were iltered, sinze they did not hxve xny
kind of lozxtion dxtx xt xll xnd, therefore, the lozxtion-yxsedmethod is not
xyle to produze mexningful results. foreover, Ӆ xnd Ӏ hlg users, respez-
tively for the zxliyrxtion xnd evxluxtion, were iltered due to zero score il6
tering. bn xverxge, ҿ.ӇӇ xnd Ӏ.ӀӅ hlg friends were removed, respeztively,
from the zxliyrxtion xnd evxluxtion results, due to zero score iltering.
ҿҿӇ
219.97
247.53
195.73
66.75
257.89
274.73
245.87
126.00
47.10
57.35
34.09 32.00
48.67
60.09
34.31
62.33
0
50
100
150
200
250
300
All Results Frequently Occasionally Never
R
a
n
k
 D
if
fe
re
n
ce
 m
e
a
n
Calibration: failed
Evaluation: failed
Calibration: zero score
Evaluation: zero score
Figure 6.1: Interaction-based method: Comparison of the rank difer-
ence mean for the iltering methods failed and zero score
Figure ӄ.Ӂ shows the zompxrison of the lozxtion-yxsed method for the
rank diferencemetriz with the ilteringmethods failed xnd zero score. hese
vxlues indizxte the rank diference mexn. For “xll results”, the evxluxtion’s
rank diference mexn is higher thxn the zxliyrxtion’s rank diference mexn.
mxking into xzzount thxt the rank diference scale is xlso higher zompxred
to the interxztion-yxsed method (ӁҾӇ.ӂӄ/Ӂӂӂ.ӇӅ of lozxtion-yxsed zom-
pxred to ӂӅ.ҿ/ӂӆ.ӄӅ of interxztion-yxsed method), the evxluxtion of yoth
lozxtion- xnd interxztion-yxsedmethods hxd xlmost the sxme performxnze
relxted to the results produzed. gevertheless, in terms of the rank diference
metriz, the lozxtion-yxsed method performs worse when zompxred to the
interxztion-yxsed method. An interesting oyserved xspezt is the fxzt thxt
for hlg users who xnswered thxt they “never” xtxzh lozxtions to their
posts on Fxzeyook the lowest rank diference mexn is xzhieved – mexning
thxt the method performs yest for this pxrtizulxr zxse. bn zontrxst to the
interxztion-yxsedmethod, where only ӂ hlg users xnswered with “never”
xs interxztion frequenzy, Ӆҿ xnd ӄӃhlg users, respeztively for the zxliyrx-
tion xnd evxluxtion, xnswered thxt they never xtxzh lozxtion dxtx to their
Fxzeyook posts ormessxges. his result shows indizxtives thxt themxjority
of hlg users xnd hlg friends zould hxd yeen iltered out, e.g., due to the
lxzk of xtxzhed lozxtion dxtx (zero score iltering). aowever, the lozxtion-
yxsedmethod found one ormore xtxzhed lozxtion dxtx for ӁӃ xnd ӁӅhlg
users xnd his/her friends, respeztively for zxliyrxtion xnd evxluxtion. hese
ҿӀҾ
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Figure 6.2: Interaction-based method: comparison of the top5 match
count
numyers show indizxtions thxt the lozxtion-yxsedmethod is xligned to the
hlg user perzeption even xnxlyzing x minimum set of hlg dxtx.
Figure ӄ.ӂ shows the zompxrison of the lozxtion-yxsed method for the
topԏ match count metriz. hese vxlues indizxte the topԏ match count mexn,
xnd the error yxrs represent the zorresponding stxndxrd devixtion. Also for
the topԏ match countmetriz, the interxztion-yxsedmethod xzhieves similxr
results for yoth hlg dxtx set portions (zxliyrxtion xnd evxluxtion).
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Figure 6.3: Location-based method: comparison of the rank diference
mean for the iltering methods failed and zero score
ҿӀҿ
1.596
1.700
1.593 1.533
1.340 1.333 1.333 1.375
0.0
0.5
1.0
1.5
2.0
2.5
3.0
All Results Frequently Occasionally Never
To
p
5
 M
a
tc
h
 C
o
u
n
t 
m
e
a
n
Calibration Evaluation
Figure 6.4: Location-based method: comparison of top5 match count
mean
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ĵĻĹ
he end-to-end evxluxtion of the iiCsfu system, whizh provides the xg-
gregxtionof heterogeneousCloud servizes’ storxge, is performedyy inzlud-
ing xll pxrts presented in Chxpter Ӂ, exzept the dxtx relixyility enxyled yy
the iiCsfu FEC (Forwxrd Error Correztion). his thesis zonsiders thxt
the underlxying tezhnology used yy iiCsfu FEC presents x well-known
overhexd (deined yy the keed-lolomon zode sҿҾӀu) xnd, thus, wxs not
inzluded in the evxluxtion.
he iiCsfu system is evxluxted in szenxrios emulxting the overxll use
of the system, uploxding, downloxding, xnd shxring iles. Bxsed on x set of
test zxses, the evxluxtion oyserves dxtx overhexd, index overhexd, xnd the
totxl time to uploxd/downloxd iles with diferent ile sizes.
ӄ.Ӂ.ҿ lЯп-nк
he evxluxtion wxs performed in x zontrolled environment sӀӂu, with ҿӅ
physizxl nodes interzonnezted to one isolxted Gigxyit switzh. Figure ӄ.Ӄ
depizts the topology used xnd the role of exzh physizxl node. he node
nԋ holds yoth the iiCsfu zentrxl index server xnd the iiCsfu bdi. he
ҿӀӀ
iiCsfu iӀi yootstrxpping server is hosted in the node nԌ. All iiCsfu
xpplizxtion instxnzes xre pointed to nԋ to store privxte indizes xnd retrieve
iiCsfu identities, xnd to nԌ to diszover other peers in the iiCsfu iӀi
network. bn xddition, the node nԍ runs the ClG lervize, whizh emulxtes
x Cloud servize. he ClG lervize uses x sotwxre implementxtion – de-
veloped in the zontext of this thesis, only for evxluxtion purposes – thxt
rezeives x ile through aTi xnd persists to x lozxl disk, mxking it xvxil-
xyle for downloxd using x speziiz nke pointing to the persisted ile. For
exxmple, when the ClG lervize rezeives xn aTi request to store the ile
X, it xzzepts the request if the ile is under Ӄ fByte, thus, responding with
xn aTi response messxge zontxining the unique nkb (nnique kesourze
bdentiier) to fetzh the ile. he ile size restriztion of Ӄ fByte wxs set yy
zomputing xn empirizxl xverxge of ile size restriztions of puyliz Cloud ser-
vizes shown in leztion ӄ.ҿ.Ӏ. godes nԋ, nԌ, xnd nԍ hxve xn bntel Xeon
prozessor, with Ӏ.Ӏ Gaz, ӂӆ GByteAf, xnd ӃҾҾ GByte ӅӀҾҾ kif hxrd
drive.
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Figure 6.5: Set-up topology
Although iiCsfu hxs yeen tested xnd its funztionxlity hxs yeen veri-
ied using puyliz Cloud servizes, the dezision to not run evxluxtions with
xll supported Cloud servizes’ implementxtion relies on two rexsons: irst,
ҿӀӁ
performing evxluxtions with x lozxl servize within x lozxl network isolxte
the results, thus exzluding, e.g., delxys in puyliz networks thxt zould xf-
fezt overxll mexsurement vxlues; sezond, the evxluxtion with x lozxl ser-
vize enxyles more test runs due to ye performed in x zontrolled environ-
ment. he remxining ҿӂ nodes (AfD hpteron, Ӏӂ zores, Ӏ.Ӄ Gaz, with
ӄӂ GByte Af, xnd ӃҾҾ GByte ӅӀҾҾ kif hxrd drive) were used to run
iiCsfu xpplizxtion instxnzes, whizh required xyout ӂҾfByte ofAfxl-
lowing x mxximum of ӅҾҾ xztive iiCsfu xpplizxtion instxnzes (i.e., difer-
ent iiCsfu users). bt is importxnt to note thxt the nodes’ hxrdwxre zon-
igurxtion does not yixs the overxll results sinze the resourzes xre shxred
xmong xll iiCsfu xpplizxtions, whizh xre exezuted xt the sxme time. Exzh
of these ӅҾҾ iiCsfu users follow xll other remxining users in the iiCsfu
sozixl network: i.e., ҿ user follows ӄӇӇ iiCsfu users, xnd hxve the ӄӇӇ
followers. linze the evxluxtion xims to oyserve szxlxyility, this xpproxzh
ensures thxt the iiCsfu shxre notiizxtion is sent to xll other user in the
iiCsfu iӀi network when x ile is shxred.
foreover, xll iiCsfu xpplizxtion instxnzes xre zonnezted through x lo-
zxl network xnd listening on diferent ports, hxving xll ӅҾҾ iiCsfu xppli-
zxtion instxnzes xlwxys online, thus, no zhurn is zonsidered. bn xll experi-
ments, xll iiCsfu xpplizxtion instxnzes use the sxme Cloud servize (ClG
lervize) yut with diferent Cloud servizes’ zredentixls. he sxme iles xre
used for exzh test zxse xnd test zxses xre repexted ҿҾ times.
he iiCsfu szheduler implementxtion is zonigured to xpply x rxndom
funztion when zhoosing x dxtx enzoder xnd x Cloud servize zredentixl for
exzh ile frxgment. herefore, x ile is frxgmented to x rxndom numyer of
frxgments xnd rxndom sizes due to the speziiz implementxtion of the zho-
sen dxtx enzoder. aowever, the iiCsfu szheduler zould ye optimized xnd
use x dxtx enzoder xzzordingly to x speziiz goxl: e.g., prioritize to generxte
less frxgments, prioritize to generxte more frxgments, prioritize to use the
lexst xmount of Cloud servize’s zredentixls xs possiyle, xmong others. he
evxluxtion zhose to use x rxndom funztion in order to oyserve the system
without xny optimizxtions yeing xpplied. hus, the xverxge yehxviour of
the systemusing the implemented dxtx enzoders zxn ye txken into xzzount.
ҿӀӂ
Table 6.12: Test cases and scenarios
Scenario Test Case A Test Case B
ǉ ҿ iiCsfu user uploxding xprivxte ile
ҿ iiCsfu user downloxd x
privxte ile
Ǌ
ҿ iiCsfu user uploxding
x ile to shxre speziizxlly
with xll other iiCsfuusers
pxrt of the iiCsfu bdi
All iiCsfu users down-
loxding the shxred ile
ǋ
ҿ iiCsfu user uploxding x
ile to shxre to the whole
iiCsfu iӀi network
All iiCsfu users pxrt
of the iӀi network
downloxding x ile thxt
wxs shxred to the whole
iiCsfu iӀi network
ǌ ҿ nser uploxding x ile tothe ClG lervize
ҿ nser downloxding x ile
from the ClG lervize
ӄ.Ӂ.Ӏ mЯоп CЫоЯо ЫиЮ lЭЯиЫнгйо
he following test zxses (zf. mxyle ӄ.ҿӀ) were designed to zover the three
modes of operxtion relxted to the ile uploxd xnd downloxd prozesses: (ҿ)
privxte storxge, (Ӏ) privxte shxring, xnd (Ӂ) puyliz shxring. foreover, xn
xdditionxl test zxsewxs zompiled to generxte results for x zompxrxtive xnxl-
ysis: (ӂ) ClGlervize without iiCsfu system. mest zxse (ӂ) shows results
of the ile uploxd xnd downloxd without the use of the iiCsfu system,
whizh mexns thxt no xdditionxl overhexd or prozessing time is produzed.
hese test zxses used iles with sizes of ҿfByte, ҿҾfByte, ҿҾҾfByte, xnd
ҿ GByte in order to uploxd xnd downloxd.
he totxl time to uploxd xnd downloxd xre only mexsured in test zxses
(A), sinze it generxtes the sxme (for szenxrio ҿ xnd ӂ) or higher over-
hexd/totxl time (for szenxrios Ӏ xnd Ӂ) xs (B), representing the upper
yound. lzenxrio Ӏ issues iiCsfu shxre notiizxtions for xll its users, re-
sulting in x higher overhexd thxn szenxrio Ӂ, xlso representing the upper
yound.
ҿӀӃ
ӄ.Ӂ.Ӂ kЯоржпо
he results were zomposed oyserving the following dimensions: leztion
ӄ.Ӂ.Ӂ.ҿ shows the ile dxtx overhexd perzentxge (how mxny perzent the
originxl ile grows, looking to the enzoded ile pxrts size xs x result of the en-
zoding); leztion ӄ.Ӂ.Ӂ.Ӏ presents the iiCsfu index overhexd (how muzh
dxtx wxs generxted yy the iiCsfu index entities); xnd leztion ӄ.Ӂ.Ӂ.Ӂ
shows the totxl time for ile uploxd/downloxd (inzluding xll ile uploxd xnd
downloxd steps within the iiCsfu xpplizxtion). he results were oytxined
yy pxrsing log iles from exzh of the ӅҾҾ iiCsfu xpplizxtions, whizh zon-
txined themexsurements relxted to exzhof these dimensions –determining
the fexsiyility, szxlxyility, xnd overhexd of the iiCsfu system.
ӄ.Ӂ.Ӂ.ҿ DЫпЫ hсЯнвЯЫЮ
Figure ӄ.ӄ shows the dxtx overhexd for test zxse A of szenxrios (ҿ) xnd (Ӏ)
with x zonsiderxyle dxtx overhexd vxrixnze for smxller ileswhen zompxred
to the ҿ GByte ile. linze the iiCsfu xpplizxtion uses x rxndom funztion
for the evxluxtion, there is x higher zhxnze to zhoosediferent dxtx enzoders
for less frxgments in diferent runs.
Dxtx enzoders present diferent overhexd perzentxge. he “yest” en-
zoder (SteganographyEncoder) hxs xn overhexd of Ҿ.ҿӄ% due to zom-
pressing the FFl (igG imxge) xter the Ӂ elBs xre injezted, while the
“worst” enzoder (IDԍvԌTagEncoder) hxs xn overhexd of xround ҿҾӂ%. he
IDԍvԌTagEncoder is the one with most overhexd sinze dxtx is injezted xnd
represented in x hexxdezimxl ltring formxt within bDӁvӀ txgs, e.g., xlyum
nxme, song title, song deszription, etz. aowever it is xlso the enzoder thxt
stores the most dxtx (Ӄ fByte, due to ClG lervize uploxd size restriz-
tions, zompxred to ӂӁ dByte with SteganographyEncoder). For lxrge iles,
the overhexd levels of xt xround ҿҾҾ%, whizh is the xverxge over xll en-
zoders.
mwo distinzt runs with extreme vxrixtions in the numyer of iles pxrts
were zhosen to xnxlyze the relxtion yetween dxtx enzoders xnd dxtx over-
hexd. Considering the ҿGByte ile, the iiCsfuApplizxtion generxted ӃӅӀ
enzoded ile pxrts, with x totxl size of ҿ.ӇӅ GByte dxtx yeing uploxded. bn
ҿӀӄ
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Figure 6.6: File data overhead
x sezond run it resulted in ӀӁӅ enzoded ile pxrts, with x totxl size of Ӏ.ҾӁ
GByte, resulting in xn xdditionxl overhexd of Ӄӄ fByte.
ӄ.Ӂ.Ӂ.Ӏ bиЮЯф hсЯнвЯЫЮ
Figure ӄ.Ӆ shows the index overhexd for szenxrio Ӏ xnd Ӂ. he index size for
(Ӏ) is muzh smxller thxn for the privxte shxring, sinze the index does not
need to ye distriyuted in the Dam. For (Ӂ) the overhexd to store the index
in the Dam is yetween x fxztor of Ӏ.ӂ to Ӏ.Ӆ explxined yy Dam’s redun-
dxnzy setings. bt is oyserved thxt the index overhexd levels of xt xround
Ӏ,ӂҾҾ Byte per peer for the privxte shxring, xnd ӇҾҾ Byte for the privxte
storxge.
ӄ.Ӂ.Ӂ.Ӂ mйпЫж mгзЯ
Figure ӄ.ӆ shows the totxl time for szenxrios (ҿ), (Ӏ), xnd (ӂ). bn szenxrio
(ҿ) x ҿ GByte ile zxn ye uploxded on xverxge in ҿҿ.ҿ minutes (test zxse
A) xnd downloxded in ӄ.Ӆ minutes (test zxse B). phen zompxred to the
ҿӀӅ
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Figure 6.7: PiCsMu index overhead
xverxge totxl time of szenxrio (ӂ), with the sxme ҿ GByte ile, where the
uploxd is zompleted in ҿ.ӃӇ minutes (test zxse A) xnd downloxd is zom-
pleted in ҿ.ӃӁ minutes (test zxse B), x iiCsfu user txkes on xverxge ӄ.Ӈ
times to uploxd xnd ӂ.Ӂ times to downloxd. his is due to frxgmentxtion,
enzoding, xnd enzryption overhexd. bn szenxrio (Ӏ), the uploxd xnd down-
loxd prozess is fxster, sinze the index is not enzrypted xnd noDamzxlls xre
performed. Another oyservxtion is thxt with xn inzrexsing numyer of ile
pxrts, the totxl time is inzrexsing too, sinze the index for exzh ile pxrt is
enzrypted individuxlly.
ǎ.ǌ LĹĻĵŀ DĽňķŊňňĽŃł
Dxtx storxge tezhnologies in generxl, xnd espezixlly employed yy the
iiCsfu system, fxze legxl xnd regulxtive dimensions upon operxtion.
hus, x diszussion of mxjor relxted fxzets wxs prepxred. First, leztion ӄ.ӂ.ҿ
presents relevxnt tezhnology-relxted xspezts thxt xllow end-users to per-
form dxtx storxge, in relxtion to Cloud storxge overlxys xnd iiCsfu. lez-
ondly, leztion ӄ.ӂ.Ӏ identiies stxkeholders xnd points their legxl role in
ҿӀӆ
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the iiCsfu system. hird, yxsed on tezhnology xspezts shown, the lez-
tion ӄ.ӂ.Ӂ presents three xrexs thxt xre xfezted yy regulxtions: representx-
tion of dxtx in x iner level of grxnulxrity, the mezhxnisms of frxgmentxtion
to multiple Cloud providers, xnd merms of lervize from Cloud servizes.
exstly, leztion ӄ.ӂ.ӂ shows the stxtus of legxl dezisions yxsed on the three
xrexs xfezted yy regulxtions.
ӄ.ӂ.ҿ kЯжЯсЫип mЯЭвийжйбх AокЯЭпо
Dxtx is x set of vxlues, symyols, or vxrixyles thxt, zoupled together, form
information sӀu – representing the lowest level of xystrxztion. he set of
vxlues, symyols, or vxrixyles follow x well-deined struzture in whizh dxtx
is represented. hese struztures xre otendeszriyed in stxndxrds, sinzemul-
tiple entities (i.e., sotwxre)must write xnd rexd dxtx following x dxtx struz-
ture.
bn order to perform x legxl xnxlysis xyout dxtx storxge usingiiCsfu, it is
importxnt to note thxt x ile (i.e., dxtx, with x sequenze of yytes) not follow-
ing x zertxin ile formxt is not mexningful to whom is rexding/interpreting
it. Both writer (i.e., who generxted x ile) xnd rexder (i.e., who is rexd-
ҿӀӇ
ing/interpreting x ile) must ye xwxre on whizh ile formxt xnd struzture
the ile dxtx is represented. herefore, if the rexder zxn interpret the ile
dxtx xnd generxte the expezted output yy the writer, the dxtx is zonsidered
intelligible sӃӄu. he rexder or writer zxn ye either humxns or sotwxre.
nsers xre xyle to store their iles using multiple wxys, inzluding: (ҿ)
on privxte medix, suzh xs hxrd disks, nlB drives, or lD zxrds, (Ӏ) on the
Cloud, suzhxsDropyox sӀӇuorAmxzonsӃu, not yeing xwxrewhere exxztly
the iles xre yeing stored, xnd (Ӂ) on other users’ devizes, suzh xs zomput-
ers equipped with hxrd disks, in x ieer-to-ieer network. bf users zhoose to
shxre their dxtx on zxses (Ӏ) or (Ӂ), the ile shxring prozess ismxde through
the network xnd enxyled yy x sotwxre – xvxilxyle yy x Cloud provider or x
ieer-to-ieer (iӀi) xpplizxtion (e.g., Bitmorrent).
From the Cloud provider perspeztive, it is up to the provider to de-
zide, where xnd how users’ iles xre internxlly stored. he iles zxn ye re-
orgxnized (e.g., frxgmented, enzrypted) in order to suit internxl restriz-
tions, requirements, xnd optimizxtion levels set yy the Cloud provider.
Even though iles mxy ye internxlly distriyuted or re-orgxnized, user’s iles
xre provided in its originxl formxt when requested to downloxd yy some-
one. hus, users downloxding xnd uploxding dxtx xre not xwxre of howiles
were further frxgmented or where the xztuxl dxtx frxgments xre lozxted.
File frxgments zxn ye sprexd into the sxme Autonomous lystem from x
single Cloud provider, yut, xt the sxme time, sprexd in diferent jurisdiz-
tions or politiz-ezonomiz stxtes sӀӆu. luzh prozess is invisiyle to the end-
user. hemxjority of Cloud providers xnd servizes, suzh xs Dropyox sӀӇu,
Google Drive sӂӆu, bmgur sӃӃu, or Amxzon lӁ sӃu, employ internxl dxtx
storxge thxt xre not fully trxnspxrent to end-users sӃӀu.
he sxme hxppens from x iӀi xpplizxtion perspeztive, xlthough it
presents x more trxnspxrent prozess. Every user runs x ile shxring iӀi xp-
plizxtion yeing pxrt of x dezentrxlized network whizh every node hxs the
sxme sotwxre zhxrxzteristizs. bn other words, how x ile is re-orgxnized
in order to suit the iӀi xpplizxtion requirements is performed homoge-
neously yy every pxrtizipxnt of the network. hus, if iles/dxtx should ye
frxgmented, the prozess uses rules implemented in every single iӀi xppli-
zxtion. bt mexns thxt xll other users pxrt of this network xre xwxre of how
ҿӁҾ
the frxgmentxtion ozzurred xnd where the frxgments xre lozxted. Bitmor-
rent is x typizxl exxmple of suzh x prozess.
As xn overlxy system, iiCsfu xdopts hyyrid mezhxnisms in order to
mxnxge xnd store dxtx, presenting diferent tezhnizxl zhxrxzteristizs when
legxlly xnxlyzing dxtx storxge. ltorxge overlxy xpplizxtions dezide how xnd
where dxtx is stored, using underlxy servizes (e.g., Cloud providers xnd/or
ieer-to-ieer networks) to xztuxlly store the dxtx.
he pxrtizulxrity of storxge overlxy systems rely on yeing xwxre of the
whole index (or metxdxtx) informxtion, yut not yeing xztuxlly responsiyle
for storing the dxtx, i.e., keeping dxtx with x mexningful representxtion un-
der its premises. ltorxge overlxy systems mxy dezrexse the grxnulxrity of
how dxtx is represented, thus storing x sequenze of yytes thxt mxy not hxve
x mexning for whom is storing it.
Another iiCsfu zhxrxzteristiz is the zxpxyility of trxnsforming dxtx for
storxge purposes. For exxmple, iiCsfu mxy enzode pxrts of x ile into
otherwell-knownile formxts in order to enhxnze sezurity/privxzy (i.e., en-
zoding enzrypted dxtx frxgments within x ciG ile). herefore, the xztuxl
ile stored in x Cloud servize does not zhxrxzterize the originxl ile formxt
thxt the end-user xims to store.
bn summxry, these xre the key tezhnology xspezts thxt xre relevxnt for x
legxl diszussion of Cloud storxge overlxys, espezixlly for iiCsfu:
• Deinition of dxtx
• ltxndxrds for dxtx representxtion
• Frxgmentxtion of dxtx to multiple storxge fxzilities or entities
• Dxtx intelligiyility
• Dxtx enzoding or dxtx trxnsformxtion
• kesponsiyility of owning or storing only metxdxtx informxtion
• kesponsiyility of owning or storing non-intelligiyle dxtx
ҿӁҿ
ӄ.ӂ.Ӏ lпЫеЯвйжЮЯно
Considering dxtx storxge, stxkeholders involved in the iiCsfu system in-
zlude:
• PiCsMu User: iiCsfu users provide iles to ye privxtely stored,
xlso with the possiyility to shxre them, xnd perform ile downloxd,
using – or not – x Cloud lervize irovider. he iiCsfu user hxs the
intelligiyle knowledge of the ile to ye stored/shxred.
• Cloud Service Provider (CSP):Cli provides Cloud servizes thxt
xzzept dxtx storxge in xny ile formxt (rxw dxtx), or only in speziiz
ile formxts (e.g., ciG, igG, fiӁ). Clis zxn xlso suy-zontrxzt
other Clis to provide x yroxder rxnge of servizes – e.g., Dropyox
mxy zontrxzt Amxzon lӁ to xdd synzhronizxtion servize on top of
pure storxge.
Clis employ tezhnizxl mezhxnisms in order to:
– irevent Cloud Customers (CCn) to store dxtx in Clis’ in-
frxstruzture thxt does not zomply to the terms of servize, es-
txylished xnd xzzepted yeforehxnd. he prevention ozzurs in
the moment thxt CCns spezify whxt kind of dxtx they wxnt to
store, employing, e.g., strong dxtx vxlidxtion mezhxnisms .
– Audit its own Cli storxge infrxstruzture xntizipxting possiyle
legxl issues due to dxtx stored yy CCns, e.g., zrxwling Cli’s
infrxstruzture sexrzhing for iles whizh xre xlrexdy stored xnd
presents zopyrighted mxterixl.
• CloudCustomer (CCU):CloudCustomers xre zustomers ofClis,
hxving x terms of servize dozument xzzepted yeforehxnd. CCns zxn
xlso ye iiCsfu users, sinze they might hxve zredentixls in one or
multiple Clis.
• Regulators: kegulxtors mxy inzlude xgenzies thxt regulxtes digitxl
zontrxzts xnd merms of lervizes, yetween CCns xnd Clis. hese
ҿӁӀ
xgenzies zxn, e.g., deine mxndxtory zlxuses on merms of lervizes
xnd rezommend how Clis should store dxtx of CCns.
hther stxkeholders mentioned in sҿҿӆu, suzh xs, e.g., Content irovider
xnd Cloud hperxtors, xre not listed due to the lxzk of x direzt zontrxztuxl
or tezhnizxl relxtion to Cloud storxge overlxys. A Cloud storxge overlxy
like iiCsfu is only zonzerned to store dxtx in Clis, xlthough Clis might
hxve xgreements to Content iroviders to distriyute their zontent. iiCsfu
is xlso independent of Cloud hperxtors, sinze Clis might hxve zontrxzts
with multiple Cloud hperxtors thxt xre trxnspxrent to CCns.
ӄ.ӂ.Ӂ kЯбржЫпгйи AнЯЫо AааЯЭпЯЮ
Bxsed on empirizxl oyservxtions of tezhnizxl zhxrxzteristizs from Cloud
storxge overlxys xnd its stxkeholders, three questions xre zonsidered due
to their legxl relevxnze:
• Cxn the representxtion xnd storxge of dxtx in x iner level of grxnu-
lxrity – thus implying to store non-intelligiyle dxtx – ye zonsidered
x legxl proylem?
• Cxn the prozess of frxgmenting iles (intelligiyle or not) to multiple
Cloud providers – further mxnipulxting suzh dxtx internxlly – yring
legxl impxzts in relxtion to dxtx proteztion lxws?
• phxt kind of legxl proylemsCloud storxge overlxysmight fxze yxsed
on Cli’s merms of lervize?
hus, this thesis diszussed the three most relevxnt xrexs potentixlly xf-
fezted yy regulxtions, zonsidering the iiCsfu system in xn operxtionxl
mxnner:
• Data Granularity:
sӆӅu highlights the proylemxtiz xyout intelligible dxtx versus dis-
triyuted storxge. hedozument is x formxl response to x projezt pro-
posxl evxluxtion in nd, xnd puylished yy the nd ixrlixment. he
ҿӁӁ
following exzerpt diszusses the zhxllenges of stxkeholders, espezixlly
Clis, to re-unite dxtx from diferent plxzes to zonstitute x intelligi-
yle dxtx:
Given distributed storage and proprietary ile formats5 ac6
cess to physical media5 e7g7 storage hardware in a third coun6
try5 does not necessarily aford access to intelligible data7
he only sure way to access intelligible data is through the
user logging in to reunite ragments into intelligible form
automatically7 Fragments are distributed automatically;
providers may or may not know in which hardware all rag6
ments comprising one data set are stored7 Some ragments
may be intelligible5 others not7 Some providers can bypass or
use customer logins5 others cannot7 Even providers bypass6
ing customer logins cannot5 without decryption keys5 deci6
pher data securely encrypted by controllers7 Similarly5 ater
deletion operations5 ragments may or may not be intelligi6
ble or re6unitable7 Again5 these depend on service type and
design7
sҿҾӅu diszusses the legxl di zulties relxted to dxtx grxnulxrity in the
lwedish lxw perspeztive. Although the text is dxted yxzk to ҿӇӇӆ,
the xuthors emphxsize the emerging fozus on minimxl digitxl frxg-
ments xnd the proylems thxt might yring – diferent ones thxn the
trxditionxl pxper-yxsed environment:
A data store6space contains “units” of data7 In a traditional
store one deals with units such as “books”5 “leters”5 “index
cards”5 “formularies”5 and “contracts”7 In a comfortable5
traditional situation there is a close correspondence between
the unit that is asked for and retrieved and the physical ob6
ject that is and can be handled as a unit7 Consider5 for ex6
ample5 a request to obtain access to the correspondence of
an individual during a certain period of time7 In the digital
world new information handling principles begin to apply to
ҿӁӂ
the units of data7 Fragments can be retrieved5 combined5 re6
structured5 excluded5 compared etc7 to an extent that is sim6
ply not possible in a traditional5 paper6based environment7
he limits are pushed downwards so that individual micro
units – a single alphabetical or numeric sign5 an isolated pic6
ture element5 amomentary breathing – canbe identiied5 sin6
gled out and used7 Basically5 we begin to deal with paterns
of ones and zeros 1bit paterns2 and the patern delimiters
are logical rather than physical in nature7
As oyserved in sӃӁu, xnother issue relxted to dxtx grxnulxrity is the
possiyle xyility of the provider (xnd of xny suy-provider, e.g., bxxl
provider) to xzzess CCn’s dxtx:
As discussed [777]5 where data stored with providers are not
encrypted5 or only weakly encrypted5 most providers have
the technical ability to access the data in intelligible form7
Most providers also contractually reserve the right to do so5
e7g7 for service8support reasons or if disclosure is compelled
or requested by law enforcement authorities7 If the con6
troller8cloud customer knows that the provider has the abil6
ity and legal right to access its data5 and the provider is es6
tablished outside the EEA5 does thismean that the controller
“intended” to allow non6EEA entities to access its data?
Must the controller investigate the extent of the provider’s
ability to access its data?
Bxsedon those positions expressed in diferent zountries, the storing
of non-intelligiyle dxtx mxy rxise legxl proylems due:
– he lxzk of knowledge of whxt someone intended to store, yut
xllowing to store on someone’s premises without xny kind of
inquiries;
– irivxzy rexsons, sinze non-intelligiyle dxtx zxn ye zlxssiied
xs personxl dxtx even not yeing enzrypted or xnnonymized.
ҿӁӃ
hus, storing xnd diszlosing non-intelligiyle dxtx is zonsidered
to ye sensitive.
• Fragments in Diferent Locations versus Data Protection Laws:
he Dxtx iroteztion Azt (DiA) from the nd, in ҿӇӇӆ, deines the
term of “personxl dxtx” sӃӅu xs dxtx relxting to x living individuxl
who is or zxn ye identiied either from the dxtx or from the zonjunz-
tion of dxtx with other informxtion (e.g., metxdxtx). sӃӁu diszusses
how Clis xnd CCns xre xfezted yy the restriztions on trxnsferring
personxl dxtx outside the Europexn Ezonomiz Arex (“EEA”) under
the xrtizle ӀӃ of the Dxtx iroteztion Direztive ӇӃ/ӂӄ/EC (“DiD”)
sӁӄu, termed “dxtx export”. he mxin point in the DiD is to pro-
tezt personxl dxtx from third entities thxt xre not within zontrolled
jurisdiztions.
sӃӁu diszusses thxt restriztions on dxtx export xre not suitxyle with
the present tezhnology, xnd direztives likeDiD should ye xyolished
xnd suystituted yy other more xdvxnzed xnd suitxyle zontrols, e.g.,
xnonymizxtion or enzryption, xnd regionxl Clouds. foreover, sӃӁu
stxtes the inzompxtiyility yetween zurrent tezhnology (enxyled yy
Clouds) xnd the DiD xs follows:
We argue the DPD’s rules should accordingly focus on re6
stricting unauthorised access5 rather than restricting data
export7 In other words5 what maters most is not where in6
formation is stored5 but who can read it5 i7e7 who is able to
obtain access to it in intelligible form7
Depending on the tezhnizxl set-up of Clis’ infrxstruzture, if xuthor-
ities in x zountry outside Europexn nnion (En) – where the Cli’s
dxtx zenter is lozxted – seize one server, or even xll bm equipment of
suzhdxtx zenter, thismxynot nezessxrilymexn the xyility to rexd xny
personxl dxtx in intelligiyle form. he DiD zurrently only txzkles
the “dxtx export” without zlexrly distinguishing how personxl dxtx
is represented – in xn intelligiyle or non-intelligiyle mxnner.
ҿӁӄ
Another issue in this xrex is the mxnipulxtion xnd dxtx prozess-
ing of personxl dxtx in x geogrxphizxlly distriyuted mxnner. A
Cloud storxge overlxy, xs well xs Clis, xre zhxrxzterized xs entities
thxt internxlly further prozess xnd mxnipulxte dxtx if, e.g., its ser-
vizes/xpplizxtions perform dxtx replizxtion, xnxlysis, or dxtx frxg-
mentxtion. he xztion of “prozessing” personxl dxtx might xlso zon-
stitute legxl proylems yxsed on the DiD, sinze the lozxtion where
the dxtx is yeing prozessed should ye known xnd within deined ge-
ogrxphiz yorders.
hus, the frxgmentxtion, or, in more generxl terms the xzt of pro-
zessing dxtx, mxy rxise legxl proylems due to:
– he geogrxphizxlly distriyuted nxture of the iiCsfu iӀi net-
work, whizh holds the index informxtion of where dxtx is
stored xnd with whizh formxt it turns suzh dxtx intelligiyle;
– Clis xnd iiCsfu users’ intention to frxgment xnd store iles
in diferent lozxtions, even if the dxtx is enzrypted xnd non-
intelligiyle.
• Terms of Service andData Storage:
nsuxlly, Clis operxte presenting the following zlxuse, whizh is xn
exxmple from Google’s merms of lervize sӂӇu:
Google’s Terms of Service do not allow the sending of au6
tomated queries of any sort to our system without express
permission in advance rom Google7
hiszlxusemexns thxt the givenClidoesnot xllowxnykindof xuto-
mxted sotwxre to interxzt with its servizes without previously yeing
registered to perform speziiz queries. hus, Cloud storxge overlxys
mxy fxze legxl issues sinze they use xutomxted mexns, through Aibs
(registered xnd xuthorized yy Clis or not), to persist dxtx in Clis’
infrxstruzture.
bn xddition, Clis’ terms of servize oten mention thxt the servize
should ye used xzzordingly to its purposes: for exxmple, x servize
ҿӁӅ
to store imxges, of diferent types (e.g., ciG, igG), should only
store personxl dxtx relxted to imxges. herefore, Clis should em-
ploy strong dxtx vxlidxtion rules (zf. Chxpter ӂ) in order to:
– oerify if dxtx pushed to Clis infrxstruzture zomplies to the
terms of servize;
– Detezt dxtx trxnsformxtions (e.g., dxtx injeztion within xz-
zepted ile formxts) thxt zould hide, e.g., illegxl mxterixl.
foreover, Clis zxn xlso present exemption zlxuses in the merms
of lervize thxt relieve them from xny responsiyility relxted to zon-
tent persisted or shxred yy CCns. bn order to illustrxte suzh exemp-
tion zlxuses the followingmermsof lervize’s exzerpt is fromDropyox
sӁҾu:
We may review your conduct and content for compliance
with these Terms and our Acceptable Use Policy7 With that
said5 we have no obligation to do so7 We aren’t responsible
for the content people post and share via the Services7
hus, yxsed on merms of lervize oyserved from Clis, iiCsfu,
xnd/or iiCsfu users, legxl zonzerns xre due to:
– he xutomxted interxztion with Cli’s Aibs;
– he intention of enzoding dxtx thxt xre not xzzepted yy the
merms of lervizes, within ile formxts thxt xre xzzepted.
ӄ.ӂ.ӂ lпЫпро
eegxl dezisions regxrding dxtx storxge zonsiderxyly depends on the zxse –
from tezhnizxl pxrtizulxrities to xgreed terms. Considering the xrexs data
granularity xnd the distriyution of ragments in diferent locations, one zould
zompxre the Bitmorrent metx-iles to the iiCsfu system, whizh in fxzt do
not xztuxlly store ile’s dxtx yut xlso presents the notion of metxdxtx repre-
sented yy the “index informxtion”. phether who holds the index or metx-
dxtx violxtes, e.g., zopyrights yy linking to zopyrighted mxterixl, without
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the xuthorizxtion of zopyright holders, is highly zontroversixl. kezently,
luprnovx.org, morrentlpy, eokimorrent, Bmcunkie, fininovx, Demonoid,
hink’s iink ixlxze, xnd, most notoriously zxse, he iirxte Bxy, fxzed legxl
issues xnd trixls. fost of them were shut down, with the exzeption ofhe
iirxte Bxy thxt remxins online sinze its owners/xuthors xre still xppexling
from the initixl zourt dezision.
Even though Bitmorrent presents some tezhnizxl similxrities to iiCsfu
xndCloud storxge overlxys, the fundxmentxl diferenze is thxt iiCsfu pri-
mxrily uses Clis to store dxtx, xnd not individuxls’ storxge – xs it hxppens
with Bitmorrent. herefore, Clis xre responsiyle, xs x zompxny with legxl
duties within x jurisdiztion, to whxt is yeing stored xnd to whxt is shxred
from their infrxstruzture. here is no legxl dezision, until this moment, xs
fxr xs this xuthor is xwxre of, thxt zonsider x Cloud storxge overlxy system.
he known zxses xre only relxted to zompxnies xnd entities thxt xztuxlly
store dxtx in their servers or infrxstruztures.
Given the fxzt thxt DiD wxs zritizized sinze its zrextion in the En,
the Generxl Dxtx iroteztion kegulxtion (GDik) sӁӃu plxns to unify dxtx
proteztion xs x single lxw in Europe. Among severxl zhxnges thxt xim to
zonsider the xdvxnzes of Cloud zomputing xnd distriyuted tezhnologies,
GDik requires thxt xny entity thxt performs dxtx prozessing should doz-
ument suzh prozessing operxtions – in zxse zourts dezide to xzzess it for
investigxtion purposes. Although GDik is not yet xpproved (plxnned to
ӀҾҿӄ, xnd with x plxnned trxnsition period of Ӏ yexrs), the zurrent stxtus
of suzh regulxtion shows upzoming legxl issues for Cloud storxge overlxy
systems xnd its users if the used tezhnology is not xdxpted xzzordingly.
Considering the terms of service and data storage xrex, Clis should verify
xnd ye xwxre of whxt kind of zontent CCns xre pushing to their servers –
mentioning whxt xre the tezhnizxl mezhxnisms employed (e.g., deszriying
in detxil the dxtx vxlidxtion rules yxsed on speziiz ile’s xtriyutes). bn x
zxse involving Fxzeyook xnd iower oentures sӁӀu, whizh does not expliz-
itly dexl with dxtx storxge yut with the use of x servize, x federxl judge in
Cxlifornix stxte, nlA, hxs sentenzed thxt violxting Clis’ merms of lervize
does not zonstitute x zrime. he judge xlso stxted thxt “yypxssing tezhnizxl
or zode-yxsed yxrriers zlexrly imposed yy the servizes mxy violxte the lxw
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under the given jurisdiztion”. he use of iiCsfu xnd its dxtx enzodersmxy
yring legxl issues when dxtx is stored in Cloud servizes where ile type re-
striztions xrementioned in themerms of lervize. aowever, xs x response to
the zxse, theEleztroniz Frontier Foundxtion (EFF) xrgued thxt turning xny
violxtion of merms of lervize into x zrime would empower Clis with the
dezision of zhoosingwhxt zonduzt is zriminxl or not sӁҿu, lexving x zonsid-
erxyle xmount of CCns vulnerxyle to prosezution for everydxy xztivities.
bn xddition, the judge stxted thxt it is the servize provider’s responsiyility
to dezlxre, in the deepest level of detxil, whxt xre the “zode-yxsed yxrriers”
in order to not misuse the provided servize.
bn xny zirzumstxnzes, zourts should zxrefully oyserve the intent of exzh
user – iiCsfu user or CCn – to yxse their dezision upon. he mxlizious
use intent to store illegxl zontent using the iiCsfu system would ye the
stxrting point for legxl zonsiderxtions, zomyining previous legxl dezisions
from diferent overlxpping xrexs, suzh xs data granularity, ragment in difer6
ent locations, xnd Terms of Service xyuse.
ҿӂҾ
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Summary and Conclusions
Tвго пвЯого designed, implemented, xnd evxluxted key xspezts in-volved in xllowing the xggregxtion of Cloud servizes’ storxge in x hy-
yrid overlxy, zonstituted of zentrxlized xnd dezentrxlized entities, in order
to store xnd shxre dxtx. his xpproxzh xlso integrxted existinghnline lozixl
getworks to provide xzzurxtemexsurement inputs for sozixl rezommendx-
tion, e.g., rezommending new iiCsfu friends thxt xre xlrexdy friends of x
iiCsfu user within existing hlgs. his thesis presented the prxztizxyil-
ity of mezhxnisms xnd zomponents yy integrxting them in x Cloud storxge
overlxy xpplizxtion zxlled iiCsfu.
he iiCsfu system deines x novel storxge overlxy xggregxting hetero-
geneous Cloud storxge servizes into x single user-perzeived entity, sup-
porting yoth generic xnd data6speciic storxge servize types in the underlxy.
phile iӀi ile storxge servizes xnd generic Cloud storxge servizes do not
restrizt the dxtx whizh it zxn ye stored, data6speciicCloud storxge servizes
require zomplixnze with their dxtx restriztions, limiting the uploxd of iles
to zertxin ile types. hus, this thesis investigxted dxtx vxlidxtion prozesses
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ofCloud servizes to store xryitrxrydxtx, determining xnovel proylem in the
xrex of Cloud zomputing. By using dxtx enzoders, dxtx zxn ye trxnsformed
to xny formxt representxtion xzzepted yy Cloud servizes’ dxtx vxlidxtion
prozess, turning it possiyle to store xny kind of ile independent of its ile
formxt. he investigxtion of Cloud servizes’ dxtx vxlidxtion wxs zxrried us-
ing explorxtory tests txrgeting severxl lxrgepuylizCloud servizes, yypxssing
their dxtx vxlidxtion rules.
he result of ile uploxd xnd downloxd prozesses, whizh forms the
iiCsfu index, xllow the system to keep trxzk on where, whxt, xnd how it
stores xnd distriyutes dxtx. he iiCsfu system deploys x dezentrxlized xr-
zhitezture using entities to dexl with ile shxring, i.e., x Dam szheme using
momiӀi, thus, xvoiding zentrxlized yotlenezks xnd single point of fxilure.
he iiCsfu system employs x set of steps to inzrexse sezurity xnd pri-
vxzy: the dxtx enzoding, ile pxrt enzryption, xnd ile frxgmentxtion pro-
zesses, zomyined, xdd xnother lxyer of txsks to rezonstruzt originxl iles.
he zomyinxtion of these steps turns it hxrder for xn xtxzker to gxin xz-
zess to the zontent of originxl iles. foreover, the privxte ile shxring stor-
xge mode mxkes use of puyliz key enzryption to sezurely exzhxnge dxtx
yetween iiCsfu users. bn this zxse, the dxtx is symmetrizxlly enzrypted
with x rxndom key, whizh is xterwxrds enzrypted with the rezeivers’ puy-
liz keys. his method xllows fxst enzryption for x high numyers of re-
zeivers. iiCsfu xlso mxkes use of digitxl signxtures in zomyinxtion with
the iiCsfu bdi to verify origins of zontent. herefore, x iiCsfu user zxn
xlwxys ye xssured thxt shxre notiizxtions originxte from dezlxred senders.
Dxtx relixyility is designed xnd implemented on iiCsfu. he solu-
tion employs x szheme where multiple ile frxgments xre stored in multiple
Cloud servizes, preventing dxtx loss in zxse x single Cloud provider shuts
down its servizes, suzh xs, e.g., fegxuploxd sҿӁҾu. foreover, the dxtx re-
lixyility solution prevents iles to ye not xzzessiyle if x Cloud servize does
not respezt xn leA in terms of dxtx xvxilxyility or time to rezover. he use
of keed lolomon zode xllows iiCsfu to rezover the originxl ile evenwith
multiple ile frxgments yeing lost or unxvxilxyle.
his thesis xlso designed, implemented, zxliyrxted, xnd evxluxted clo-
zixleiy, x metx-Aib liyrxry providing interaction6 xnd location6based meth6
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ods in order to support the iiCsfu sozixl rezommendxtion system xnd
themxnxgement of sozixl rezommendxtion. he interxztion-yxsedmethod
mexsures the interxztivity yetween hlg users. hus, e.g., the iiCsfu so-
zixl rezommendxtion system is xyle rezommend zontent yxsed on whxt
hlgfriends thxtmost interxztwith x zertxinhlguser xre zonsuming. he
lozxtion-yxsed method mexsures how geogrxphizxlly zlose hlg users xre
to his/her hlg friends. herefore, e.g., iiCsfu sozixl rezommendxtion
system is xyle rezommendnewhlg friends yeing geogrxphizxlly zlose xnd
xlso using the iiCsfu xpplizxtion. hese methods zxn ye used in zomyi-
nxtion to determine to whom zontent, items, or new friends should ye rez-
ommended. lozixl rezommendxtions xre used to expxnd the user yxse, i.e.,
xtrxzt more users to iiCsfu xnd yuild its own sozixl grxph; xnd enhxnze
the user’s experienze, e.g., rezommend to shxre zontent to speziiz friends
thxt might ye interested, thus, produzing x personxlized experienze.
bn summxry, the key zontriyution of this thesis is on showing the fexsi-
yility of x distriyuted xnd shxrexyle dxtx storxge, whizh is zxpxyle of aggre6
gating storage space of heterogeneous Cloud services to ye seen xs one single
storxge entity, relying on Cloud servizes’ storxge instexd of peers’ storxge,
yeing xwxre of dxtx vxlidxtion rules of Cloud servizes, xnd designing, im-
plementing, xnd integrxting x liyrxry thxt is xyle to mexsure interxztivity
xnd geogrxphizxl zloseness of friends to perform sozixl rezommendxtions.
Ǐ.ǉ RĹŋĽĹŌ Ńĺ CŃłŉŇĽĶŊŉĽŃłň
his thesis is xyle to present key zonzlusions to the resexrzh questions
posed:
kЯоЯЫнЭв jрЯопгйи ҿ.ҿ: Is it possible to bypass the data validation pro6
cess to store arbitrary data into Cloud services’ servers?
heoytxined results show thxt, dependingon theCloud servize xnddxtx
enzoder xpplied, it is possiyle to store xryitrxry dxtx into the investigxted
Cloud servizes, xnd to yypxss the dxtx vxlidxtion prozess.
lurprisingly, even non-sophistizxted tezhniques xs the ones imple-
mented in FileFormxtaexder- xnd Appender-relxted enzoders demon-
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strxted to ye suzzessful when xpplied on Cloud servizes’ dxtx vxlidxtion
systems. bn rezommendxtion for existing Cloud providers, Cloud servizes
should zonzentrxte their eforts enhxnzing dxtx vxlidxtion xlgorithms to
detezt the use of enzoders thxt xre exsier to zirzumvent, yut zxn lexd to x
lxrger xmount of dxtx yeing stored: e.g., FileFormxtaexder- xndAppender-
relxted enzoders explore ile formxt stxndxrds xnd xre exsier to zirzumvent
zompxred to stegxnogrxphy, whizh requires x high zomplexity to detezt.
Even though the use of stegxnogrxphy zxn xlwxys yypxss Cloud servizes’
dxtx vxlidxtion, the xmount of dxtx injezted is not xs high xs when using
other enzoders.
kЯоЯЫнЭв jрЯопгйи ҿ.Ӏ: If it is possible 1based on the test results25 are
there impacts related to security as well as accounting and charging?
his thesis shows thxt there xre zonsiderxyle impxzts in the xrex of se-
zurity, xs well xs in xzzounting xnd zhxrging. he mxin impxzt relxted to
sezurity is the unxwxreness of zontent persisted. his is relxted to sezurity
questions sinze Cloud servizes mxy distriyute dxtx (e.g., yy shxring x piz-
ture or yy turning xn xudio ile puyliz) thxt they do not ilter xnd xre not
xwxre of. Cloud servizes mxy fxze legxl issues due to the distriyution of,
e.g., illegxl zontent under the jurisdiztion where the dxtx is persisted.
his thesis hxs identiied xzzounting xnd zhxrging impxzts, pointing
x novel dependenzy relxtion yetween xpplizxtion-speziiz xzzounting xt-
triyutes (e.g., imxge resolution, xudio length), xnd whxt the dxtx vxlidxtion
prozess txkes into zonsiderxtion. bn rezommendxtion for existing Cloud
providers, Cloud servizes should verify whether vxlues dezlxred in hexders
“rexsonxyly” zorrespond to the xmount of resourzes zonsumed. E.g., zxn
x ҿҾ sezond-long fiӁ ile, with the yest possiyle xudio quxlity, hxve ӀӃӄ+
fByte size, if x zonsiderxyle xmount of dxtx is not present in optionxl hexd-
ers? Even though when dxtx vxlidxtion rules follow stxndxrds (thus, yeing
possiyle, e.g., to use ӀӃӄ fByte just for bDӁvӀ txgs), xysurd imyxlxnzes
yetween whxt is dezlxred xnd whxt is zonsumed need to ye txken into zon-
siderxtion.
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kЯоЯЫнЭвjрЯопгйиҿ.Ӂ: Is it possible to build the PiCsMu systemand ap6
plication5 exploring generic and data6speciic storage of Cloud services in order
to store5 retrieve5 and share any kind of iles?
he iiCsfu system’s prototypizxl implementxtion xnd evxluxtion
showed thxt it is possiyle to yuild xn overlxy with generiz xnd dxtx-speziiz
Cloud servizes storxge in the underlxy. leverxl Cloud servizes xre sup-
ported yy iiCsfu, suzh xs, e.g., Google iizxsx, bmgur, bmxgelhxzk, Amx-
zon lӁ, xnd loundCloud, showing thxt multiple servizes with diferent ile
type restriztions zxn ye used xs x sexmless storxge unit. foreover, the over-
lxy implementxtion uses zentrxlized (e.g., iiCsfu bdi xnd iiCsfu zen-
trxlized index servize) xnd dezentrxlized entities (e.g., iiCsfu iӀi net-
work). he deinition of ile uploxd xnd downloxd prozesses ensures the
mxnxgement of metxdxtx to provide the informxtion of whxt, where, xnd
how dxtx is stored.
kЯоЯЫнЭв jрЯопгйи ҿ.ӂ: Would the PiCsMu system scale with respect to
diferent iles 1with diferent sizes2 being stored5 retrieved5 and shared?
he totxl time to uploxd/downloxd, shxring the dxtx privxtely or puy-
lizly, enzxpsulxtes xll xztions performed yy iiCsfu to store xnd retrieve
dxtx – just exzluding theiiCsfuForwxrdErrorCorreztion. hus, the totxl
time mexsurement revexls the iiCsfu xyility to hxndle x growing xmount
of dxtx (diferent ile sizes) in x zxpxylemxnner when zompxred to the totxl
time not using the iiCsfu system.
he evxluxtion szenxrio thxtmost demxnds zomputxtionxl xnd network
resourzes of the iiCsfu system is the one with x single iiCsfu user pri6
vately sharing x ҿ GByte ile for exzh of the ӅҾҾ iiCsfu users (whizh xre
xll iiCsfu users pxrt of the iiCsfu network for evxluxtion). he results
showed thxt, in this szenxrio, the totxl time to uploxd is, in xverxge, ӄ.Ӈ
times more zompxred to the totxl time uploxd of x ҿ GByte ile not using
iiCsfu xnd not sharing it to xnyone. bn the sxme szenxrio, yut uploxd-
ing x ҿ fByte ile, the totxl time to uploxd is, in xverxge, ҿӅӆ.Ӈ times more
zompxred to the totxl time to uploxd of x ҿ fByte ile not using iiCsfu
xnd not sharing it to xnyone. hus, the lxrger the uploxded ile is, the less
slow iiCsfu zompletes the privxte shxring zompxred to the uploxd with-
ҿӂӃ
out using iiCsfu, nor shxring it with xnyone. his proportion is oyserved
due to (ҿ) the pxrxllel uploxd of frxgments employed yy iiCsfu – whizh
does not hxppen when uploxding x ile not using iiCsfu; xnd (Ӏ) due to
the rezurring time to put the iiCsfu index xnd iiCsfu shxre notiizxtion
entities to the ӅҾҾ iiCsfuusers – for xll ile sizes (ҿfByte, ҿҾfByte, ҿҾҾ
fByte, xnd ҿ GByte) in the private sharing mode.
hus, yxsed on the totxl time results zollezted, xnd oyserving the totxl
time diferenze proportionwhizh dezrexses when iles xre lxrger, this thesis
zonzludes thxt iiCsfu szxles with respezt to diferent ile sizes – ҿfByte,
ҿҾfByte, ҿҾҾfByte, xnd ҿGByte – hxving ӅҾҾiiCsfuusers performing
uploxd/downloxds in pxrxllel.
kЯоЯЫнЭв jрЯопгйи ҿ.Ӄ: How much data and metadata overhead is re6
quired to exploit jointly generic and data6speciic storage of Cloud services con6
sidering data validation in Cloud providers?
he iiCsfu index xnd shxre notiizxtion overhexd generxted when up-
loxding xnd shxring x ile is low. he overhexd levels of xt xround Ӏ,ӂҾҾ
Byte per peer for the privxte shxring, xnd ӇҾҾ Byte for the privxte stor-
xge, whizh is x non-expressive xmount of dxtx stored in the Dam xnd in
the iiCsfu zentrxlized index server – zompxred to the zurrent zxpxzity of
personxl zomputers’ disk storxge xnd their xverxge speed of bnternet zon-
neztion sӄӄu.
hedxtx overhexd xdded yy dxtx enzoders is zonsiderxyle. For lxrge iles
(ҿҾҾfByte xnd ҿ GByte) the dxtx overhexd levels of xt xround ҿҾҾ%, us-
ing x rxndom funztion for zhoosing dxtx enzoders xnd spliting the ile in
diferent zhunk sizes. For smxll iles (ҿ fByte xnd ҿҾ fByte) the dxtx
overhexd hxs x high vxrixtion, sinze iiCsfu generxted less ile frxgments:
e.g., in two diferent runs (out of ҿҾ runs), it presented x ile overhexd rxtio
minimum of ҿ.Ӄҿ% in one, xnd mxximum of ҿҿӃ.ӃӅ% in the other.
hese results indizxte thxt the iiCsfu szheduler is x key zomponent
to zompose the totxl dxtx xnd metxdxtx overhexd, xs it dezides how mxny
frxgments xre generxted. irioritizing to generxte less ile pxrts results in less
overhexd, yut it does not sprexd the dxtx tomxnyCloud servizes, espezixlly
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not for smxll iles. irioritizing to generxte more ile pxrts results in more
overhexd, yut ile frxgments zxn ye sprexd to more Cloud servizes.
hus, these results xllow the zonzlusion thxt the dxtx xndmetxdxtx over-
hexd xdded yy the iiCsfu system is moderxte.
kЯоЯЫнЭв jрЯопгйи ҿ.ӄ: How accurate can JSocialLib’s interaction6 and
location6based methods be compared to OSN users’ perception?
he evxluxtion of the zxliyrxted interxztion-yxsed method shows thxt it
zxn estimxte, on xverxge, Ӏ out of Ӄhlg friends thxt xnhlg user xlso per-
zeives xs he/she interxztsmostwith. hus, the hypothesis presented in lez-
tion ӄ.Ӏ.Ӂ wxs zonirmed for the interxztion-yxsedmethod. he zxliyrxtion
presents thxt Fxzeyook users who xnswered the survey perzeive puyliz in-
terxztion xsmore importxnt thxn privxte interxztion, i.e., iil (iuyliz iosts
lent) hxve x weight vxlue three times higher thxn ifl (irivxte fessxges
lent), while iik (iuyliz iosts kezeived) hxve x weight vxlue nine times
higher thxn ifk (irivxte fessxges kezeived).
he evxluxtion of zxliyrxted lozxtion-yxsedmethod shows thxt it zxn es-
timxte, on xverxge, xt lexst ҿ.Ӂ out Ӄ hlg friends thxt xn hlg user xlso
perzeives xs the geogrxphizxlly zlosest to. hus, the hypothesis presented
in leztion ӄ.Ӏ.Ӂ wxs not zonirmed yy the lozxtion-yxsed method. An ex-
plxnxtion for suzh result is the oyservxtion thxt Fxzeyook users hxve more
interxztion hlg dxtx thxn lozxtion hlg dxtx, sinze hlg users tend to
xvoid the xtxzhment of lozxtions to hlg zontent mxinly due to privxzy
issues. herefore, the lozxtion-yxsed method performs worse in yoth met-
rizs (rank diference xnd topԏ match count) due to the imprezision xnd lxzk
ofhlgdxtx fromhlgusers. hese zxliyrxtion results xlso show thxthlg
users zonsider x rxdius of Ӆ kilometers xs where the geogrxphizxlly zlosest
hlg friends xre lozxted, regxrding users’ zurrent lozxtion.
Bxsed on these indings, hlgusers either interxztmore with their hlg
friends with puyliz posts thxn those with privxte messxges, or they likely
perzeivemorehlg friends who interxzted puylizly thxn privxtely. bn xddi-
tion, evenwith thehlgheterogeneity xndhlgdxtx zolleztion zhxllenges
imposed, x possiyle implementxtion of the iiCsfu sozixl rezommendx-
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tion system zxn yeneit yy exploring the sozixl grxph of third-pxrty hlgs
to perform rezommendxtions xligned to hlg user’s perzeption.
Ǐ.Ǌ GĹłĹŇĵŀ CŃłķŀŊňĽŃłň
his work zonzludes thxt end-users yeneit from iiCsfu yy hxving zxpx-
yilities thxt enhxnze the relixyility xnd privxzy of their stored iles. bnstexd
of using xnd relying in one single Cloud servize, e.g., Dropyox, Google
Drive, loundCloud, or Google iizxsx, end-users xre xyle to use multiple
ones without yeing zonzerned xyout how the dxtx ismxnxged. At the sxme
time thxt the xggregxtion of multiple Cloud servizes is yeneizixl for relix-
yility purposes, it is xlso x key fxztor for user’s privxzy. By using iiCsfu,
the iles xre frxgmented xnd enzrypted to multiple entities thxt xre unxyle
to rezonstruzt the originxl dxtx without externxl support (e.g., government
or zourt dezisions). Even if enzryption were not used in iiCsfu, the dxtx
persisted in one Cloud servize is not intelligiyle, xnd, in turn, not present-
ing xmexning toye trxzed to the remxining frxgments stored in otherCloud
servizes.
bn the xrex of dxtx vxlidxtion of Cloud servizes, this thesis zonzludes
thxt enzoder implementxtion tezhniques shown in the FileFormxtaexder-,
ltegxnogrxphy-, xnd Appender-relxted enzoder groups zxn ye generxlized
to diferent ile formxts – xnd not only speziiz ones. he implementxtion
of diferent enzoders depends on whxt is possiyle to explore (e.g., unused
ields in ile formxt’s hexder) xndwhether storxge servizes xzzept the result-
ing enzoded iles.
foreover, this thesis zonzludes thxt the design, implementxtion, xnd
useofiiCsfusystemxrehighly importxnt to the zontinuous enhxnzement
of Cloud servizes. hyserving the dxtx enzoders of iiCsfu, Cloud servizes
zxn enhxnze their dxtx vxlidxtion prozesses to prevent the distriyution of,
e.g., illegxl or zopyrighted zontent, thxt might ye stored in Cloud servize’s
servers without their zonsent. aowever, in future, if Cloud servizes en-
hxnze their dxtx vxlidxtion mezhxnisms to detezt xnd ylozk non-vxlidxted
dxtx to their servers, new dxtx enzoding tezhniques zould ye plugged into
ҿӂӆ
iiCsfu system. hus, x zontinuous investigxtion following the methodol-
ogy presented in this thesis (leztion ӂ.Ӏ) should ye zxrried.
Even if interoperxyility is x proylem in the xrex of Cloud zomputing
sӆҾu, the iiCsfu system txzkles storxge interoperxyility with the use of
x Cloud storxge overlxy. hus, iiCsfu turns Cloud servizes indireztly in-
teroperxyle, sinze it interxzts xndmxnxges diferent heterogeneous servizes
to form x single xnd sexmless storxge entity.
phile iiCsfugenerxtes ile pxrts to distriyute dxtx intomultipleCloud
servizes, this yehxvior might xlso generxte x high index volume to the
iiCsfu iӀi network due to index informxtion for exzh ile pxrt, thus,
generxting more overhexd. his fxzt shows x proportionxl relxtionship ye-
tween the xmount of ile pxrts xnd the index size. hus, this work zonzludes
thxt, if the iiCsfu lzheduler does not use x rxndom funztion to zhoose
dxtx enzoders xnd Cloud servizes, it would need to ye zxliyrxted to not
generxte x lxrge xmount of ile pxrts for lxrge iles (e.g., ҿ GByte). luzh
zxliyrxtion would optimize the index overhexd, xnd, ultimxtely, mxintxin
iiCsfu iӀi network performxnze.
bn x yroxder view, this work determines thxt the zore prinziples devel-
oped in this thesis xre xlso xpplizxyle to servizes xnd use zxses other thxn
storxge. For exxmple, the prinziple of xggregxtion zomposing xn overlxy
zxn ye xpplied to network trxizmxnxgement: trxiz fromdiferent routers
zxn ye xggregxted in xn overlxy thxt zould infer optimized network pxths
xnd dynxmizxlly xdxpt network zirzuits using virtuxlizxtion. Another ex-
xmple is to xpply the sxme prinziple to form x trxnspxrent monitoring sys-
tem: xggregxte multiple nodes forming xn overlxy of proyes, where they
xre zxpxyle to perform xztive monitoring xnd store results in inzrementxl
frxgments to the ylozkzhxin sҿӆu. exst yut not lexst, themethodology pre-
sented to zhezkwhether it is possiyle to yypxss servize’s dxtx vxlidxtion zxn
ye used in xny system thxt presents xn input interfxze to users – e.g., yxnk-
ing systems xnd sozixl medix xpplizxtions.
he integrxtion of clozixleiy into xpplizxtions – espezixlly in the
iiCsfu system – yrings new possiyilities in terms of rezommendxtions.
herefore, the output of clozixleiy methods zomyined with xdditionxl in-
ҿӂӇ
formxtion from sozixl rezommendxtion systems, ultimxtely enhxnze the
overxll user experienze.
Finxlly, this thesis zonzludes thxt yy zomyining zentrxlized xnd dezen-
trxlized entities, the iiCsfu system rexzhes x szxlxyle, sezure, xnd relixyle
solution to uploxd/downloxd privxte xnd shxred iles.
Ǐ.ǋ FŊŉŊŇĹdŃŇĿ
phile the design, implementxtion, xnd evxluxtion of the iiCsfu system
represent xn importxnt step into enxyling the xggregxtion of heterogeneous
Cloud servizes storxge, xlso providing mezhxnisms to integrxte existing
hlgs to trigger sozixl rezommendxtions, open resexrzh questions still re-
mxin.
bn relxtion to dxtx vxlidxtion in Cloud servizes, it is importxnt to un-
derstxnd the zomplexity of preventing usxge of dxtx enzoders zlxssiied in
this thesis. hus, solutions thxt detezt the use of dxtx enzoders xre needed
yy Cloud providers, fozusing on zonstxntly enhxnze Cloud servizes’ dxtx
vxlidxtion rules. hemxin question to ye xnswered is howmuzh zomputx-
tionxl resourzes xre required to employ suzh deteztion solution, xnd opti-
mize dxtx vxlidxtion rules over time.
kelxted to performxnze enhxnzements, the iiCsfu szheduler zould de-
zide the seleztion of Cloud servizes yxsed on their zurrent performxnze:
the fxster x Cloud servize is to x speziiz iiCsfu user, the higher the proy-
xyility of suzh Cloud servize to store ile frxgments. A possiyle solution
is to xtxzh x distriyuted monitoring zomponent to the iiCsfu xpplizx-
tion, zollezting network mexsurements of Cloud servizes xt x zertxin inter-
vxl (e.g., trxzeroute-yxsed mexsurements sӅӇu), xnd shxring these results
within the iiCsfu iӀi network. hus, if x iiCsfu user Y wxnts to shxre
x ile with iiCsfu user X, Y would irst zonsult whxt is the Cloud servize
thxtX downloxds dxtx fxster from – xnd, whxt is the proyxyility of dxtx un-
xvxilxyility yxsed on history. hus, x future design xnd implementxtion of
suzh solution zxn ye evxluxted to quxntify further gxins of performxnze.
he iiCsfu szheduler zxn ye xlso extended with the notion of roll-
yxzk trxnsxztions sӅӆu. he zurrent version of iiCsfu does not inzlude
ҿӃҾ
dxtx deletion if x ile zxnnot ye xnymore rezonstruzted due to, e.g., un-
xvxilxyility of dxtx, or invxlid Cloud servizes’ zredentixls. he iiCsfu sys-
tem zould oyserve fxiled uploxds/downloxds in zertxin Cloud servizes xnd
delete frxgments in the remxining Cloud servizes’ zredentixls. luzh mex-
sure will lexd to sxve storxge spxze xndwill keep the iiCsfu system xlwxys
up-to-dxte.
kelxted to sozixl rezommendxtions, clozixleiy zxn ye extended to per-
form x dynxmiz rexl-time zxliyrxtion of the interxztivity- xnd lozxtion-
yxsed methods. he zxliyrxtion zould ye yxsed on history xnd zould use
mxzhine lexrning xlgorithms. An xdditionxl future direztion is to imple-
ment the iiCsfu sozixl rezommendxtion system using the input of clo-
zixleiy, with diferent sozixl rezommendxtions (e.g., rezommendxtion of
new zontent, rezommendxtion to xzquire new friends). bn turn, the evxlu-
xtion zould investigxte whxt is the level of xzzeptxnze of sozixl rezommen-
dxtions using xnd not using clozixleiy methods.
bn terms of x new funztionxl xddition to Cloud storxge overlxys, x zon-
tent delivery network zould ye yuilt using properties of suzh overlxy sys-
tem, fozusing on ile shxring. hus, exzh peer of the overlxy zould store iles
thxt xre frequently xzzessed yy peers within or zlose to their Autonomous
lystems sӁӁu. he dxtx would still ye stored in Cloud servizes, yut hxv-
ing x replizx of frequently xzzessed iles in the peer’s lozxl hxrd-disk. his
xpproxzh lexds to the reduztion of inter-domxin trxiz, xnd trxiz oloxd
from Cloud servize’s dxtxzenters. hus, x future design xnd implementx-
tion of suzh solution would hxndle proylems suzh xs, e.g., detezting repli-
zxs thxt xre not up-to-dxte with iles stored in heterogeneous Cloud ser-
vizes, xnd elezting peers thxt xre zxpxyle to serve ile’s replizxs within xn
Autonomous lystem.
ҿӃҿ
ҿӃӀ
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Appendix
A.ǉ RĹĹĸ-SŃŀŃŁŃłCŃĸĹ: EłķŃĸĽłĻ ĵłĸDĹķŃĸĽłĻ
his xppendix displxys the keed-lolomon zode, whizh is the szheme used
yy the iiCsfu lystem to implement Forwxrd Error Correztion (FEC).
keed-lolomon zxn zorrezt errors xnd erxsures sҿҾӀu. An error is de-
ined when yits or yytes in x dxtx symyol does not relezt whxt wxs initixlly
trxnsmited xnd their position is not known. An erxsure is deinedwhen the
position of x dxtx symyol whizh zontxins errors is known xt themoment of
rezeiving the dxtx.
he keed-lolomon xlgorithm is speziied xs kl(n,k), with s-yits dxtx
symyols. he keed-lolomon enzoding prozess txkes k dxtx symyols of s
yits xnd generxtes pxrity dxtx symyols whizh forms x sequenze of n dxtx
symyols, zxlled x zodeword. pithin suzh generxted zodeword of n dxtx
symyols, there xre p pxrity symyols of s yytes exzh, where p = n− k. he
mxximum vxlue of n (zodeword size) for x keed-lolomon zode is n = Ҝs−
қ. Figure A.ҿ illustrxtes the kl(n,k) zode.
k p
n
… …
File Data Parity
Figure A.1: Reed-Solomon RS(n,k) code
he keed-lolomon dezoding prozess is xyle to zorrezt up to p = (n −
k)/Ҝ dxtx symyols zontxining errors in x zodeword, while in the zxse of erx-
sures the dezoding prozess zxn zorrezt up to p = n−k dxtx symyols. hus,
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keed-lolomon zxn rezover twize xs muzh dxtx symyols when identifying
whizh frxgment wxs lost (erxsure).
he required performxnze to enzode xnd dezode kl(n,k) zodes is di-
reztly proportionxl to the numyer of pxrity symyols generxted in x zode-
word. hus, x higher or lower p vxlue is trxnslxted to x lxrger or smxller
numyer of errors/erxsures thxt zxn ye zorrezted xnd, zonsequently, more
or less Cin prozessing is zonsumed.
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